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• We analyze the effect of electrical properties on assessment of grid vulnerability.
• Flow direction impacts the identification of critical elements.
• Line limits also affect the identification of critical elements.
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a b s t r a c t

In this paper, we analyze the impacts of major electrical properties, including node con-
straints, line limits, and flow direction, on vulnerability assessment of power grid using
several types of electrical betweennessmeasures. Specifically, we first propose a set of new
electrical betweenness measures, which takes into account flow direction in power grids.
Then, the impacts of major electrical properties on vulnerability assessment of power grid
are analyzed by comparing the identification results of critical components based on the
proposed electrical betweennessmeasureswith those based on the other two types of elec-
trical betweennessmeasures reported in the literature, which take into consideration node
constraints and line limits, respectively. Analysis results show the important impact of flow
direction on the identification of critical components. The results lead us to introduce a set
of combined electrical betweenness measures that take into account node constraints, line
limits, and flow direction together. Simulation results on the IEEE 300-bus system and the
Italian power grid show that the combined electrical betweenness measures are superior
in identifying critical components and more useful in assessing power grid vulnerability.
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1. Introduction

Network scientists have applied network theory to the vulnerability analysis of power grid. Various measures have been
used for this purpose. Betweenness centrality is one of the widely used measures. The betweenness measures are typically
calculated based on the shortest paths between node pairs, assuming that information spreads along shortest paths between
node pairs in a network. The betweennessmeasures have been used to identify critical components in real power grids such
as North American power grid [1], Italian electric power grid [2], Dutch electric power grid [3], and East China power grid [4].
Also, these measures have been used to develop models for cascading failure analysis in real power grids such as Italian
electric power grid [5], Western US power grid [6], North American power grid [7], and Northern China power grid [8].

However, the betweenness measures may not be directly applied to power grid vulnerability analysis. Since they do not
take into account essential electrical properties of power grids, analysis results based on the betweennessmeasuresmay not
accurately describe the characteristics of real power grids [9–13]. In Ref. [10], the betweennessmeasures have beenmodified
with electrical betweenness measures in which the shortest paths between node pairs are replaced with the electrical
paths. Recently, some new electrical betweennessmeasures have been proposed by taking into account additional electrical
properties of power grids. For instance, the electrical betweenness measures reported in Ref. [11] take into consideration
node constraints including generation capacity andmaximum load demand; the electrical betweennessmeasures proposed
in Ref. [12] include line limits, i.e., line power transmission limits. In these papers, the importance of the electric properties,
i.e., node constraints and line limits, in power grid vulnerability analysis has been shown.

In this paper, we first introduce new electrical betweenness measures by taking into account flow direction in power
grids. Then, we analyze the impacts of major electrical properties, including node constraints, line limits, and flow direction,
on vulnerability assessment of power grid by performing comparative studies of the proposed electrical betweenness and
those electrical betweenness reported in Refs. [11,12]. Analysis results show the important impact of flow direction on
the identification of critical components. Thus, we further propose a set of combined electrical betweenness measures by
including the electrical properties of node constraints, line limits, and flow direction together. We show the effectiveness
of the combined electrical betweenness measures in the identification of critical components by performing vulnerability
analysis on the IEEE 300-bus system and the Italian power grid.

The rest of the paper is organized as follows. In Section 2, we summarize recent works on the application of complex net-
work concepts in the vulnerability analysis of power grids. In Section 3, models and measures for power grid vulnerability
analysis are presented. In Section 4, new electrical betweenness measures with flow direction are introduced, and compar-
ative studies based on simulations are provided. In Section 5, we further propose a set of integrated electrical betweenness
measures and provide comparative studies. We conclude in Section 6.

2. A review of power grid vulnerability analysis using complex network concepts

Cascading failures are common in large complex networks such as internet networks, transportation networks, and
power grids [6,14–17]. In a power grid, a cascading outage may affect a wide area or even the whole power grid, which
causes catastrophic consequences. Thus, the study of cascading failures has become a vibrant research topic in power grid
vulnerability analysis [18–23]. Recently, complex network concepts have been used to analyze the vulnerability of power
grids against cascading failures. Following the recent reviews presented in Refs. [24,25], we classify related works in the
area into two different categories: the purely topological approach and the hybrid approach.

The purely topological approach is mainly based on topological concepts. In this approach, the measures that are used to
analyze large complex networks are directly applied to power grids to identify critical components and assess topological
vulnerability [26]. This approach has been used to investigate various power grids such as European power grids [27–29],
the North American power grid [1], the US Western power grid [30], and the New York power grid [31]. The investigations
show that the power grids have a behavior similar to scale-free networks when nodes are removed. That is, the power grids
are vulnerable to attacks on themost connected nodes but are robust against random loss of nodes. Thus, the failure of one of
the small number of nodesmay trigger large-scale blackouts in the power grids. In addition, the purely topological approach
has also been used to analyze the structure of power grids. The research in Ref. [32] points out that the US Western power
grid seems to be a small-world network. The nature of small-world networks is also found in other power grids such as the
Shanghai Power Grid [33], the Italian 380 kV, the French 400 kV and the Spanish 400 kV power grids [34] and the Nordic
power grid [30]. Thework in Ref. [35] suggests that the degree distribution of the power grid seems to be scale-free following
a power law distribution function, but exponential cumulative degree distribution functions are found in Californian power
grid [36], the whole US power grid [1], and thirty-three different European transmission power grids [28]. While the purely
topological approach is widely used to analyze the vulnerability of power grids, it may lead to inaccurate results since the
purely topological approach does not capture electrical properties of power grids [24,25].

To improve the purely topological approach, the hybrid approach has been developed by combining the electrical
properties with the topological concepts. In the hybrid approach, various topological measures in complex network analysis
have been extended as electricalmeasures by incorporating the electrical properties [25]. For example, topologicalmeasures,
such as efficiency, betweenness, and degree, were extended as net-ability, electrical betweenness, and entropy degree in
Refs. [13,37–39]. It has been found that the extended electrical measures are more effective to identify critical components
in power grids than topological measures. The work in Ref. [40] shows the connection between the analysis results of



D. Wu et al. / Physica A 466 (2017) 295–309 297

the extended electrical measures and real blackout data of German, Italian, French and Spanish power grids. In Ref. [10],
a number of other electrical centrality measures have been presented and used to analyze the New York transmission
network. It has been found that the electrical centrality measures provide information different from the one based solely
on the topological measures and are more effective to identify critical components than topological centrality measures.
Additionally, in the hybrid approach, the power flow models of power grids are combined with complex network concepts
to analyze the vulnerability of several power grids such as the North China power grid [41], the North American power
grid [42] and the Swiss power grid [43].

In the framework of the hybrid approach, it is important to understand how electrical properties of power grids affect
vulnerability assessment of power grid. This understanding is useful to effectively extend topological measures for power
grid vulnerability analysis. In this paper,we analyze the impacts ofmajor electrical properties of power grids on vulnerability
assessment of power grid using several types of electrical betweenness measures. The major electrical properties and these
electrical betweenness measures will be described in the following sections.

3. Models and measures for power grid vulnerability analysis

3.1. Power network model

Power flows in a power grid follow laws of physics including Kirchhoff’s laws and Ohm’s law. The power flow in a power
grid with Nb + 1 nodes and Nl transmission lines can be described by the following network equations,

Ib = YbVb (1)

where Ib is an Nb × 1 vector in which each element is the current injected into a node; Vb is an Nb × 1 vector in which each
element is the voltage at a node; Yb is an Nb × Nb matrix and is called network admittance matrix in which non-diagonal
element Yij is the negative of the admittance of line lij connecting node i to node j and diagonal element Yii is the sum of
line admittances connected to node i. In (1), the equation corresponding to the voltage reference node is not included. For
the transmission network of a power grid, the imaginary part of the admittance of each line is usually much larger than
its real part. For the sake of simplicity, in this paper we only consider the imaginary part of the admittance of each line for
calculation of power or current flow in a power grid.

In addition to the network equations above, a power grid also has the following essential electrical properties:

• Node constraints: Power or current that is injected into and withdrawn from nodes in a power network is subject to
node constraints. The nodes can be classified as three types: generation nodes, load nodes, and transmission nodes. A
generation node is a node connected to a generator, where power or current is injected and is subject to generation
capacity constraint. A load node is a node connected to a load, where power or current is withdrawn and is subject to
maximum load constraint. A transmission node, such as a transfer bus, is a node which is not connected to a generator
or a load.

• Line limits: Power flowing through lines is subject to transmission limits. In a power network, power is transmitted
along electric paths between nodes, unlike topological paths in social networks, since power flow in a power network
is governed by Kirchhoff’s laws and Ohm’s law. In power transmission, the power through each line is subject to power
transmission limit.

• Directional flow: Power flowing through each line is directional. When power or current is transmitted between two
nodes, the flow can be in one or other direction depending upon the operating condition of generation and load.

3.2. Measures of vulnerability and approaches

The concept of vulnerability in complex networks usually refers to the extent to which a network performance decreases
following a sequential removal of nodes or links. Many topology-based measures have been proposed to quantify vulnera-
bility, such as efficiency [44], size of giant component [45], and cluster coefficient [32]. However, it is found that the direct
use of existing topological-based measures may not be sufficient for power grid vulnerability analysis [46–48].

3.2.1. Grid vulnerability measure
In some recent publications, the extent of availability of power supply (PS) following a sequential removal of nodes or

links is used to represent vulnerability. For example, in Ref. [48], the PS-based measure below is proposed and used for
vulnerability analysis.

VPS =
PSnorm − PSdamg

PSnorm
(2)

where PSnorm represents the power supply of a power grid in the normal state; PSdamg represents the power supply of a
power grid after the removal of nodes or links. VPS in (2) is referred to as loss of load in Ref. [11].
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VPS can be calculated using direct current (DC) power flow equations

Pl = FP (3)

where Pl is an Nl × 1 vector in which each element is the power flowing through a line; F is a constant matrix in which each
element is derived by the reactance of a line; and P is an Nb × 1 vector in which each element is the power injected into a
node, and the node connected to reference generator is not included. More details on (3) are provided in Ref. [49].

3.2.2. Approach for assessing grid vulnerability
An approach for assessing grid vulnerability in terms of VPS in (2) is summarized as follows: the vulnerability can be

assessed by computing the decrease of VPS following a sequential removal of components, i.e., nodes or links. Due to the loss
or removal of certain number of its components, the power gridmay break into several parts or sub-grids. In such a case, the
PSdamg in (2) is the sum of power supplies in each sub-grid. For a sub-grid, the following three scenarios are considered [48]:
(1) if the sub-grid does not have any generators or loads, the power supply is zero. (2) If the sum of the supplies from
generators is larger than the sum of the demands from loads, then the output of each generator is uniformly reduced to
balance the total supply and total demand. Then, (3) is used to calculate the power flow through each line and line flow
constraints are checked. If there are violations, the power withdrawn at load nodes is reduced in the order of magnitude of
load demands, until there are no violations. (3) If the sum of supplies from all generators is smaller than the sum of loads,
the power withdrawn at load nodes is reduced in the order of magnitude of load demands to balance the total supply and
total demand, and then line flow limits are checked with (3), which is similar to the one in scenario (2).

3.2.3. Fault mode
In complex networks, vulnerability is usually studied by removing nodes or links to represent the results of fault. The

following two major fault modes are often considered:

• In random failures, a given number of nodes or links are selected at random and then removed from the network one by
one.

• In intentional attacks, a givennumber of critical nodes or links are selected according to somemeasures and then removed
from the network one by one in descending order of their criticality.

One of the key actions in intentional attacks is to identify the set of critical components, so that the network performance
will dropquickly after these components are removed in descending order of their criticality.Many studies showed that node
or link betweenness can be used for the identification of critical components, which will be discussed next.

3.2.4. Topological betweenness measures and electrical betweenness measures
Various betweennesses measures have been used to study the importance of nodes and links in a network. Betweenness

is typically calculated based on the shortest paths between node pairs. For a graph G(V, L) composed of node set V and link
set L, the betweenness of nodem can be represented as [50],

TB(m) =


i∈V


j∈V

σij(m)

σij
i ∈ V, j ∈ V, i ≠ j (4)

and the betweenness of link lmn can be represented as [51],

TB(lmn) =


i∈V


j∈V

σij(lmn)

σij
i ∈ V, j ∈ V, i ≠ j, lmn ∈ L (5)

where σij is the number of the shortest paths from node i to node j; σij(m) is the number of shortest paths from node i to
node j that pass through node m; σij(lmn) is the number of shortest paths from node i to node j that pass through the link
lmn connecting node m to node n. Eqs. (4) and (5) show that a node or a link is more important if it is passed through more
shortest paths between other nodes. That is, the importance of a node or a link in a network can be quantified with the
betweenness measures.

The betweenness measures in (4) and (5) quantify the importance of a component based on topological information of a
network. In this paper, they are referred to as topological betweenness measures (TB).

Recent works showed that TB may not be directly applied to the vulnerability analysis of power grid since it does not
take into consideration essential electrical properties of power grids such as node constraints and line limits. Rather than
relying on TB, several electrical betweennessmeasures have been proposed. Next, twomost recently electrical betweenness
measures are summarized.

Electrical betweenness measures with node constraints: Electrical betweenness measures taking node constraints into
consideration have been presented in Ref. [11]. We refer to these measures as type I electrical betweenness measures (EBI )
in this paper. EBI of link lmn is represented as,

EBI(lmn) =


i∈G


j∈D

ωij|Iij(lmn)| (6)
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where G is the set of generation nodes; D is the set of load nodes; ωij = min(Si, Sj) is a weight, which represents power
transmitted from the generator at node i to the load at node j; Si is the capacity of the generator at node i; Sj is the maximal
demand of the load at node j; Iij(lmn) is the current through the link lmn (from node m to node n) for a unit of current
transmitted from the generation node i to the load node j.

Based on (6), EBI of node i is represented as

EBI(i) =




j∈F(i)

EBI(lmn) +


k∈D

ωik


2 i ∈ G

j∈F(i)

EBI(lmn) +


m∈G

ωmi


2 i ∈ D

j∈F(i)

EBI(lmn)


2 i ∈ T

(7)

where T is the set of transmission nodes; F(i) is the set of nodes connected to node i;


k∈D ωik represents the sum of the
total power that is transmitted from generation node i to all load nodes.


m∈G ωmi represents the sum of the total power

that the load at node i withdraws from all generation nodes; coefficient 1/2 is used since the power entering into a node i
along links is equal to the power leaving from node i.

In Ref. [11], it has been demonstrated that EBI is more useful to identify critical nodes and links since it takes into
consideration node constraints including generation capacity and maximal load demand.

Electrical betweenness measures with line limits: Electrical betweenness measures taking into account line power
transmission limits have been reported in Ref. [12]. We refer to these measures as type II electrical betweenness measures
(EBII ) in this paper. EBII of link lmn is represented as,

EBII(lmn) = max


i∈G


j∈D

Cijfij(l+mn),

i∈G


j∈D

Cijfij(l−mn)


(8)

where fij(lmn) is the power through the link lmn for a unit of power transmitted from generation node i to load node j; fij(l+mn)
represents the power through link lmn along the given direction of link lmn; fij(l−mn) represents the power through link lmn
against the given direction of link lmn. Note that for a given pair of generation and load nodes, either fij(l+mn) or fij(l

−
mn) is zero

since the power through link lmn only has one direction for the power transmission between a pair of generation and load
nodes. Cij is a weight, which represents the maximum power that can be transmitted from generation node i to load node j
without violating the power transmission limits of the lines. Cij can be represented as,

Cij = min
lmn∈L


Pmax(lmn)

|fij(lmn)|


(9)

where Pmax(lmn) is the power transmission limit of link lmn.
EBII of nodem is represented as,

EBII(m) =
1
2


i∈G


j∈D

Cij


n∈F(m)

fij(lmn)
 m ≠ i and m ≠ j (10)

where F(m) is the set of lines connected to node m; Cij


n∈F(m) |fij(lmn)| represents the sum of the power through all lines
connected to node m when the power equal to Cij is transmitted from generation node i to load node j; coefficient 1/2 is
used since the power entering into a nodem equal to the power leaving from nodem. Eq. (10) is only used for transmission
nodes. For generation nodes, an additional term


k∈D Cmk/2 is included in (10) while for load nodes, (10) has an additional

term


k∈G Ckm/2.

4. Electrical betweenness measures with flow direction

EBI and EBII presented in previous section take into consideration two essential electrical properties of power grids,
i.e., node constraints and line limits. However, another important electrical characteristic of power grids – flow direction
– is not taken into consideration appropriately. In this section, a new set of electrical betweenness measures with flow
direction is proposed.
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4.1. Electrical betweenness measures with flow direction

As mentioned in Section 2, directional flow through a link is another important electrical property of power grids.
When the power is transmitted between a pair of generation and load nodes, the power through a link may flow along
its given reference direction. But the direction of power through the same link may be reversed for the power transmission
between another pair of generation and load nodes. When the power is transmitted between multiple pairs of generation
and load nodes, the actual power is the difference between the total power transmitted in one direction and the total power
transmitted in the other direction. Thus, we propose a set of electrical betweenness measures with flow direction. We refer
to these measures as type III electrical betweenness measures (EBIII ) in this paper. EBIII of link lmn can be written as,

EBIII(lmn) =


i∈G


j∈D

fij(l+mn) +


i∈G


j∈D

fij(l−mn)

 (11)

where


i∈G


j∈D fij(l+mn) represents the total power through link lmn along the reference direction of link lmn;


i∈G
j∈D fij(l−mn) represents the power through link lmn against the reference direction.
Based on (11), EBIII of node i is given below.

EBIII(i) =




j∈F(i)

EBIII(lmn) + ND


2 i ∈ G

j∈F(i)

EBIII(lmn) + NG


2 i ∈ D

j∈F(i)

EBIII(lmn)


2 i ∈ T

(12)

where


j∈F(i) EBI(lmn) represents the sum of the power through all links connected to node iwhen the power is transmitted
between all pairs of generation nodes and load nodes; ND is the total number of load nodes; NG is the total number of
generation nodes. Since a unit of power is assumed to be transmitted between each pair of generation node and load node,
ND also represents the total power transmitted from a generation node to all load nodes, and NG represents the total power
that a load withdraws from all generation nodes.

To further explain flow direction taken into account in EBIII , let us consider a simple network as shown in Fig. 1. In this
network, each link has its given reference direction of flow, which is indicated with black arrow. The red arrow indicates
the direction of flow through each link when the power is transmitted from generation node 1 to load node 3. The blue
arrow indicates the direction of flow through each link when the power is transmitted from generation node 2 to load node
3. From Fig. 1, it can be seen that for the power transmission from generation node 1 to load node 3, link l12 has a positive
power f13(l+12), which means the flow is in the reference direction; for the power transmission from generation node 2 to
load node 3, link l12 has a negative power f23(l−12), which means the flow is against the reference direction. When the power
is transmitted from the two generation nodes to the load node, the actual power through link l12 is equal to f12(l+12)+ f23(l−12).

EBIII(lmn) defined in (11) takes flow direction into consideration since it is defined as the absolute value of the sum of the
total power through a link in two different directions (i.e.,


i∈G


j∈D fij(l+mn) +


i∈G


j∈D fij(l−mn)
). However, both EBI(lmn)

described in (6) and EBII(lmn) described in (8) do not take flow direction into account.

4.2. Illustration

To illustrate the differences in the calculations and identification results of EBI–EBIII , a simple case study is nowpresented.
As shown in Fig. 2, two generators are connected to a load via three transmission lines. The constraints on generation and load
as well as line power transmission limits are also provided. The weight factors of EBI , i.e., wij in (6), are w13 = w23 = 1MW.
The weight factors of EBII , i.e., Cij in (9) are C13 = 8.75 MW and C23 = 5.83 MW.

In Tables 1–5, we summarize the differences in calculation and identification results of EBI–EBIII . Table 1 shows the power
through each line when a unit power is transmitted between each pair of generation node and load node. Tables 2 and 3
demonstrate the difference in the calculations of EBI–EBIII . Tables 4 and 5 compare identification results of EBI–EBIII .

It can be seen from Tables 4 and 5 that EBI–EBIII have the same identification results of critical nodes; however, they have
different identification results of critical lines. Specifically, both EBI(lmn) and EBII(lmn) indicate that line l23 is themost critical
line, and line l12 and line l13 are second and third most critical ones. However, EBIII(lmn) indicates line l13 and line l12 as the
second and third critical lines.

With the above identification results of critical lines, the vulnerability of the system can be evaluated in two steps. First,
two sets of intentional attacks, i.e., l23, l12, l13 and l23, l13, l12 are constructed based on the results shown in Table 3. Then,
the vulnerability is evaluated using VPS defined in (2) and the approach described in Section 3.2.2. Fig. 3 shows the changes
in VPS .
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Fig. 1. Illustration of flow direction in a simple network. (For interpretation of the references to color in this figure legend, the reader is referred to the
web version of this article.)

Fig. 2. A simple power system.

Table 1
Power flows on lines for a unit power transmitted between each pair of generation and load nodes.

Power transmission fij(l12) fij(l23) fij(l13)
fij(l+12) fij(l−12) fij(l+23) fij(l−23) fij(l+13) fij(l−13)

From nodes 1 to 3 0.57 0 0.57 0 0 −0.43
From nodes 2 to 3 0 −0.14 0.86 0 0 −0.14

Table 2
Calculations of EBI (lmn), EBII (lmn), and EBIII (lmn).

Line EBI (lmn) EBII (lmn) EBIII (lmn)

l12 w13 × |0.57| + w23 × | − 0.14| = 0.71 max[C13 × 0.57, C23 × | − 0.14|] = 4.99 |0.57 − 0.14| = 0.43
l23 w13 × |0.57| + w23 × |0.86| = 1.43 max[C13 × 0.57 + C23 × 0.86, 0] = 10.00 |0.57 + 0.86| = 1.43
l13 w13 × | − 0.43| + w23 × | − 0.14| = 0.57 max[0, C13 × | − 0.43| + C23 × | − 0.14|] = 4.58 |−0.43−0.14| = 0.57

Table 3
Calculations of EBI (i), EBII (i), and EBIII (i).

Node EBI (i) EBII (i) EBIII (i)

1 0.5 × (EBI (l12) + EBI (l13) + w13) = 1.14 0.5 × C13 × (0.57 + | − 0.43|) + 0.5 × C23 × (| −

0.14| + | − 0.14|) + 0.5 × C13 = 9.58
0.5 × (EBIII (l12) + EBIII (l13) + 1) = 1

2 0.5 × (EBI (l12) + EBI (l23) + w23) = 1.57 0.5 × C13 × (0.57 + | − 0.57|) + 0.5 × C23 × (| −

0.14| + | − 0.86|) + 0.5 × C23 = 10.82
0.5×(EBIII (l12)+EBIII (l13)+1) = 1.43

3 0.5×(EBI (l23)+EBI (l13)+w13 +w23) = 2 0.5 × C13 × (0.57 + | − 0.43|) + 0.5 × C23 ×

(0.86 + | − 0.14|) + 0.5 × C13 + 0.5 × C23 = 14.58
0.5 × (EBIII (l13) + EBIII (l23) + 2) = 2

From Fig. 3, it can be observed that VPS of the system under the intentional attacks based on EBIII(lmn) increases faster
than under those based on EBI(lmn) or EBII(lmn). Under EBIII(lmn)-based attacks, VPS increases to 1 after the removal of two
critical lines (line l23 and line l13). However, under the attacks based on EBI(lmn) or EBII(lmn), VPS only increases to 0.5 after
the removal of two critical lines (line l23 and line l12). This observation implies that flow direction affects the identification
results of critical lines since the main difference between EBIII and the other two EBs is that EBIII takes flow direction into
consideration.
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Table 4
Comparison of identification results of critical lines of EBI (lmn), EBII (lmn), and
EBIII (lmn).

Rank EBI (lmn) EBII (lmn) EBIII (lmn)

1 l23 l23 l23
2 l12 l12 l13
3 l13 l13 l12

Table 5
Comparison of identification results of critical nodes of EBI (i), EBII (i), and
EBIII (i).

Rank EBI (i) EBII (i) EBIII (i)

1 3 3 3
2 2 2 2
3 1 1 1

Fig. 3. Changes in VPS of the 3-bus system under two sets of intentional line attacks.

4.3. Case studies on IEEE 300-bus system and Italian power grid

The above observation on the important impact of flow direction on the identification results of critical components is
further demonstrated with case studies on the IEEE 300-bus system and the Italian power grid. The IEEE 300-bus system
consists of 411 lines and 300 nodes including 69 generation nodes and 164 load nodes [52]. For this system, line limits and
generator capacities are obtained from Refs. [53,54], respectively; the maximum demand of each load is assumed to be 1.5
times its original loaddemand. The Italian power grid is composedof 641 lines and521nodes including 158 generationnodes
and 205 load nodes. In the Italian power grid, line limits and generation capacities are given in its data and the maximum
demand of each load is also assumed to be 1.5 times its original load demand.

Intentional attacks on lines and nodes as well as random failures on lines and nodes are constructed to evaluate the
vulnerability of the IEEE 300-bus system and the Italian power grid. Figs. 4 and 6 show the changes in VPS of these two
power systems under random line failures and three sets of intentional line attacks based on EBI–EBIII . Figs. 5 and 7 show
the changes in VPS of the 300-bus system and the Italian power grid under random node failures and three sets of EB-based
intentional node attacks. In Figs. 4 and 6, the changes in VPS under random line failures are the average under 50 different
sets of randomly selected lines. Similarly, in Figs. 5 and 7, the changes in VPS under random node failures are the average
under 50 different sets of randomly selected nodes.

It can be observed from Figs. 4 and 5 that VPS of the system always increases faster under EB-based intentional attacks
than that under random failures, which, as one would expect, suggests that the system is more vulnerable under intentional
attacks than under random failures.

Also, it can be observed from Figs. 4 and 5 that the attacks based on EBIII are more effective in increasing VPS than the
attacks based on EBI and EBII in the middle stage of attacks, i.e., the stage after a moderate number of nodes or lines is
removed but before a loss of substantial number of nodes or lines.

In the initial stage, when a small number of lines or nodes are removed (such as about 50 lines or 30 nodes), there are
relatively small changes in VPS of the system under the attacks based on EBI–EBIII since an appropriately designed power
system can usually maintain its ability of power supply when a small number of components are under fault conditions. In
this stage, it is observed that VPS increases faster under the attacks based on EBII than under those based on EBI and EBIII ,
which suggests that line limits more significantly affect the identification of critical components since only EBII takes line
limits into account.

In the middle stage, when an additional number of lines or nodes are removed (the number of removed lines in this case
study increases from 50 to 230 while the number of removed nodes increases from 30 to 120), VPS increases quickly. The
removal of additional lines or nodes starts separating the system into multiple sub-grids. In the sub-grids, some generators
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Fig. 4. Changes in VPS of the IEEE 300-bus system under random line failures and three sets of intentional line attacks.

Fig. 5. Changes in VPS of the IEEE 300-bus system under random node failures and three sets of intentional node attacks.

are disconnected. Thus, generation may not meet load demand, and some loads may be shed in order to balance generation
and loaddemand. For this stage, it is observed thatVPS increasesmuch faster under the attacks based on EBIII thanunder those
based on EBI and EBII . This suggests that flow direction plays an important role in the identification of critical components
because only EBIII appropriately takes flow direction into consideration. In addition, it is observed that the system is more
vulnerable under EBII and EBIII-based attacks than under EBI-based attacks since VPS increases faster under the attacks based
on EBII and EBIII than under those based on EBI . This implies that internal properties of networks with flow direction and
line limits may have more significant impacts on the identification of critical components than external limits such as node
constraints.

In the last stage, a large number of lines or nodes are removed (the number of removed lines increases from 230 to 409
while the number of removed nodes increases from 120 to 300). As a result, a substantial number of sub-grids are formed,
more generators are isolated, and much less loads are supplied. For this last stage, it is observed that VPS increases faster
under intentional attacks based on EBII than under those based on EBI and EBIII . This implies that line limits impact the
identification of critical components significantly when a substantial number of critical components are removed.
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Fig. 6. Changes in VPS of the Italian power grid under random line failures and three sets of intentional line attacks.

Fig. 7. Changes in VPS of the Italian power grid under random node failures and three sets of intentional node attacks.

The observations from Figs. 6 and 7 in the Italian power grid are similar to those from Figs. 4 and 5 in the IEEE 300-bus
system. Based on the above comparative studies of EBs, we know that the essential electrical properties of power grids,
i.e., node constraints, line limits, and flow direction, play important roles in the identification of critical components.
However, each EB only takes into consideration an electrical property individually in its measure. In the next section, we
will analyze power grid vulnerability with a new set of electrical betweennessmeasures that integrate all the three essential
electrical properties.

5. Combined electrical betweenness measures

In this section, we propose a way to integrate three essential electrical properties of power grids into a set of combined
electrical betweennessmeasures.With the combinedmeasures to identify critical components,we also provide comparative
case studies of power grid vulnerability under intentional attacks.



D. Wu et al. / Physica A 466 (2017) 295–309 305

5.1. Combined electrical betweenness measures

First, we redefine a weight. For a given pair of generation node i and load node j, the weight represents a specified power,
which satisfies the following two conditions: (1) when the specified power is transmitted from generation node i to load
node j, no lines violate their power transmission limits; (2) the specified power is not larger than either the generation
capacity of the generator at node i or the maximum load at node j. To satisfy the two conditions, the weight for a given pair
of generation node i and load node j can be represented as,

αij = min

Cij, Si, Sj


(13)

where Cij represents the maximum power that can be transmitted from generation node i to load node j without violating
line power transmission limits; Si is the generation capacity of generator at node i; and Sj is the maximal load at node j.

Then, with (13), we redefine EBIII(lmn) and obtain a combined electrical betweenness measure of link lmn (CEB(lmn)) as
follows.

CEB(lmn) =


i∈G


j∈D

αijfij(l+mn) +


i∈G


j∈D

αijfij(l−mn)

 (14)

where


i∈G


j∈D αijfij(l+mn) is the total power through link lmn along the reference direction of link lmn when the power
equal to αij is transmitted between generation node i and load node j;


i∈G


j∈D αijfij(l−mn) is the total power through link
lmn against the reference direction of link lmn when the power equal to αij is transmitted between generation node i and load
node j.

Further, with CEB(lmn), the corresponding combined electrical betweenness measure of node i (CEB(i)) is defined below.

CEB(i) =




j∈F(i)

CEB(lmn) +


k∈D

αik


2 i ∈ G

j∈F(i)

CEB(lmn) +


m∈G

αmi


2 i ∈ D

j∈F(i)

CEB(lmn)


2 i ∈ T

(15)

where F(i) is the set of nodes connected to node i;


j∈F(i) CEB(lmn) represents the sum of the power through all links
connected to node i when the power is transmitted between all pairs of generation nodes and load nodes;


k∈D αik

represents the sum of the total power that is transmitted from generation node i to all load nodes; and


m∈G αmi represents
the sum of the total power that the load at node iwithdraws from all generation nodes.

In the definition of CEB, the shortcomings of EBI–EBIII are overcome:

• EBI does not take into consideration line limits. Thus, the power transmission limits for some lines may be violated. Also,
flow direction is not included in EBI .

• EBII does not take into account node constraints. Thus, the power generated at generation node and power consumed at
load node may violate their limits. In addition, flow direction is not appropriately considered in EBII .

• EBIII does not take into account node constraints and line limits. Thus, it does not consider the effects of node constraints
and line limits.

5.2. Results of analysis of IEEE 300-bus system and Italian power grid

In the analysis, the critical lines and nodes are identified by CEB and EBI–EBIII . Based on the identification results, four
sets of intentional line attacks and four sets of intentional node attacks are constructed to evaluate the vulnerability of the
IEEE 300-bus system and the Italian power grid. Figs. 8 and 9 show the changes in VPS of the IEEE 300-bus system under
intentional line attacks and intentional node attacks, respectively. Figs. 10 and 11 show the changes in VPS of the Italian
power grid under intentional line attacks and intentional node attacks, respectively.

It can be observed from Figs. 8 and 9 that VPS increases much faster under CEB-based attacks compared to the ones based
on the three EBs in all stages, which implies that CEB is much more effective for identifying critical components.

In the initial stage, when a small number of lines or nodes (such as 30 lines or 10 nodes) are removed, VPS quickly jumps
to 0.2 under the CEB-based line and node attacks, but under the EBs-based line attacks, VPS slightly changes, and under the
EBs-based node attacks, VPS increases slowly to less than 0.2.

In themiddle stage, when additional number of lines or nodes are removed (the number of removed lines increases from
30 to 230, and the number of removed nodes increases from 10 to 120), VPS dramatically increases to about 0.65 under the
CEB-based line attacks and VPS even increases to more than 0.85 under the CEB-based nodes attacks. However, under the
EBs-based line attacks, VPS increases only to 0.5, and under EBs-based node attacks, VPS increases only to about 0.7.
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Fig. 8. Changes in VPS of the IEEE 300-bus system under four sets of intentional line attacks.

Fig. 9. Changes in VPS of the IEEE 300-bus system under four sets of intentional node attacks.

In the last stage, when a large number of lines or nodes are removed (the number of removed lines increases from 230 to
409, and the number of removed nodes increases from 120 to 300), VPS quickly increases to 1 under the CEB-based attacks,
but under the EBs-based attacks, the increase of VPS is very slow.

The observations from Figs. 10 and 11 in the Italian power grid are similar to those from Figs. 8 and 9 in the IEEE 300-bus
system, and they further verify that CEB is much more effective for the identification of critical components in the Italian
power grid.

6. Conclusion

In the literature, various topological measures in complex network analysis have been used to analyze the vulnerability
of power grids. However, these measures are not readily applicable for vulnerability analysis of power grid because they do
not take into consideration electrical properties of power grids. In this paper, we studied the impact of essential electrical
properties, including node constraints, line limits, and flow direction, on vulnerability assessment of power grid using
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Fig. 10. Changes in VPS of the Italian power grid under four sets of intentional line attacks.

Fig. 11. Changes in VPS of the Italian power grid under four sets of intentional node attacks.

electrical betweenness measures EBI–EBIII . EBI reported in Ref. [11] took node constraints into account while EBII presented
in Ref. [12] took line limits into consideration. Different from EBI and EBII , EBIII was proposed in this paper by taking into
account flow direction in a power grid. Simulation analysis on the IEEE 300-bus system and the Italian power grid shows
the important impact of flow direction on vulnerability assessment of power grid. Thus, we further proposed a new set
of combined electrical betweenness measures (i.e.,CEB) by taking into consideration all the essential electrical properties
that are included individually in EBI–EBIII . The identification results of CEB and EBI–EBIII were compared by performing
vulnerability studies on the IEEE 300-bus system and the Italian power grid.

The analysis results of the impacts of essential electrical properties on vulnerability assessment of power grid and the
comparison results of CEB and EBI–EBIII are summarized below:

• Flow direction plays a significant role in impacting the identification of critical components. It is observed that the
system is more vulnerable under EBIII-based attacks than under EBI- and EBII-based attacks in themiddle stage of attacks
(i.e., when a moderate number of nodes or lines are removed due to attacks).
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• Line limits impact the identification of critical components. It is observed that the system is more vulnerable under EBII-
based attacks than under EBI- and EBIII-based attacks in the initial stage of attacks (i.e., when a large number of nodes or
lines are removed under attacks) and in the last stage of attacks (i.e., when a large number of nodes or lines are removed
under attacks).

• The internal properties of networks with flow direction and line limits may have more significant impacts on the
identification of critical components than external limits such as node constraints. It is observed that the system is more
vulnerable under EBII and EBIII-based attacks than under EBI-based attacks in the middle stage of attacks (i.e., when a
moderate number of nodes or lines are removed due to attacks).

• CEB is more effective than EBI–EBIII for identifying critical components. It is observed that the system is more vulnerable
under CEB-based attacks than under the attacks based on EBI–EBIII in all stages of attacks including the initial stage, the
middle stage, and the last stage.
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