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In this chapter we present and discuss a multilevel 
adaptive distributed diagnosis algorithm for fully 
connected networks. This is a generalization of Bianchini 
and Buskens’  ADSD algorithm [1].We first present in 
sections 1 and 2 the essential features of the diagnosis 
algorithms of Bianchini and Buskens, and Duarte and 
Nanya [2]. Several concepts and ideas used in these 
algorithms are also relevant to the design of our new 
algorithm to be discussed later in the paper. We present 
the new multilevel diagnosis algorithm and several 
aspects of this algorithm in section 3 In section 4, we 
present simulation results comparing these three 
algorithms. 

A preliminary version of the work in this chapter has 
been reported in [3]. 
 
2.1 The ADSD Algorithm 
 

The adaptive-distributed system-level diagnosis 
algorithm (to be called ADSD) proposed by Bianchini and 
Buskens [1] assumes the existence of a logical fully 
connected network and does not permit link failures. It is 
distributed, adaptive on testing set, and imposes no limit 
on the number of faulty nodes. It is assumed that there are 
no links failures. The PMC fault model [4] is used. Also, 
during the testing process a node cannot fail and recover 
from that failure during the time between two tests by 
another node. 

The ADSD algorithm is the first practical application 
of system level diagnosis theory and has been 
implemented to run on an Ethernet network of over 200 
workstations at the Carnegie Mellon University. 

Before we discuss the specification of the algorithm, 
we have to clarify the concepts of “test” and “testing 
round” and “diagnosis latency” used in distributed 
system-level diagnosis literature.  

A “test” could be just simply a node i sending a 
message to node j to ask for some information. If the 
response is proper and on-time, then node i evaluates 
node j as fault-free. Otherwise, node j is faulty. 

The concept of testing round plays a very important 
role in expressing the diagnosis latency (or capturing the 
time complexity) of a distributed diagnosis algorithm.  

A “testing round” is defined as the period of time in 
which every fault-free node in the system has tested 
another node as fault-free, and has obtained diagnostic 

information from that node, or has tested all other nodes 
as faulty [1]. In other words, the duration of a “testing 
round” includes the time taken by a node i to find a fault-
free node j or evaluate all the nodes as faulty. For 
example, assume a node i at time t1 starts its sixth test 
execution, and finds nodes i+1, i+2 as faulty and i+3 as 
fault-free at time t4. At this time, node i stops testing. On 
the other hand, node i+3 at time t2 starts its sixth test 
execution and finds node i+4 as fault-free at time t3, and 
then stops testing. Although the times and the number of 
tests for node i and node i+3 to find a fault-free node are 
different, we still say that nodes i and i+3 performed their 
tests in the same testing round, that is, sixth testing round. 

The “Diagnosis latency” is defined as the time from 
the detection of a fault event to the time when all the 
fault-free nodes correctly diagnose the event. In the 
following our interest is in diagnosis latency after the last 
fault event has occurred. 
 
Algorithm Specification: 

In the ADSD algorithm, a node i uses an array called 
TESTED_UPi to update the testing results and to respond 
to the request of its tester. An example of the data 
structure for node 2 in an eight node system is shown in 

Figure 1. 
The TESTED_UPi array contains N entries, and the 

array indices and the values of the entries are node 
identifiers. For example, entry TESTED_UPi[u] = v, 
means that node i has received a diagnostic message from 
a neighbor node (which it has tested as fault-free) 
indicating node u has tested node v and found node v 
fault-free. Also an entry of TESTED_UPi[i] = u means 
that node i itself has tested node u as fault-free. If the 
value of an entry is “x”, it means that the entry is 
arbitrary. Figure 1 shows the values kept at node 2 for an 
eight node network with nodes 1, 3, and 4 faulty. 

A special property of this array is that in one testing 
round after the last fault event has occurred a “fault-free 
ring” will be formed if we start from a fault-free node i 
and connect the fault-free paths from node i to other fault-

TESTED_UP2[0] = 2 
TESTED_UP2[1] = x 
TESTED_UP2[2] = 5 
TESTED_UP2[3] = x 
TESTED_UP2[4] = x 
TESTED_UP2[5] = 6 
TESTED_UP2[6] = 7 
TESTED_UP2[7] = 0 
 
Fig.2.1 The TESTED_UP 
information stored in node 2 
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free nodes. Using the above as an example, if we start 
from node 2, then the fault-free tests are 2 to 5, 5 to 6, 6 to 
7, 7 to 0, and 0 to 2. By viewing these fault-free tests as 
paths and connecting them together, we will have a “fault-
free ring” (e.g., 2→5→6→7→0→2). This property plays 
an important role in the proof of correctness of the ADSD 
algorithm as well as the algorithm we shall propose in the 
following section. 

During the process of diagnosis, each node, in a testing 
round, executes the ADSD algorithm to completion and 
resumes the testing after a predefined interval. Each node 
tries to find a fault-free node and uses the information 
from that fault-free node to update its local diagnosis 
information in the TESTED_UP array. In at most N 
testing rounds after the last fault event, each fault-free 
node will have consistent diagnosis of the fault status of 
the nodes in the network, thereby resulting in a diagnosis 
latency of O(N) testing rounds. 

Before the execution of the algorithm, all the nodes are 
ordered sequentially in a list, as (n0, n1, ..., nN-1). Thus, a 
node i will test nodes i+1, i+2, ..., etc., sequentially until a 
fault-free node is found, and then acquires the diagnosis 
information from that node. Since all the additions are 
modulo N, we will find that once we connect the testing 
paths of all the fault-free nodes, the testing paths will 
form a ring. Therefore, in each testing round, a node i will 
perform a test in a “forward” manner from node i to node 
i+1 as in Figure 2.2(a), but will get the diagnosis 
information in a “backward” manner from node i+1 to 
node i as in Figure 2.2(b). It takes one testing round for 
the diagnostic information, TESTED_UPi+1, to be 
propagated between fault-free nodes i+1 and i. Likewise, 
it will take two testing rounds for fault-free node i-1 to get 
TESTED_UPi+1 from node i. At the end of at most N 
testing rounds, all the fault-free nodes will have the same 
fault status information of all the nodes in the network. 
Based on the information in TESTED_UP, an algorithm 
called “Diagnose” is used to determine all the fault-free 
nodes in the network. 

 
Summarizing, an informal description of the ADSD 

algorithm and the Diagnose algorithm are given Figures 
2.3 and 2.4 respectively. 

 

 
2.2 Hierarchical Adaptive Distributed System-Level 
Diagnosis 

 
The hierarchical adaptive distributed system-level 

diagnosis (Hi-ADSD) algorithm of Duarte and Nanya [2 
uses a divide-and-conquer testing strategy to reduce the 
diagnosis latency. For testing, Hi-ADSD divides nodes 
into clusters of various sizes (from small to large), and 
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Fig.2.2(b) Information propagation along 
fault-free nodes

/* Diagnose algorithm*/ 
/* The following is executed at each nx, 0 ≤ x < N when nx 

desires diagnosis of the systems. */ 
1. For i = 0 to N – 1 
1.1.  STATEx[i] = faulty; 
2. node_pointer = x; 
3. repeat { 
3.1.  STATEx[node_pointer] = fault-free; 
3.2.  node_pointer = TESTED_UPx[node_pointer] 
3.3. } until (node_pointer == x); 
 

Fig. 2.4 Diagnose algorithm 

ADSD algorithm (informal) 
• List the nodes in sequential order, as (n0,n1, … , nN-1).  

Testing round for node nx 
1. Node nx identifies the next sequential fault-free 

node in the list 
• sequentially testing consecutive nodes nx+1 

mod n, nx+2 mod n, …, etc., 
• until a fault-free node is found. 

2. Diagnostic information received from the tested 
fault-free node is utilized to update local 
information. 

• Repeat steps 1 and 2 in subsequent testing rounds. 
 

Fig. 2.3 ADSD algorithm 
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Fig. 2.2(a) An adaptive testing topology for an 
eight node network with nodes 1, 3, 4 faulty 
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then collects the diagnosis information in each cluster to 
accomplish the diagnosis of the system.  

Hi-ADSD has a diagnosis latency of at most O(log2N) 
testing rounds where N is the number of nodes in the 
network. It is both adaptive and hierarchical on the testing 
nodes, distributed on execution, and imposes no limit on 
the number of faulty nodes. It is also claimed that it has 
less communication overhead in terms of packet size. 
Additionally, it has been integrated with the simple 
network management protocol (SNMP) and applied in a 
37-node Ethernet network platform. 

 
Algorithm Specification: 
Consider a network (system) S of N nodes with each 

node in one of two states, faulty or fault-free. The system 
is assumed to be a logically complete network. It is 
assumed that there are no links failures. Again the PMC 
fault model [4]is used. Also, during the testing process a 
node cannot fail and recover from that failure during the 
time between two tests by another node, and that the time 
could be as long as logN testing rounds in the worst case.  

Firstly, the Hi-ADSD algorithm at each node divides 
the remaining nodes into various sizes of clusters for 
testing, and the size of the cluster tested will vary at 
different testing rounds. In the following discussion, the 
network size N and all the cluster sizes are assumed to be 
a power of 2. In general, a cluster of m nodes will contain 
nodes ui, ..., ui+m-1 with i MOD m = 0, and m is a power of 
2. If m = 1, then the cluster has only one node. If m = 2, 
then the cluster is the union of two smaller clusters, one 
containing nodes, ui, ..., ui+m/2-1 and the other containing 
nodes ui+m/2, ..., ui+m-1. As an example, an eight node 
network with clusters of different sizes is illustrated in 
Figure 2.5. Duarte and Nanya have developed a formula 
to identify the clusters with respect to each node. This 
helps reduce the complexity of the algorithm. 

Next, during the execution of the algorithm, in any 
testing round, each node starts by testing a cluster of size 
one, then a cluster of size two, and so on, ..., up to a 
cluster of size of 2logN-1 or N/2 nodes, and then repeats this 
testing process. Accordingly, after the continued 
execution of the Hi-ADSD in at most log2N testing rounds 
after the last fault event, each fault-free node will have the 
same fault status information of the system. 

Basically, in one testing round, a node i will 
sequentially test the nodes in cluster Ci,s. Function Ci,s is 

used to generate the list of nodes in a cluster as shown 
below. 

Ci,s = {nt | t = (i MOD 2s + 2s-1 + j) MOD 2s-1+a +  
(i DIV 2s) * 2s + b * 2s-1; j = 0, 1, ..., 2s-1-1}, 
 where 

For example, the table generated by function Ci,s which 
contains the lists of nodes in various clusters to test for an 
eight nodes network is shown in Table 2.1. 

During execution of the Hi-ADSD, if node i finds a 
fault-free node j in the cluster, then node i will stop 
testing and copy the diagnosis information regarding the 
nodes in Ci,s from node j. If node i can not find a fault-free 
node in Ci,s, then node i will continue to test the next 
cluster Ci,s+1. This testing process at cluster s+1 will stop 
when node i finds a fault-free node in some cluster or all 
the nodes in all the clusters are tested as faulty. In the next 
testing round, node i will start testing the cluster next to 
the one where it stopped in the previous testing round. 
However, regardless of the number of clusters that node i 
has to test in order to find a fault-free node or find the rest 
of the nodes as faulty, we define the time interval node i 
spends in doing this as belonging to one testing round. 
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A hierarchical approach to test clusters in Hi-ADSD algorithm

cluster of size 1 node

cluster of size 2 nodes

cluster of size 4 nodes

 
Fig. 2.5 An eight node network with clusters of different 
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Table 2.1  
Table generated by function Ci,s which contains the lists of nodes in various clusters 
to test for an eight nodes network is shown below. 
 

s c0,s c1,s c2,s c3,s c4,s c5,s c6,s c7,s 
1 1 0 3 2 5 4 7 6 
2 2, 3 3, 2 0, 1 1, 0 6, 7 7, 6 4, 5 5, 4 
3 4, 5, 6, 7 5, 6, 7, 4 6, 7, 4, 5 7, 4, 5, 6 0, 1, 2,3 1, 2, 3, 0 2, 3, 0, 1 3, 0, 1, 2 

 



 18

Summarizing, an informal presentation of the Hi-
ADSD algorithm is given Figure 2.6 along with an 

illustration in Figure 2.7. 

 
We conclude this section by pointing out that the 

ADSD algorithm can be viewed as a special case of the 
Hi-ADSD algorithm. 

In the Hi-ADSD algorithm each node i views the 
remaining nodes as partitioned into log N-1 clusters of 
varying sizes. In the first testing round it starts testing a 
cluster of size one, then a cluster of size 2, and so on until 
it finds a cluster with a fault free node. In the subsequent 

testing round, node i starts testing with the cluster next to 
the one where it stopped in the previous testing round. 

 On the other hand, node i in the ADSD algorithm 
views the remaining nodes as one single cluster of N-1 
nodes: i+1, i+2,…, i-1. So, in every testing round node i 
tests its only cluster starting each time testing node i+1. 

 Thus the ADSD algorithm can be viewed as a 1-
level hierarchical algorithm whereas the Hi-ADSD 
algorithm is a log N-1 level hierarchical algorithm. 

 
2.3 ML-ADSD: Multi-Level Adaptive Distributed 
System-Level Diagnosis  

 
In this section we propose the design of a multi-level 

adaptive distributed diagnosis algorithm for fully 
connected networks, which generalizes the ADSD 
algorithm of Bianchini and Buskens. This algorithm, to be 
called the ML-ADSD algorithm, has been motivated by 
the need to reduce the diagnosis latency of the ADSD 
algorithm as well as the message transmission overhead. 
The main features of the ML-ADSD algorithm are: multi-
level divide-and-conquer partition strategy; adaptive on 
the next testing assignment; distributed on execution; no 
upper bound on the number of faulty nodes; autonomous 
leader election; easy control on synchronization; and less 
message transmission overhead. 

 For the sake of simplicity in explanation, the 
following discussion of the ML-ADSD algorithm assumes 
a two-level scheme. The details of the algorithm for more 
than two levels will be presented in the following section. 

 
2.3.1 Level-1 Clusters 

 
Again, we assume a logically complete network G of N 

nodes, n0, n1, ..., nN-1. The nodes are first partitioned into p 
clusters of equal size. Thus each cluster has N/p nodes. 
For reasons which will become clear later we shall call 
these clusters as level-1 clusters. To make the discussion 
and the algorithm simpler to present, we assume that both 
N and p are powers of two. Also it is assumed that each 
node is able to correctly test and determine the state of 
other nodes based on the PMC fault model. Link failures 
are not permitted. An example of a Bus/Ethernet Network 
of eight nodes and its logical fully connected network is 
shown in Figures 2.8(a) and (b). Figures 2.9(a) and (b) 
also shows the re-mapping of old node ids to new node 

0 1

2, 3

4, 5, 6, 7

8, 9, 10, 11, 12, 13, 14, 15

16, 17, …., 

Faulty

Faulty-free

Find node 6 as fault-free, so
stop this testing interval at 
this cluster.

The next testing interval 
starts from the next cluster.

After testing of cluster 
of size N/2, goes back 
to test cluster of size 1.

Fig. 2.7   Illustration of Hi-ADSD algorithm

Hi-ADSD algorithm (informal) 
• Divide nodes into logN clusters of various sizes, (from 

small to large), with cluster index s = 0, 1, …, logN-1. 
• Cluster s will contain an ordered list of size 2s nodes. 

Initially, set s = 0. 
 

Each testing round for node nx 
 

1. Node nx identifies a fault-free node in cluster s 
• sequentially testing list nodes in cluster s 
• until a fault-free node is found or all the nodes 

in cluster s are faulty. 
2. If a tested fault-free node is found, then 

• copy diagnostic information of all nodes in 
cluster s from this fault-free node. 

• Set s = (s + 1) modulo logN 
Else goto Step 1 with s = (s + 1) modulo logN  

 
Fig. 2.6 Hi-ADSD algorithm 
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Fig. 2.8(a) An eight node 
Ethernet network  

Fig. 2.8(b) A logical 
fully connected network 
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Fig. 2.10 A two-level scheme 
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ids and the partition of a network of eight nodes into four 

clusters. 

2.3.2 Informal Description of the Two-Level    
         Diagnosis Algorithm 

 
Consider Figure 2.10 which gives a pictorial view of 

our two-level algorithm. In this tree description of the 
algorithm we have the p original clusters at level 1. 
Whenever possible, we associate a leader node with each 
cluster. The fault free node with the smallest id in a 
cluster is selected as the leader of that cluster. If a node is 
not a leader node, then it is called a regular node. Note 
that if all the nodes in a level-1 cluster are faulty, then this 
cluster has no leader. At level 2 there is a single level-2 
cluster consisting of the leaders from the different level-1 
clusters. Thus the size of the level-2 cluster is at most p 
nodes. 

Initially, all nodes are regular nodes. Each node begins 
the diagnosis process by testing, in its first testing round, 
only the nodes in its cluster. This testing round is called a 
level-1 testing round. The actions taken during this 
testing round are almost the same as in the testing round 
of the ADSD algorithm. Specifically, during a level-1 
testing round each fault free node identifies a unique fault 
free node, if it exists, and updates the local diagnosis 

information. Moreover, in at most N/p testing rounds after 

the occurrence of the last fault event these fault free nodes 
will form a cycle and a node will be able to detect all the 
nodes in this cycle. A subroutine “Cluster-leader” (in 
Figure 2.12) to be discussed later is used to detect this 
cycle. If a node finds itself to have the smallest id among 
the ids of all the nodes in this cycle, it elects itself as 
leader of its cluster. After completing the testing of nodes 
in a testing round, the node changes its status to "leader", 
if necessary, and ends the testing round. 

On the other hand, a leader node executes a level-2 
testing round to be defined in the following and also 
updates its status to "regular", if necessary. 

Note that in a level-1 testing round a node ni,j will try 
to find a fault-free node sequentially in cluster j and uses 
the diagnosis information from that fault-free node to 
update its local diagnosis information. On the other hand, 
in a level-2 testing round a leader node ni,j will try to find 
a fault-free node starting from n0,j+1 in cluster j+1 (modulo 
p). The leader will then use the diagnosis information 
from that fault-free leader node in cluster j+1 to update 
the status of the nodes in clusters other than its own. If all 
the nodes in cluster j+1 are found faulty, the leader node 
in cluster j will continue to look for a fault-free node 
starting from n0,j+2 in cluster j+2, ..., and so on, if 
necessary. As in the case of level-1 testing rounds, in each 
level-2 testing round each leader identifies a unique leader 
from another cluster and these leaders will form a cycle. 
But a leader will be able to detect the nodes in this cycle 

n0,0

n1,0 n1,1 n1,3n1,2

n0,2n0,1 n0,3

Fig. 2.9(b) Re-map and partition of
the nodes into four clusters

Cluster 0 Cluster 1 Cluster 2 Cluster 3

 

k 0 1 2 3 4 5 6 7 
i 0 1 0 1 0 1 0 1 
j 0 0 1 1 2 2 3 3 

nk = old node id 
nk => ni,j, i: new node id,  

j: cluster id 
i = k MOD (N/p),  
j = k DIV (N/p) 
e.g., n2 => n0,1 , n5 => n1,2 where N = 

8, p = 4. 
 
Fig. 2.9(a) Node IDs re-mapping 
table 
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/* Cluster_leader election subroutine at node ni,j */ 
 
1. MARK ni,j = True; //Mark node ni,j visited 
2. next_node = TESTED_UPi,j[i][j]; //get the 

next tested node id 
 
3. While (next_node ≠ ‘x’) do 
4. If (has_marked(next_node) == True) 
5. If (next_node == i) 
6.  stop, i is the leader; //cycle back to 

myself 
7. Else  // cycle detected but i is not 

in the cycle 
8.   stop, i is not the leader; 
9. Else 
10. If (next_node < i) 
11.  stop, i is not the leader;   //someone’s 

id smaller than mine 
12.  Else 
13.    MARK next_node = True; 
14.    next_node = 

TESTED_UPi,j[next_node][j]; 
15. End_While 
 
16. Stop; // i is not leader or the fault-free ring has 

not formed yet 
 

Fig. 2.12 Cluster leader election subroutine 

only after performing at most p level-2 testing rounds. 
Also, during a level-2 testing round, in some cases, a 
leader node may be required to do a level-1 testing if it 
continues to be the fault free node with the smallest id in 
its cluster and take appropriate actions, if necessary. 

We next present the details of the data structures and 
algorithms used in implementing the above diagnosis 
scheme. 

 
2.3.3 Data Structures 

 
In the ML-ADSD algorithm, a node ni,j uses an array 

called TESTED_UPi,j to update the testing results. 
TESTED_UPi,j is a two-dimensional array of size (N/p x 
p) where N is the number of nodes of the network and p is 
the number of clusters defined by the user. Also the row 
index i represents the re-mapped node id and the column 
index j represents the cluster id. Additionally, the values 
in the array are the re-mapped node identifiers. In 
addition, entry TESTED_UPi,j[u][k] = v at node ni,j means 
that node i in cluster j has received a diagnosis message 
from a neighbor node (which it has tested as fault-free) 
indicating node u in cluster k has tested node v in cluster k 
and found node v as fault-free Also, an entry 
TESTED_UPi,j[i][j] = u means that node i itself has tested 
node u and found node u as fault-free in cluster j. If the 
value of an entry is "x", it means that the entry is 
arbitrary. Figure 2.11 shows that the values kept at node 
n0,1 for an eight node network of four clusters with nodes 
n1,1, and n0,2 (where the old node ids are n3 and n4) faulty. 

 
2.3.4 Cluster Leader Election 

 
The subroutine "Cluster_leader" in Figure 2.12 

identifies the smallest node id along a fault-free ring 
(cycle) in a cluster as the leader in that cluster. Recall that 
one of the special properties of the one-dimensional 
TESTED_UPi array used in the ADSD algorithm is that a 
fault-free ring will be formed in at most N testing rounds 
after the last fault event if there exists at least one fault-
free node in the network. A fault-free ring can be formed 
at a node i by connecting all the fault-free tests in the 
TESTED_UPi array starting from the value in 
TESTED_UPi[i]. To find out a leader, a node i just goes 

along the members of the fault-free ring and compares its 
own node id with other members’ node ids. If node i has 
the smallest node id among the members in the ring, then 
node i is the leader in the fault-free ring. Otherwise, node 
i is not the leader. If a node is not in a ring, then it is not a 
leader node. 

Similarly, we will apply the same fault-free ring 
concept in the two-dimensional TESTED_UPi,j array in 
this section by viewing each cluster’s values in 
TESTED_UPi,j as one smaller one-dimensional 
TESTED_UPi. To find out the cluster leadership in cluster 
j, a node ni,j can start from the node id value in 
TESTED_UPi,j[i][j] and go along the fault-free ring to 
compare the rest of node ids in TESTED_UPi,j. The 
pseudo code for the routine "Cluster_leader" is shown in 
Figure 2.12. 

 

 
 
2.3.5 Cycle Detection at Level 2 

 
To detect the cycle at level 2 we use a data structure 

similar to the TESTED_UP array. With each node ni,j, we 
associate a one-dimensional leader array LEADERi,j. 

The LEADERi,j array contains p entries. The array 
indices represent the cluster ids and the values of the 

TESTED_UP0,1 [0][0] = 1 
TESTED_UP0,1 [1][0] = 0 
TESTED_UP0,1 [0][1] = 0 
TESTED_UP0,1 [1][1] = x 
TESTED_UP0,1 [0][2] = x 
TESTED_UP0,1 [1][2] = 1 
TESTED_UP0,1 [0][3] = 1 
TESTED_UP0,1 [1][3] = 0 

 
Fig. 2.11Values kept at node n0,1 
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/* Cycle Detection subroutine at node ni,j*/ 
 
1. MARK j = True;   //Mark cluster id j Visited 
2. na,b = LEADERi,j[j];   //get the next tested 

node id 
 
3. While na,b ≠ ‘x’ do 
4. If ( has_marked(b) == True ) 
    // Has cluster b been visited? 
5. If ( a == i ) //cycle back to myself 
6.  Stop, ni,j is in a cycle; 
7. Else 
8.   Stop, ni,j detects a cycle but  
  it is not in the cycle; 
9. Else 
10. MARK b = True; // Mark cluster 

id b visited 
11. na,b = LEADERi,j[b]; 
12. End_While 
 
13. Stop;  // ni,j does no detect a cycle 

 
Fig. 2.13 Cycle detection subroutine 

entries are node identifiers. For example, entry 
LEADERi,j[u] = nx,y, means that node ni,j has received an 
information from a neighbor node (which it has tested as 
fault-free) indicating a node in cluster u has tested node 
nx,y, in cluster y and found node it fault-free. Also an entry 
of LEADERi,j[j] = nx,y means that the leader node itself in 
cluster j has tested node nx,y, in cluster y as fault-free. If 
the value of an entry is "x", it means that the entry is 
arbitrary.  

As in the case of cluster leader election, the LEADERi,j 
array can be used to determine if node ni,j, is in a cycle at 
level 2. The subroutine for cycle detection is given in 
Figure 2.13. Once a node detects that it is in a cycle its 
status is changed to “regular”. 

If a faulty node at level 2 recovers it may detect a fault 
free cycle at level 2, but may not find itself in the cycle. 
In this case also we change the status of the node to 
“regular”. Certain actions need to be taken if the node 
does not detect a cycle. See the algorithm description 
given below. 

Now we are ready to present our two-level adaptive 
distributed diagnosis algorithm. 

 

 
2.3.6 Two-Level Algorithm Description 

 
2-Level ADSD Algorithm 
Initially, all the nodes are regular nodes.  
During a testing round each node v performs the 

following: 
CASE 1: If v is a regular node, then execute the 

“Level-1 Testing Algorithm” of Figure 2.14, which 
includes leader election.  

• Change the status of v to “leader”, if it becomes 
a leader.  

• End testing round. 
CASE 2: If v is a leader, then execute the “Level-2 

Testing Algorithm” of Figure 2.15. 
• Execute the Cycle detection algorithm of Figure 

2.13. 
• If v detects a cycle at level 2, then  
o change the status of v to "regular". 
o End testing round.  
• If v does not detect a cycle, then 
o if v is not the fault free node with 

smallest id in its cluster at level-1, then change the status 
of v to “regular”. 

o Otherwise, execute the “Level-1 Testing 
Algorithm.” 

o End testing round.  

/* Regular node, Level-1 Testing Algorithm at node 
nx,a */ 

 
1. y  = x  //assign my node id  
2. repeat { 
3.  y = (y + 1) mod N/p 
4.  request ny,a to forward TESTED_UPy,a to nx,a 
5. } until (nx,a tests ny,a as “fault-free”) 
 
6. for node = 0 to (N/p – 1)  // update 

local cluster diagnosis information 
7.  TESTED_UPx,a[node][a] = 

TESTED_UPy,a[node][a] 
 
8. TESTED_UPx,a[x][a] = y  // x itself 

tests y as fault free 
 
 
/* Level-1 Cluter Leader Election or Update */ 
9. If ( Cluter_leader( ) == “leader”) // check 

the leadership 
10.  status(x) = leader 
11. Else // update diagnosis information regarding 

other clusters 
12.  for cluster = 0 to (p – 1)  
13.  for node = 0 to (N/p – 1) 
14.   if (cluster ≠ a) 
15.   TESTED_UPx,a[node][cluster] = 

TESTED_UPy,a[node][cluster] 
 
16. Stop.  // end of Level-1 testing round 
 

Fig. 2.14 Level-1 testing algorithm 



 22

 
The Diagnose algorithm is very similar to that used in 

the ADSD algorithm. As in the diagnosis algorithm in 
Figure 2.4, the STATE information is completed at each 
node ni,j by using the node identifiers in TESTED_UPi,j 
and LEADERi,j arrays. 

 

 
2.3.7 Proof of Correctness and Diagnosis Latency 
 
Note that our ML-ADSD algorithm is a generalization 

of the ADSD algorithm of Bianchini and Buskens 
[BB92]. We can view the ADSD algorithm as a level-1 
algorithm. Since all the nodes are at level 1 in the ADSD 
algorithm, in at most N testing rounds after the last fault 
event every fault free node will have correct and 
consistent fault status information of all the nodes in the 
network. But in the case of the multilevel algorithm some 
of the faulty nodes could be at level 2 and may recover to 
become fault free nodes while being at level 2. Until they 
return to level 1, the information they contain is not 
reliable and may not be correct. Also, they may not 
perform level-1 testing, thereby preventing the election of 
the leaders at level 1. So, in proving the correctness of the 
two-level algorithm we need to ensure that a faulty node 
after recovery does not prevent the election of leader at 
level 1 and also eventually returns to level 1. The actions 
taken by the ML-ADSD algorithm achieve this. 

Consider again the two-level scheme show in Figure 
2.10. Without loss of generality, we assume that initially 
all nodes are fault free and are regular nodes. Our proof of 
correctness involves establishing that after executing a 
certain number of testing rounds after the occurrence of 
the last fault event, all the nodes will have the correct 
view of the fault status of all the nodes in the system.  

 
Note that a testing round for a node includes the time 

taken by the node to perform the actions specified by the 
2-level ADSD algorithm. 

 
The algorithm may be viewed as consisting of three 

phases. 
Phase 1: In this phase all the nodes identify their 

respective leaders. The nodes in each level-1 cluster 
acquire correct view of the fault status of all the nodes in 
that cluster. In order to elect the leader each node must 
identify, using the data in the TESTED_UP array, the 
cycle of fault free processors at level 1. To do so, each 
node must execute certain number of level-1 testing 
rounds after the last fault event. 

 
We need to consider several cases. 
 Case 1: No faults occur. 
 In this case, all nodes are regular nodes and as in 

the ADSD algorithm, in at most N/p level-1 testing 
rounds after the last fault event, all nodes in each level-1 
cluster will get consistent and correct fault status 
information of all nodes in that cluster, and the leader of 
each cluster will be selected. 

 In the following, cluster refers to a level-1 
cluster. 

 
Case 2: A faulty node can recover only when it is at 

level 1. 
Without loss of generality, let us assume that the last 

fault event is the recovery of a faulty node, say node k, in 
cluster 1. Let C1, the cycle of fault free processors in 
cluster 1 just before the last fault event be as in Figure 
2.16(a). Let i be the fault free node with the smallest id in 
C1. In the worst case node k may also be in a cycle C2 of 
faulty processors before its recovery. Cycle C2 is shown 
in Figure 2.16(b). Since node k recovers in the last faulty 
event, the cycle of fault free processors after the recovery 
of node k will be as in Figure 2.16(c). This cycle needs to 
be identified by all the fault free nodes in cluster 1.  

 
• Let us first assume that node k is less than i. 
 In the first testing round after the recovery of 

node k, node i will execute a level-1 testing (Case 1 in the 
2-level ADSD algorithm) and identify node i1 as the next 
node in the cycle of fault free processors. Node i being the 
leader of cluster 1 before the recovery, the TESTED_UPi 
will indicate that node i is a leader and so it will change 
its status to “leader”. This is because, in the TESTED_UPi 

/* Leader node, Level-2 Testing Algorithm at 
node nx,a*/ 
 
1. j = a;  /* assign my cluster id*/ 
2. repeat {  
3.  j = (j + 1) mod p; 
4.  u = N/p - 1; // always start to test 

node id 0 in a new cluster 
5.  repeat { 
6.   u = (u + 1) mod N/p; 
7.   request nu,j to forward TESTED_UPu,j 

and    LEADERu,j to nx,a; 
8.   } until (nx,a tests nu,j as “fault-free”) or 

(“all the nodes in cluster j are faulty”); 
9. } until (nx,a tests nu,j as “fault-free”) 
 
10. for cluster = 0 to (p – 1)  // update info. 

regarding other clusters 
11.  for node = 0 to (N/p – 1) 
12.   if (cluster ≠ a) 
13.  

 TESTED_UPx,a[node][cluster]= 
TESTED_UPu,j[node][cluster] 

 
14. Stop.  // end of Level-2 testing round 
 

Fig. 2.15 Level-2 testing algorithm 
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array of node i, node k will not be identified as a fault free 
processor until after a certain number of testing rounds. 
Other nodes including node k also will execute one level-
1 testing in this first round, but will not identify 
themselves as leaders. 

 

 
In the second testing round, being a leader node, node i 

will execute a level-2 testing (Case 2 in the 2-level ADSD 
algorithm). Node i will not find itself to be the fault free 
node with the smallest id in cluster. So, it will set its 
status to “regular”. This completes the actions taken by 
node i in the second testing round after the recovery of 
node k. Other nodes in cluster 1 will execute one level-1 
testing and remain as regular nodes. These nodes also will 
identify the next two nodes in the fault free cycle C3. In 
particular, node i1 will identify i2 and i3 as the next two 
nodes in C3. 

In the third testing round, node i will execute one 
level-1 testing and identify itself as leader. After testing i1 
fault free and updating its TESTED_UP array, it will also 
identify nodes i1, i2, and node i3 as the next three nodes in 
the fault free cycle C3. 

Thus in an even testing round node i will execute one 
level-2 testing and in an odd testing round it will execute 
one level-1 testing. This will continue until node i 
identifies node k as the smallest fault free node in C3 and 
node i recognizes that it is no longer the leader of its 
cluster. On the other hand, all other nodes will execute 
only level-1 testings. 

Thus, if node k is xth one after node i in the fault free 
cycle C3, then these x nodes will be identified by node i in 
x or x+1 testing rounds after the recovery of node k, and 
the cycle C3 of fault free processors will be identified by 

all the nodes in at most N/p or N/p+1 testing rounds 
after the last fault event. Also, at the end of these testing 
rounds, node k will be identified as the leader of cluster 1.  

The above reasoning is applicable even if more than 
one node recovers in the last fault event. 

• Next consider the situation when k is greater than 
i.  

In this case, in the first testing round after the last 
event, node i will execute a level-1 testing round and may 
find itself as leader. In the second and subsequent testing 
rounds, being a leader and the fault free node with the 
smallest id, node i will execute a level-1 testing as well as 
a level-2 testing and will remain at level 2. On the other 
hand, all other nodes in cluster 1 will execute only level-1 
testings. Thus, in at most N/p testing rounds after the last 
event, node i and all other nodes in cluster 1 will identify 
node i as the leader of cluster 1.  

 
 Case 3: Faulty nodes at level 2 may recover 
Let the last fault event be the recovery of node k at 

level 2. 
• Let us first consider the situation when node 

k is not the fault free node with the smallest id in cluster 1 
after the last fault event. 

In the first testing round after its recovery, node k will 
execute a level-2 testing round and will return to 
“regular” node status. In the second testing round, it will 
execute one level-1 testing and may find itself as a leader 
because, possibly, it was in a cycle of faulty nodes before 
the last fault event. In the third testing round it will 
execute one level-2 testing and again return to “regular” 
node status. In the fourth testing round it will execute one 
level-1 testing and may again find itself to be a leader. 
This sequence of alternation between “regular” and 
“leader” status will continue until at most N/p testing 
rounds are executed. At the end of these testing rounds, 
node k will identify the cycle C3. This is also true of all 
other nodes in the cycle C3. 

 

• Let us next consider the situation when node 
k is the fault free node with the smallest id in cluster 1 
after it recovers in the last fault event. 

In this case, in each testing round after the last fault 
event, the node k will execute both a level-1 testing and a 
level-2 testing and will remain at level 2. All other nodes 
will execute level-1 testings in these testing rounds. So, in 
at most N/p testing rounds after the last event, every 
node in cluster 1 will identify node k as the leader. 

Summarizing, in at most N/p or N/p +1 testing rounds 
after the last fault event all nodes in all clusters will 
identify the leader nodes and acquire correct view of the 
status of all the nodes in their respective clusters.  

 
Phase 2: During this phase, in at most p testing 

rounds the fault free leaders of the clusters identify the 
ring of leader nodes at level 2 using the LEADER array, 
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update their TESTED_UP arrays with the status 
information of all the nodes in clusters other than their 
own.  

 
Phase 3: During this phase consisting of at most N/p 

Level-1 testing rounds, the information at the fault-free 
leader nodes will be propagated to the remaining nodes in 
their respective clusters. 

 
Thus at the end of at most 2(N/p) + p + 1 testing 

rounds after the last fault event all the fault free nodes in 
the network will have consistent and correct status 
information of all the nodes in the network. Thus we have 
the following theorem. 

 
 
We now draw attention to certain issues we 

encountered while developing the two-level algorithm. 
Suppose no faults occur (Case 1 in Phase 1 discussed 

above). The following simplified version of the 2-level 
ADSD algorithm will be adequate for all nodes to acquire 
a correct view of the status of all the nodes in the 
network.  

 
Simplified 2-Level ADSD Algorithm 
Initially, all the nodes are regular nodes.  
During a testing round each node v performs the 

following. 
CASE 1: If v is a regular node, then execute the 

“Level-1 testing algorithm” of Figure 2.14, which 
includes leader election.  

• Change the status of v to “leader”, if it becomes 
a leader.  

• End testing round. 
CASE 2: If v is a leader, then execute the “Level-2 

testing algorithm” of Figure 2.15. 
• Execute the “Cycle detection algorithm” of 

Figure 2.13. 
• If v detects a cycle at level 2, then change the 

status of v to "regular". 
• End testing round.  
 
Consider Case 2 in Phase 1. Assume k is less than i (as 

in Figure 2.17). In this situation, if the above simplified 
algorithm is used, then in the first testing round node i 
will identify itself as leader of cluster 1 and move to level 
2. In the second and subsequent testing rounds it will 
execute only level-2 testing. It will also identify the leader 
node q of cluster 2 and update its LEADER array 
appropriately. Since it does not execute any level-1 
testings, the nodes in cluster 1 will never be able to 
identify their leader node k. But the node t will become a 
leader of cluster 4 at some point and will identify node k 
as the leader of cluster 1 and update its LEADER 
accordingly. Since node k has not been able to identify 
itself as leader of cluster 1, none of the leader nodes will 

identify the cycle of leaders at level 2. Thus, a deadlock 
situation results (as in Figure 2.17) and the nodes execute 
their respective actions without ever being able to acquire 
the correct view of the status of the nodes in the network.  

Similar deadlock situations would occur in case 3 too. 
The additional actions taken in Case 2 of the 2-level 
ADSD algorithm ensure that such deadlock situations do 
not occur. 

 
2.3.8 ML-ADSD Algorithm for the General Case 

 
We now present the details of the Multi-level Adaptive 

Distributed Diagnosis Scheme (ML-ADSD) for the 
general case of level greater than 2. A pictorial tree 
description of this algorithm is shown in Figure 2.18(a). 
To simplify the discussion and without loss of generality, 
we assume that each cluster at level 1 (the original p 
clusters) has at least one fault free node. We denote the 
last level by M. 

 
Algorithm Specification 
 
• Level-i Clusters and Leaders 
At level 1 of the tree representation are the p original 

clusters, to be called the level-1 clusters. At level 2 there 
are p/2 clusters, to be called level–2 clusters. Each level-
2 cluster consists of at most 2 nodes which are leaders of 
two level-1 clusters. In general, at level i there are p/2i-1 

clusters, each containing at most two nodes which are 
leaders of two level-(i-1) clusters. In view of our 
assumption that each cluster has at least one fault free 
node, all clusters at levels greater than one contain exactly 
two nodes. Note that, as before, in each cluster the node 
with the smallest id will be called the leader of that 
cluster. The leader will be called the left node and the 
other node will be called the right node of that cluster. 
Also, if M < log p + 1, then at level M there will be one 
cluster of p/2M-2 nodes, one for each cluster at level M – 1. 

Each cluster at level i < M may be viewed as the root 
of the subtree with 2i-1 level-1 clusters as leaves. 
Specifically, consider the jth cluster (counted from left) in 
level i. This cluster may be viewed as representing the 
level-1 clusters numbered from j2i-1 to (j+1)2i-1-1. Each 
one of the two nodes in this cluster will then represent 
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Fig. 2.17 Illustration of deadlock 
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half of this group of the level-1 clusters. That is, the left 

Left
node,

Right
node

j 2 i -1 2 i -2 (2j+1)-1

  cluster j  at level i 

Fig. 2.18(b) Subtree representation at the node of cluster j at level i 
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node (the node with the smallest id) in this cluster will 
represent the level-1 clusters numbered from j2i-1 to 2i-

2(2j+1)-1, and the right node will represent the clusters 
numbered from 2i-2(2j+1) to (j+1)2i-1-1. We shall refer by 
Pl,j(i) the set of level-1 clusters represented by the left 
node in cluster j at level i, and by Pr,j(i) the set of clusters 
represented by the right node in jth cluster at level i. See 
Figure 2.18(b) for a pictorial explanation of these 
definitions. 

If M < log p + 1, then the level-1 clusters represented 
by the jth node at level M are those at the leaves of the 
subtree rooted at this node and will be denoted by Pj(M). 

 
 
Level-i Testing Rounds 
If M = log p + 1, then nodes at level i perform level-i 

testing as follows. The node in the cluster j at level i 
representing Pl,j(i) will test the nodes in the level-1 
clusters in the set Pr,j(i) until it finds the smallest fault free 
node, if such a node exists, and updates in its 
TESTED_UP array the status of the nodes in these 
clusters. The other node in the cluster j at this level 
representing Pr,j(i) will test the nodes in the level-1 
clusters in the set Pl,j(i) until it finds the smallest fault free 
node , if it exists, and updates in its TESTED_UP array 
the status of nodes in these clusters. 

If M < log p +1, then nodes at level M perform the 
level-M testing as follows. The jth node in this cluster will 
test the nodes not in Pj(M) until it finds the smallest fault 
free node in a cluster greater than its cluster  (modulo p) 
and updates the TESTED_UP array with the status of 
nodes in other clusters. This is similar to the level-2 
testing round definition in section 2.3.2. 

 
With these definitions we are now ready to present the 

ML-ADSD algorithm for the general case of level greater 
than two. 

• ML-ADSD Algorithm 
Initially all nodes are regular nodes and are at level 1. 
During each testing round each node v executes the 

following. 
Let k be the current level of node v. 
CASE 1: If k == 1, then do the following. 
• Execute the level-1 testing algorithm of Figure 2.19 
• Execute the leader election algorithm of Figure 2.12 
• If node v is a leader, then set status(v) = leader 
• If node v is not a leader then execute the algorithm in 

Figure 2.20 and update the TESTED_UP array with the 
status of nodes in other clusters. 

 
CASE 2: If k > 1, then do the following. 
• Execute the level-k testing algorithm of Figure 2.21. 
CASE 2.1 If v detects a cycle (using the LEADER 

array) then do the following. 
 If k is not the last level then 

do: 
(a) If v is not a leader then 

change the level of v to 1 and End testing round. 
(b) If v is a leader at level k, 

then change the level of v to k+1 and End testing round. 
 If k is the last level, then 

change the level of v to 1 and End testing round. 
CASE 2.2 If v does not detect a cycle at level k, then 

test  
 If v is still the fault free node 

with the smallest id in the group of level-1 clusters at the 
leaves of the subtree rooted at v.  

• If not, change the level of v to 1.  
• Otherwise, execute the level-1 testing algorithm 

(see Figure 2.19) and End testing round. 
 

 
 
 
2.3.9 Proof of Correctness and Diagnosis Latency of 

the ML-ADSD Algorithm 
As in our discussion in the previous section on the 

/* Multi-level Level-1 testing algorithm at node nx,a*/ 
1. y  = x  //assign my node id 
2. repeat { 
3.  y = (y + 1) mod N/p 
4.  request ny,a to forward TESTED_UPy,a to nx,a 
5. } until (nx,a tests ny,a as “fault-free”) 
 
6. for node = 0 to (N/p – 1)  // update 

local cluster info. 
7.  TESTED_UPx,a[node][a] = 

TESTED_UPy,a[node][a] 
 
8. TESTED_UPx,a[x][a] = y  // x itself 

tests y as fault free 
 
9. End of level-1 testing 
 
Fig. 2.19 Multi-level level-1 testing algorithm 

// Update information regarding other clusters at 
node nx.a 
1. for cluster = 0 to (p – 1) 
2.  for node = 0 to (N/p – 1) 
3.   if (cluster ≠ a) 
4.   TESTED_UPx,a[node][cluster] = 

TESTED_UPy,a[node][cluster] 
 
Fig. 2.20 Information update for non-leaders 



 27

proof of correctness of the 2-level algorithm, we view the 
ML-ADSD algorithm as consisting of three phases. We 
show that after executing certain number of testing rounds 
after the last fault event, all nodes acquire correct view of 
the status of all the nodes in the network. 

First, we shall assume that the number of levels M = 
log p + 1. 

 
Case 1: No faults occur  
Phase 1: In at most N/p level-1 testing rounds after 

the last fault event, all nodes in each level-1 cluster will 
get consistent and correct fault status information of all 
nodes in that cluster, and the leader of each cluster will be 
selected.  

 
Phase 2: The leaders (left nodes of the two clusters at 

level log p of the first cluster (0th cluster) and the N/2-1th 
cluster) will reach the last level in 2(log p-1) testing 
rounds, and then perform two testing rounds. At the end 
of these 2logp testing rounds, these two nodes will have 
correct fault status information of all the nodes in the 
network. 

• While the left nodes of the two clusters at level 
log p move to the last level, the right nodes of these 
clusters move to level 1. After performing one testing 
round at level 1, these right nodes will move to level log p 
after 2(log p-2) testing rounds and perform two additional 
testing rounds at that level to collect information from the 

left nodes in their respective clusters the correct fault 
status information of all the nodes in the network. In all, 
they perform 2(log p-1) + 1 testing rounds to collect 
correct fault status information of all the nodes in the 
network. 

• Continuing as above, in general, the right nodes 
of the clusters at level i perform 2(i-1) + 1 testing rounds 
to collect the correct fault status information of all the 
nodes in the network. Note that 2 ≤ i ≤ log p. 

 
Phase 3: Finally, the nodes in all level-1 clusters will 

collect from their respective leaders the correct fault 
status information of all the nodes in the network in at 
most N/p level-1 testing rounds 

 
Combining all these testing rounds, all the nodes will 

have correct fault status information of all the nodes in the 
network in at most 

N/p + [ 2 log p + 2 (log p - 1) + 2 (log p - 2) 
+………+ 2 ] + log p - 1 + N/p 

= 2 N/p + (log p + 1) (log p) + log p - 1 
= 2 N/p + (log p + 2) log p – 1 
testing rounds. 
 
Case 2:Only Faulty nodes at level 1 recover 
As in Case 2 in the discussion in the previous section, 

all nodes will identify their cluster leaders in Phase 1 in at 
most N/p or N/p + 1 testing rounds.  The other phases will 

/* Multi-level level k testing algorithm */ 

1. If M = log p +1, then nodes at level i perform level-i testing rounds as follows. 

• The node in the cluster j at level i representing Pl,j(i) will test the nodes in the level-1 

clusters in the set Pr,j(i) until it finds the smallest fault free node, if such a node exists, 

and updates in its TESTED_UP array the status of nodes in these clusters. The other 

node in the cluster j at this level representing Pr,j(i) will test the nodes in the level-1 

clusters in the set Pl,j(i) until it finds the smallest fault free node , if it exists, and 

updates in its TESTED_UP array the status of nodes in these clusters. 

2. If M < log p +1, then nodes at level M perform the level-M testing rounds as follows.  

• The jth node in this cluster will test the nodes not in Pj(M) until it finds the smallest 

fault free node in a cluster greater than its cluster (modulo p) and updates the 

TESTED_UP array with the status of nodes in other clusters.  

 

Fig. 2.21 Multi-level level-k testing algorithm 
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proceed as in Case 1 above. So the diagnosis latency in 
this case is one more than that for the first case. 

 
 
Case 3: Faulty nodes at levels greater than one may 

recover 
In this case, an additional at most 2 log p testing 

rounds will be required for all the fault free nodes to 
return to level 1. So, in this case the diagnosis latency is 2 
N/p + (log p +4) log p testing rounds. 

Summarizing the above, we have the following: 

 
Proceeding as above, we can determine the diagnosis 

latency for the M-level ML-ADSD algorithm as in 
Theorem 3. 

 
We wish to note that other implementations of our 

multilevel scheme are possible. For instance, at each level 
we can combine more than 2 clusters to form clusters for 
the next higher level. Diagnosis latency calculation and 
proof of correctness in these cases will proceed as above 
with some appropriate minor changes. 

 
2.4 Simulation and Discussion 
 In this section, we present the results of our 

simulation of the ADSD [1], Hi-ADSD [2] and our ML-
ADSD algorithms (for two-level and three-level schemes) 
for networks of various sizes. The algorithms were 
simulated using the discrete-event simulation language 
SSS . The fail-stop model was used. All of the network 
nodes are modeled as independent processes and each 
node is assigned a unique node identifier.  

 
Three types of events are defined: test, fault 

occurrence and recovery. 
Also, tests are scheduled for each node at each 30 ± σ 

time units as in [2], where σ is a random number in the 
range of 0 and 3. This is the time interval between two 
consecutive testing rounds at a node. 

 The fault event is modeled as the process being 
in faulty state and the recovery as the process being in 
recovery state. During each test, the status of the node is 
checked and, if the node is fault-free, the whole diagnosis 
information stored in the tested fault-free node is copied 
to the testing node. If the tested node is faulty, the testing 
nodes proceed testing as in the algorithm. 

 Experiments are conducted for all three 
algorithms on networks of different sizes. In each 
simulation, we first made five percent of the nodes fail. 
We then allowed 60% of these failed nodes to recover. In 
all, there were 0.08∗N event fault events. These events 
occurred about x ∗ (30 ± σ) time units apart, where x is a 
random number between 0 and 5. There are 30 + σ time 
units between the last fault event and the first recovery 
event. The average diagnosis latency in terms of testing 
rounds and also in testing time units as well the total 
number of test messages exchanged from the last event 
and until all the fault free nodes have the same correct 
diagnosis information were collected. The average was 
over 50 simulation runs. The results are presented in 
Table 2.2 and Figure 2.22. 
 

 

Theorem 3: The diagnosis latency of the M-level 
algorithm (M > 2) is at most 
2 N/p + (M-2)(M+4) + p2 (-M +3) + 1 testing rounds. 

Theorem 2: If M = log p + 1, the diagnosis latency 
of the M-Level ML-ADSD algorithm is at most 2 N/p 
+ (log p + 4) log p testing rounds. 
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Recall that the ADSD algorithm has a diagnosis 

latency of O(N) and the Hi-ADSD algorithm has a 
diagnosis latency of O(log2N). As we can see from Table 
2.2 and Figure 2.22 and as expected, in all respects, the 
performance of the ML-ADSD algorithm is much better 
than that of the ADSD algorithm. In all cases, the number 
of tests (messages) used by the ML-ADSD algorithm is 

smaller than the number for the Hi-ADSD algorithm. In 
all cases, the time required by the ML-ADSD algorithm is 
better than or the same as for the Hi-ADSD algorithm. 
Note that the performance of the ML-ADSD algorithm 
can be improved by an appropriate choice of the number 
of clusters and the number of levels. We would also like 
to point out that the ML-ADSD algorithm is scalable in 
the sense that only some minor modifications will be 
required to adapt the algorithm to networks of varying 

Fig. 2.22 (a) Comparison of diagnosis latencies in terms of testing rounds 
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Fig. 2.22(c) Comparison of the total numbers of testing messages 
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sizes. This property is not shared by the Hi-ADSD 
algorithm. 
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