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Abstract- We show a solution to the characterization, 
diagnosability, and diagnosis problems with the t-in-L.2 
diagnosability theory for permanently faulty processing elements 
(Pp). If there are at most t faulty PES in the local 
neighborhood set of x, and at most t(m) faulty PES in the 
extended-local neighborhood set of x, then we can uniquely 
diagnose any graph. 

I. INTRODUCTION 

The connectivity of a system is an important measure of 
fault tolerance. Typical interconnection networks are sparse 
and symmetrical. The classical diagnosis theories, such as t- 
diagnosability, are not appropriate for these systems because 
the number of faulty elements is limited by the minimum 
node degree, which is very small for sparse systems. Another 
disadvantage of the classical approach is the need for a 
supervisory processor. This processor is a bottleneck in the 
system, unnecessarily burdening the communication paths. 
The supervisor processor is also a single-point failure in the 
system. The theory of local diagnosis overcomes these 
limitations. 

In this research, we investigate the local diagnosability of 
multiprocessor systems for permanently faulty processing 
elements (PES). There are three system-level diagnosis 
problems: the characterization problem is to determine the 
necessary and sufficient conditions for the diagnosability of a 
system; the diagnosability problem is to determine the 
maximum value of certain parameters for which the system is 
diagnosable; and the diagnosis problem is to find an 
algorithm that identifies all faulty PES based on a given 
syndrome. It is assumed that each set of faulty PES is from 
some allowable fault set, which is a restricted set of faults. 

We show a solution to the characterization, diagnosability, 
and diagnosis problems with the t-in-L, diagnosability theory. 
In this theory, if there are at most t faulty PES in the local 
neighborhood set of x, and at most t(m) faulty PES in the 
extended-local neighborhood set of x, then we can uniquely 
diagnose any graph. The extended-local fault constraint, 
t(m), is a function of the local fault constraint, t, and the 
degree of node x. We develop a general approach for the t- 
in-L2 diagnosis of an arbitrary graph. 

II.BACKGROUND 
The connectivity of a system is an important measure of 

fault tolerance. Typical interconnection networks are sparse 
and symmetrical, like the mesh and hypercube. The classical 
diagnosis theories, such as t-diagnosability, are not 
appropriate for these systems because the number of faulty 
PES is limited by the minimum degree of all PES in the 
system, which is very small for sparse systems. Another 
disadvantage of the classical approach is the need for a 
supervisory PE. This PE is a bottleneck in the system, a 
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single-point failure, unnecessarily burdening the 
communication paths of the system. The theory of local 
diagnosis overcomes these limitations. 

A classic paper by Preparata, Metze, and Chien was written 
over thirty years ago on system-level fault diagnosis [I]. In 
this paper, the authors describe a general procedure to 
identify faulty and fault-gee PES in a multiprocessor system. 
Each PE is tested by other PES in the system. The authors 
make no assumptions about the PES, i.e., each PE can be 
either faulty or fault-free. However, the specific model used 
to determine the test results and the interpretation of those 
test results is not specified. 

There are three popular models in the literature [2] for the 
interpretation of the test results: the symmetric invalidation 
model (PMC model) [ 11, asymmetric invalidation model 
(BGM model) [3], and the comparison model [2][4]. In the 
PMC.mode1, the result of a test is reliable only if the testing 
PE is fault-free. If a faulty PE is testing another PE in the 
system, the result will be unreliable. An unreliable test result 
is shown as a 1\0. The syndrome must be interpreted to 
determine the faulty PES. In the BGM model, when a faulty 
PE tests another faulty PE, the test outcome will be a 1. So, 
unlike the PMC model, the testing PE can be faulty, and the 
test result will be reliable if the other PE is also faulty. If a 
faulty PE tests a fault-free PE, the test outcome is unreliable. 

In the PMC and BGM models, a PE will test another PE 
(or PES) in the system. The test links are uni-directional. In 
the comparison model, the test links are bi-directional. To 
implement this, the same task is assigned to every PE in the 
system, and the outputs are compared. A test outcome 
(comparison) is unreliable only if both PES are faulty. 
Similar to the other two models, the syndrome must be 
interpreted to determine which nodes are actually faulty. 

In this research, we investigate local diagnosis approaches 
to system-level diagnosis using the comparison model. Each 
node uses information from its immediate neighbors and from 
their neighbors. We refer to this as the local neighborhood 
and the extended-local neighborhood. 

m. Local DIAGNOSIS 

Determining if a system is locally diagnosable is more 
practical than the global diagnosis methods. One advantage 
is that nodes in the system can be tested simultaneously. This 
can reduce test time dramatically. Also, the fault constraints 
for global diagnosis are impractical, since there are relatively 
few allowable faults compared to the number of PES in a 
multiprocessor system. For example, a 1024 node system 
configured as a mesh is only 3-diagnosable in the traditional 
global diagnosis approach, since it can tolerate at most 1 less 
than the connectivity of the entire system. The local 
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diagnosis approach for the same 1024 node system can 
tolerate 5 1 1 faults. 

In [5], the t-in-L1 diagnosis theory is developed. In this 
theory, a graph G(U, E) is defined to be t-in-L, diagnosable if 
all faulty nodes can be uniquely diagnosed, assuming that 
there are fewer than IL4/2 faulty nodes in G, and there are no 

more than I - d(x) I + 1 faults in the local neighborhood of x, 

VXE U. For this research, we develop a new approach to 
local diagnosis: the t-in-Lz diagnosis theory. We first define 
our notation. 

Let the nodes in L(x) be identified as the set {zl, z2, ,.., 
zqX)} and the nodes in L(q) be identified as the set {x, zil, zi2, 
..., where i=l, 2, ..., d(x). This is shown Figure 1 for 
a regular graph of degree 4. We call the set L(x)u{x}, the 
local set of x ,  and the set L(L(x))uL(x)u{x}, the extended- 
local set of x (we have simplified the notation by letting 
L( {L(x)}) = L(L(x)), which represents the set of nodes that 
are distance 2 from x). The local set of x and extended-local 
set of x are shown by the shaded nodes in Figure 2a and 
Figure 2b, respectively. 

L 2 J  

U 
Figure 1. Regular graph with minimum cycle length 5 

Local Set of x 

Figure 2. Local and Extended-Local Set of x 

Extended-Local Set of x 
(a) (b) 

Let ({x}) be the set of nodes in L(x) that share a 0-link 
with x and N( {x}) be the set of nodes in L(x) &at share a l -  
link with x. To simplify the nopign, we call N ({x}) + N 
and N( {x}) N. Similarly, N CN ) is the set of nodes that 
share a Elink with the nodes in N (not including the nodes 
in N ), N (N) is the set of nodes that share as-link with the 
nodes in N (not including the nodes in m N (  N )  is the set of 
nodes that_share a 1-link with the nodes N (not including the 
nodes in N ), and N(N) is the set of nodes that share a 1 -link 
with the nodes in N (not including the nodes in N). 

Let Ni be the node Z ~ E  N that shares a 1-link with x and 
N(NJ be the set of nodes that s m e  a 1-link with 3, not 
including the node zi. Similarly N(Ni) is the set of nodes 
that &are a O-link_with_zi. Referria to Figure 3, N = &, 
z3)~ = {Zl,&}, N(N)= {ad, {z22,Z32}~N(N) 
= {Zll, 212, 213, z41, %3}, N(N) = (z211 223, z31, z33}~ N( i) = { 
211, z12, 2131- 

11. t-in-Lz DIAGNOSIS 
In the following arguments, the local fault constraint (lfc) 

is the number of faulty nodes in the local set of x that are 
allowed. The extended-local fault constraint (elfc) is the 
number of faulty nodes in the extended-local set of x that are 
allowed. 
Lemma I 

Given a graph G with a local fault constraint (lfc) of no more 
than t faults in L(x)u{x), VXE U, where t = d(x) - 1 and F is 
the set of faulty nodes in G, then 
1. IflN/>t,thenxE F 
2. I f IN(<d(x)- t+l , thenx€ U-F. 

Lemma 2 

Given a graph G, with a local fault constraint (Ifc) of no more 
than t, faults in L(x)u{x}, VXE U, and no more than ti faults 
in L(zi)u{zi}, Vzg L(x), where t, I d(x) - 1 and $ 5  d(zJ - 1. 
Let F be the set of faulty nodes in G, then 
1. If IN1 I d(x) - t, + 1 and 3zi, such that IN(Ni)I 2 ti, then 

XE U-F .  
2. If d(x) - & + 2 I IN( I & and IN(Ni)l 2 6, for i = 1 to [IN[ - 

(d(x) - &)I, then XE U - F. 
3. If 3zi, such that JN(Ni)l < [d(zi) - ti], then XE F. 
Lemma 3 

Given a graph G, and syndrome S, let F be an allowable fault 
set for S such that F # U. Let C (or C’) be the set of nodes 
that have multiple paths of length 2 with x and are counted 
more than once in the computation of F(x) (or F’(x)). Then, 
the number of faulty nodes in the extended-local set of x, 
VXE U is given by: 

1. IF(X)I 2 IN/ + I Fj (N)I + p( Fi )I - JCI, ifxe U - F. - -  
2. I F ’ ( ~ ) ~  1 + J I + ~ N ( N ) ~ +  
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Figure 3. Graph with a syndrome 

Theorem 1 

Given a graph G, and syndrome S, let F be an allowable fault 
set for S such that F # U. If there are no more than & = d(x) - 
m faults in L(x)u{x), VXE U, where Ism<- -1, and no d(x) 

2 

more than t(m) (ftom table 1) faults in L(L(x))uL(x)u{x), 
Vxe U, then G is t-in-L, diagnosable. 

Proof Outline: 
To prove the t-in-L, diagnosability of a graph G, we must 
show that if the local and extended-local fault constraints are 
not violated, then the fault set F is unique for any given 
syndrome. We show that XE F if and only if at least one of 
the following conditions are met: 
1. "tx 

2. 3 ~ i ,  such that IN(Ni)l< [d(zj) - ti]- - 
3. IF(x)l> t(m), where F(x) = N U N (N) U N( N ). 

11. CONCLUSIONS 
We have shown a new diagnosability criterion in this 

research, t-in-L, diagnosis. This theory is applied to regular 
structures that are distributed and sparse, with examples 
shown for the mesh, hypercube, and hexagon structures. We 
improved on existing algorithms in local diagnosis [5][6], 
while generalizing the applicable structures. We eliminated 
the constraints imposed by those local diagnosis approaches, 
while allowing more faults in the system. 

TABU I 
t AND t(m) FOR THE GENERAL REGULAR GRAPH, MESH, AND HYPERCUBE 



In the t-in& diagnosis theory, we require no more than t I 
d(x) - m faults in L(x)u{x} and no more than t(m) = 

+ m2 fault in L(L(X))UL(X)U(X}, VXE 

U, for a regular graph with minimum cycle length of 5 (and 
(3+m).n I m2 I 

for a hypercube). We noted + L ~ J  t(m) = 
4 

that the local fault constraint for the t-in-L1 diagnosis theory 
is the same as the local fault constraint for the t-in-Lz 

diagnosis theory when m = - - 1,  which is the lower 

bound on m. We know that t 2 - d(x) + 1 in the t-in-L, 

d(x) 
2 

2 
d(x) diagnosability theory (which corresponds to m I - - 1). 

This value for t is consistent with a majority voting scheme. 

In a majority voting scheme, t I Id:)] - so that the majority 

of the nodes in L(x) cannot be faulty, which shows that if t I I?] then we do not need an extended-local fault 

constraint t(m). 

The local fault constraint t can be as large as d(x) - 1,  
thereby allowing for a very large number of faults in 
L(x)u{x}, VXE U. This has not been done in any other 
deterministic approach. In the t-diagnosis approach, for 

2 

example, there can be d(x) - 1 faults in L(x)u{x}, for only 
one such XE U, and for the t-in-L, approach there can be at 
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