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A Survey on Human Profile Information
Inference via Wireless Signals

Qiuye He , Edwin Yang , and Song Fang

Abstract�Due to the ubiquitous deployment of wireless
infrastructures, the radio signal nature of invisibility, and the
elimination of the line-of-sight requirement, it has drawn increas-
ing attention in both academia and industry to infer various
human-motion related sensitive information, called human profile
information (HPI). The basic idea of these techniques is that
varying human pro�les (i.e., physiological characteristics and
motion patterns) may lead to unique and subtle disturbances in
environmental wireless signals, which can be then measured and
processed to learn HPI. In this survey, we comprehensively review
different categories of existing studies based on (1) how they
quantize the motion-induced wireless disturbances in concrete
wireless measurements; (2) the signal processing techniques
for building wireless HPI inference systems; and (3) practical
applications that take advantage of inferred HPI. Also, the
survey discusses the emerging challenges and future directions
on wireless HPI inference.

Index Terms�Wireless inference, human privacy, wireless
channel variation, movement detection.

I. INTRODUCTION

W IRELESS signals are ubiquitous, invisible, and able
to penetrate through obstacles. In recent years, there

is increasing interest to utilize wireless signals to infer var-
ious personal information, such as user identities [1], [2],
vital signs [3], [4], [5], private conversations [6], emotional
states [7], postures [8], [9], [10], [11], [12], [13], handwrit-
ing [14], [15], and keystrokes [16], [17], [18], [19], [20],
[21]. We refer to such sensitive information as human profile
information (HPI). Specifically, human activity (e.g., breath-
ing, walking, and typing) causes subtle environmental impacts
unique to that activity pattern, which can be observed through
wireless signals. With sensed HPI, many applications become
practical. For example, [22] utilizes changes in wireless
channel traces to detect breathing activity to verify the human
presence and thus help prevent replay attacks against devices
with voice interfaces.

While the growing popularity of wireless sensing techniques
has been beneficial to society, this popularity also brings a
key source of our security woes, i.e., an adversary may be
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able to determine the target user’s activity by collecting the
corresponding wireless signals and performing HPI inference.
For instance, [23] shows that an eavesdropper can silently
localize and track individuals in a building from outside
walling by listening to ambient WiFi signals with a single
smartphone; [21] proposes a wireless inference technique that
an attacker can use to infer typed numbers, such as personal
identification numbers (PINs) without the aid of any training.

Multiple physical modalities of wireless channel charac-
teristics have been utilized to characterize the environmental
disturbance caused by human activities, including received
signal strength (RSS) (e.g., [11]), Doppler shift in wireless
transmissions (e.g., [8]), channel impulse response (CIR)
(e.g., [13]), channel frequency response (CFR) (e.g., [9]),
angle of arrival (AoA) (e.g., [15]), and time of flight (ToF)
(e.g., [24]). RSS measures the power present in the received
wireless signal. CIR and CFR describe how the wireless
channel impacts the radio signal that propagates through the
channel (e.g., time delay, amplitude attenuation, and phase
shift) in the time and frequency domains, respectively. CFR is
the Fourier Transform of CIR, and both can be called channel
state information (CSI). AoA is utilized to determine the direc-
tion in which the wireless signal arrives at the receiver while
ToF measures the time taken by a wireless signal to travel
from the transmitter to the receiver. A Frequency Modulated
Continuous Wave (FMCW) radar is often used to obtain ToF
via measuring changes in the signal frequency [3], [7], [25],
[26], [27], [28], [29], [30]. Besides, the signal frequency shift
induced by human motion can also be measured via a Doppler-
based approach [8], [31], [32], [33], [34], [35], [36], [37],
[38]. Varying HPI inference algorithms then take advantage of
either a single or multiple wireless channel characteristics as
input to translate them into target HPI.

Table I compares our survey with related ones on wireless
sensing. There are three key differences.

First, existing surveys [39], [40], [41], [42], [43], [44]
primarily take advantage of RSS or CSI to achieve inference,
while they lack detailed exploration of other notable modalities
like ToF, AoA, FMCW, and Doppler shift, all of which are
vital for HPI inference systems. Our survey stands out from
existing surveys by concentrating on various modalities.

Second, regarding survey context, some surveys
(e.g., [39], [40], [45]) put a specific emphasis on applications
and future trends. However, such surveys often lack a
comprehensive investigation of wireless sensing, particularly
in terms of signal processing algorithms and inference models.
In our survey, we provide a comprehensive summary and
comparison of the data collection, signal preprocessing, feature

1553-877X c� 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: University of Oklahoma Libraries. Downloaded on July 21,2025 at 16:58:45 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0003-1315-1994
https://orcid.org/0000-0002-1794-5014
https://orcid.org/0000-0002-2354-3310


2578 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 26, NO. 4, FOURTH QUARTER 2024

TABLE I
SUMMARY OF RELATED SURVEYS ON WIRELESS SENSING

extraction, and inference design for various wireless HPI
inference systems. The data collection section covers the
hardware platforms utilized to obtain wireless measurements;
we examine signal preprocessing, comparing techniques such
as interpolation, outlier and noise reduction, and signal separa-
tion; we discuss feature extraction methods in the time domain,
frequency domain, and time-frequency domain. Also, we
categorize wireless HPI inference algorithms into traditional
modeling based and machine learning based approaches,
and further discuss their specific advantages and limitations.
Moreover, our survey sheds light on potential future
research trends that aim to enhance existing wireless sensing
capabilities and uncover corresponding new opportunities.

Third, considering application scenarios, each of the exist-
ing surveys [39], [40], [45] only gives a brief review of
specific scenarios such as indoor localization [39], [46] and
behavior recognition [40]. On the other hand, some sur-
veys [42], [44], [45] narrow their scope to three principal
application scenarios without delving into a discussion of other
broader potential applications. On the contrary, our survey
provides a holistic topic on wireless HPI inference, exhibiting
a systematic structure, comprehensive comparisons of applica-
tions, and an insightful view of future trends. Specifically, we
summarize nine main applications related to HPI inference,
encompassing (i) user identification, (ii) intrusion detection,
(iii) indoor user localization and tracking, (iv) person counting,
(v) gesture tracking, (vi) vital signs monitoring, (vii) keystroke
recognition, (viii) integration into real-world systems, and (ix)
communication efficiency enhancement.

Our main contributions are summarized as follows.
� We present a systematic and comprehensive review

of HPI inference via wireless signals, including basic
principles, system structure, detailed technical compo-
nents, as well as extensive comparisons of existing
studies.

� We classify existing approaches on wireless HPI infer-
ence based on varying critical aspects, including utilized
wireless modalities, extracted feature properties, and
application domains.

� On observing wireless sensing technology advancement,
we discuss the future trends and challenges of wireless
HPI inference, including the popularity of Internet-of-
Things (IoT) devices, integration with machine learning
techniques, and increasing adoption of millimeter wave
(mmWave) communications.

Figure 1 illustrates the main structure of the survey.
In Section II, we discuss multiple wireless measurements
that can be utilized as the HPI source. The general
pipeline for wireless HPI inference system and its prac-
tical applications are presented in Sections III and IV,
respectively. The collected raw wireless measurements are
fed into the data preprocessing module. Various fea-
tures could be extracted from the preprocessed data, and
can further lead to the target HPI by correspondingly
designed inference algorithms. The summarization and cat-
egorization of existing wireless HPI inference techniques
shed light on future research directions, as discussed in
Section V.
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Fig. 1. The basic structure of the paper.

Fig. 2. Multipath example: except going through the direct path, the signal
sent from the transmitter (Tx) is also reflected by the ionosphere, the building,
and the ground; the received signal is the combination of four multipath
components (i.e., s1 + s2 + s3 + s4).

II. WIRELESS CHANNEL CHARACTERISTICS

In this section, we first introduce the concepts of the
multipath effect and then give the common physical modalities
of wireless channel characteristics. Finally, we present the
prevalent algorithms for estimating these modalities.

A. Multipath Effect

A wireless signal usually propagates in the air along
multiple paths due to reflection, diffraction, and scattering. As
a result, a receiver receives multiple copies of the signal from
different paths, each of which has a different delay due to the
path it traverses. The received signal can be denoted with the
sum of these time-delayed signal copies.

Figure 2 shows an example of a multipath channel. Each
path imposes a response (e.g., time delay, magnitude attenua-
tion, and phase shift) on the signal traveling along it, and the
superposition of all responses between two nodes is referred
to as a channel impulse response (CIR) [49], [50], [51], which
quantifies the effect of the multipath environment in wireless
communications. Mathematically, to fully characterize the

individual paths, the CIR can be denoted as

h(�) =
L�

i=1
ai e�j�i �(� � �i ), (1)

where ai , �i , and �i are the magnitude, phase, and time delay
of the i th path, respectively. L is the total number of multipath
components, and �(�) is the Dirac delta function. The channel
impulse response is actually the superposition of multiple
component responses, each characterizing the distortion that
each path has on the multipath component.

The multipath effects of different wireless links are differ-
ent, and thus their corresponding channel impulse responses
also differ [50], [51], [52]. As mentioned earlier, human activ-
ities cause subtle environmental impacts and thus will cause
changes in wireless channel characteristics. To infer HPI,
existing research efforts take advantage of various wireless
measurements, which are introduced in Section II-B.

B. Various Wireless Measurements

Wireless channel characteristics between two wireless
devices are unique to environmental disturbance and can
be quantified by the CIR of the channel. In addition, the
following wireless measurements are also utilized to estimate
environmental changes and thus infer corresponding HPI:

� Received signal strength (RSS): it is a measurement of
the power present in a received wireless signal.

� Channel state information (CSI): it represents how wire-
less signals propagate from the transmitter to the receiver
at certain carrier frequencies along multiple paths [41],
and is formed by the channel frequency responses mea-
sured from the subcarriers.

� Angle of Arrival (AoA): it is often utilized to determine
the direction in which a wireless signal arrives.

� Time of Flight (ToF): it demonstrates the time a wireless
signal takes to travel from the transmitter to the receiver.
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Fig. 3. A taxonomy of HPI inference system.

� Frequency Modulated Continuous Wave (FMCW) radar:
it can measure the differences in frequency between the
transmitted and the received signals.

� Doppler radar: it measures the frequency change of the
reflected signal using the Doppler effect.

In summary, various wireless measurements serve specific
purposes: RSS indicates the average power in a received
wireless signal across its entire power bandwidth, CSI provides
detailed subcarrier-level amplitude and phase information,
AoA determines the angle of the received signal, and ToF
measures the distance of signal sources. Also, FMCW utilizes
frequency modulation for range and velocity estimation, and
the Doppler effect is leveraged to measure the velocity of
moving objects. Figure 3 gives a summary of existing wireless
HPI inference techniques.

C. Obtaining Wireless Measurements

These wireless measurements have distinct advantages and
limitations, and Table II comprehensively compares them.

1) Deriving RSS: As aforementioned, a wireless signal sent
from the transmitter usually propagates to the receiver through
multiple paths, and each path has a different impact on the
transmitted signal. Therefore, the distorted signal that arrives
at the receiver is the combination of signals via these paths
and can be represented as [70]

V =
L�

i=1
Vi ej�i + n, (2)

where n is the additive noise, Vi and �i are the amplitude and
phase of the i th multipath component respectively, and L is the
total number of these components. The received power is thus
||V ||2. Therefore, RSS, i.e., the received power in decibels
(dB), can be expressed as RSS = 10log10(||V ||2).

Relationship Between RSS and Transmission Distance:
The received power is related to the amplitude attenuation
(i.e., path loss), which increases exponentially with the dis-
tance of the propagation path. RSS thus can be used to estimate
the distance between the transmitter and the receiver, denoted
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TABLE II
COMPARISON OF WIRELESS MEASUREMENTS

as d. Specifically, the relationship between RSS and d can be
denoted with the log-distance path loss model [71], i.e.,

PL(d) = PL(d0) + 10 • � • log10
�

d
d0

�
+ X�, (3)

where PL(d) is the total path loss in decibels for the
transmitter-receiver separation distance d, PL(d0) denotes the
path loss (in dB) from the transmitter to the reference distance
d0, � is the path loss exponent (which indicates how fast path
loss increases with distance), and X� is a zero mean log-
normally distributed random variable with standard deviation
� in decibels, reflecting the shadowing effects.

By utilizing the relationship between RSS and transmission
distance, one of the most popular applications of RSS has been
in the field of indoor localization [55], [72], [73]. Previously
collecting RSS data at preset locations allows for distance
calculation based on the current signal and reference locations,
enabling target position estimation. Moreover, changes in
the multipath signal can cause variations in RSS, making it
useful for other HPI inference applications, including intrusion
detection [74], [75], [76], person counting [55], [70], [77],
[78], and vital sign monitoring [56], [79], [80], [81].

Pros: RSS can be easily measured without requiring spe-
cialized hardware.

Cons: RSS measurement is prone to be affected by environ-
mental factors such as multipath fading and obstacles, resulting
in inaccuracies for RSS-based distance estimation.

Use case: While RSS can be easily obtained in commodity
WiFi devices without requiring additional hardware, it has
limitations in various applications due to the coarse-grained
information it provides. Particularly, it cannot be used for
fine-grained HPI inference, such as detecting finger-level
gestures [82] or tracking hand trajectory [15].

2) CSI Estimation: The orthogonal frequency-division
multiplexing (OFDM) technique is widely used in
various modern wireless communication systems
(e.g., 802.11a/g/n/ac/ad). OFDM utilizes multiple subcarrier
frequencies to encode a packet. As mentioned earlier, we can
utilize the channel frequency responses measured from the
subcarriers to denote the CSI of OFDM. For an OFDM system
with N subcarriers, let H (fj , t) (j � {1, 2, . . . ,N }) denote the
channel frequency response at time t, where fj is the frequency
of the j th subcarrier. The channel frequency response is
usually estimated with a pseudo-noise sequence which is
publicly known [49]. Specifically, a transmitter transmits
a publicly known pseudo-noise sequence X (fj , t) over the
j th subchannel to the receiver, who estimates the channel
frequency response from X (fj , t) and the received, distorted

signal Y (fj , t). We can thus compute H (fj , t) by H (fj , t) =
Y (fj ,t)
X (fj ,t)

. Each channel frequency response is a complex
value representing both amplitude and phase components.
Therefore, H (fj , t) can be rewritten with |H (fj , t)|ej � H (fj ,t),
where |H (fj , t)| and � H (fj , t) denote amplitude and phase,
respectively. The CSI of this OFDM system can be then
denoted with a vector of channel frequency responses,
i.e., [H (f1, t),H (f2, t), . . . ,H (fN , t)]T , where (•)T is the
transpose operator.

Since the received signal reflects the constructive and
destructive interference of multipath signals, a certain human
activity creates a unique multipath environment and thus gen-
erates a unique pattern in the time series of CSI values, which
can be used for recognizing human identity (e.g., [66], [83]),
moving humans (e.g., [84], [85]), and various human activi-
ties, such as finger gesture [82], [86].

Pros: CSI provides fine-grained information about the
wireless channel, including amplitude, phase, and frequency
response, allowing for high-accuracy indoor positioning and
tracking applications.

Cons: It normally requires sophisticated hardware to extract
CSI, such as Intel 5300 NIC [87], Atheors 9580 NIC [88],
and Universal Software Radio Peripheral (USRP) platforms.
However, CSI measurements, particularly corresponding phase
information, can be impacted by imperfections in hardware
components. Additionally, it typically requires more pro-
cessing and computational resources to analyze CSI streams
compared to RSS data.

Use case: Nowadays, with the availability of advanced hard-
ware, an increasing number of studies adopt CSI rather than
RSS, to achieve superior performance for various human activ-
ity sensing applications, including intrusion detection [85],
gesture tracking [89], and keystroke recognition [21].

3) Calculation of AoA: The AoA at the receiver represents
the direction of the incident signal arriving at the antenna
array. It can be calculated by comparing the phases of the
CSI values obtained from multiple antennas. The CSI phase
changes linearly by 2� for every carrier wavelength 	 (i.e., c

f ,
where f is the signal frequency and c denotes the speed of
light) along the path from the transmitter to the receiver [15].

We assume that there are M incoming signal paths.
Correspondingly, the M incident signals s1, s2, . . . , sM arrive
at the antenna array from directions �1, �2, . . . , �M , respec-
tively. As shown in Figure 4, for the i th signal (i �
{1, . . . ,M }), two adjacent antennas spaced d apart would
introduce a phase difference of 2�•f •d sin �i

c . For the whole
antenna array, we can then define these phase shifts relative
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Fig. 4. An incident signal arrives at an array of N evenly spaced antennas
with an angle � (i.e., AoA), where the distance between two adjacent antennas
is denoted with d.

to the first antenna as the following steering vector,

a(�i ) =
�
1, e� 2� ·f ·d sin � i

c , . . . , e� 2� ( N � 1) ·f ·d sin � i
c

�T
. (4)

Given all M incoming signal paths, we can construct the N
× M steering matrix as A = [a(�1),a(�2), . . . ,a(�M )]. Thus,
the received signal at each antenna can be expressed as the
superposition of all M incoming signal paths:

[x1, x2, . . . , xN ]T = A [s1, s2, . . . , sM ]T + n, (5)

where xj (j � {1, . . . ,N }) denotes the received signal at the
j th antenna, and n is the noise vector. Rewriting Equation (5)
in a compact matrix form yields

X = AS + n, (6)

where X is a vector consisting of received signals at N
antennas, and S is a vector consisting of transmitted signals
from M sources.

When the number of antennas exceeds that of the incoming
signal paths (i.e., N > M), the conventional multiple signal
classification (MUSIC) algorithm [90] can be then applied to
estimate the matrix A, from which the AoAs can be deducted.
The underlying principle of the MUSIC technique is that the
eigenvectors of XX H corresponding to the eigenvalue zero if
they exist, are orthogonal to the steering vectors in A [61],
where (•)H denotes the Hermitian transpose operator.

Besides, a naive AoA estimation method can be developed
when we consider a signal source at position s, and a pair of
antennas a1 and a2 separated by d at the receiver. ds,a1 and
ds,a2 denote the distances from the signal source to the two
antennas respectively. Let �d and �� denote the distance
difference and the measured phase difference between the
received signals at the two antennas, respectively. Thus, we
have �d = |ds,a1 � ds,a2 | � d sin �, where � is the angle
of arrival, and �� = 2� • (�d

� � k), where k can be any
integer in [��d

� � ��
2� , �d

� � ��
2� ]. As a result, we obtain

� = arcsin(��•�+2�•k •�
2�•�d ).

Figure 5 shows a simple application scenario, where the
target user (with a mobile device sending out wireless signals)
can be localized with the locations of the two nodes and the
corresponding AoAs �1, and �2. AoA has also been utilized
to achieve other HPI-related applications, e.g., tracking human
motion [37], [62], [68], and occupancy detection [91].

Pros: AoA provides information about the angle or direction
from which a signal arrives at the receiver, enabling source
localization and tracking.

Fig. 5. AoA-based localization.

Fig. 6. Trilateration in two-dimensional space.

Cons: AoA measurements require antenna arrays or special-
ized hardware to accurately estimate angles. Meanwhile, they
can be affected by multipath fading and reflections, which may
introduce inaccuracies.

Use case: AoA measurements are commonly used in sce-
narios where the direction or location of a signal source
needs to be determined. They find applications in esti-
mating user positions [37] and tracking hand trajectories
of drawing letters [15]. Moreover, AoA measurements are
often combined with other wireless measurements to provide
comprehensive and detailed information on the environment,
enhancing human motion sensing capabilities. For instance,
mD-Track [92] utilizes multiple sensing techniques together,
including AoA, Time of Flight (ToF), Doppler shift, and other
information, to track individuals in indoor scenarios.

4) Calculation of ToF: The ToF (denoted with �t) can be
utilized to calculate the corresponding propagation distance
l or phase shift �
, and we have l = c • �t and �
 =
2� • f • �t , where c is the speed of light and f denotes
the carrier frequency of the transmitted signal. Consequently,
there are extensive research efforts in using ToF to achieve
localization [24], [61]. Figure 6 illustrates the principle of
ToF-based localization in two-dimensional space, where a
receiver (e.g., a smart device) receives signals from the three
transmitters and measures corresponding ToFs. With each ToF,
the receiver obtains corresponding propagation distance li
(i � {1, 2, 3}). With the location information of the three
transmitters and the technique of trilateration, the receiver can
be localized. Accordingly, we draw three circles with each
transmitter as a center and the corresponding li as a radius.
The three circles intersect at one point, which is the position
of the receiver.

The accuracy of measured ToF usually depends on three key
factors: the time synchronization between the pair of trans-
mitter and receiver, the signal bandwidth, and the sampling
rate. First, if a transmitter and receiver pair is used to measure
one-way ToF, which equals the difference between the time
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of signal transmission and the time of signal arrival. Thus,
an accurate ToF estimation requires time synchronization
between the two parties [93]. Second, the temporal resolution
of ToF can be expressed as 1

2B , where B denotes the signal
bandwidth [94]. Thus, a low signal bandwidth would reduce
the resolution. Third, a low sampling rate degrades the ToF
resolution as the signal may arrive at the receive antenna
during the sampling intervals. Besides, the existence of non-
line-of-sight (NLoS) paths between the transmitter and the
receiver may also introduce errors in ToF measurements, as a
longer path would lead to an increase in propagation time.

Human activity occurring between the transmitter and the
receiver brings changes in the propagation distance of the
transmitted signal. The ToF would vary accordingly. Thus,
with the variation of ToF, it is possible to infer HPI, such as
human motion [62] and vital signs [69].

Pros: ToF measures the time it takes for a signal to
travel from the transmitter to the receiver, offering precise
distance information, particularly in line-of-sight scenarios.
Furthermore, ToF is less susceptible to the effects of multipath
fading, resulting in more reliable distance estimations.

Cons: ToF measurements often necessitate a high sam-
pling rate in a device’s Analog-to-Digital Converter (ADC)
to achieve fine range resolution. Alternatively, they can be
obtained via specialized hardware such as ultra-wideband
(UWB) transceivers. However, UWB transceivers rely on
precise synchronization for accuracy, as synchronization errors
may introduce inaccuracies.

Use case: ToF measurements are often selected when accu-
rate distance or range information is required. For example,
both WiTrack [29] and WiTrack2.0 [57] use ToF measure-
ments to achieve centimeter-level localization accuracy.

5) FMCW Radar Measurement: Radio signals travel fast
at the speed of light (i.e., 3 × 108 m/s). It thus requires
system clocks with high resolution to directly measure ToF.
When ToF is tiny, the frequency shift (i.e., the inverse of ToF),
would be a more reliable metric. An FMCM radar provides
a practical solution to indirectly measure ToF through cor-
responding frequency shifts. Specifically, in an FMCW radar
system, a chirp signal (modulated in frequency) is transmitted.
When the signal hits the target, it is reflected to a receive
antenna. The frequency difference between the received signal
and the transmitted signal increases with reflection time
(i.e., ToF), which is linearly proportional to the distance
between the reflector and the radar and changes as the reflector
moves.

Figure 7 demonstrates the concept of the sawtooth-
modulated FMCW technique. The red line shows the carrier
frequency of the transmitted signal which sweeps linearly
with time, and the blue dashed line demonstrates the carrier
frequency of the received signal with time. The frequency shift
�f between the transmitted and received signals increases
with the time shift (i.e., ToF) �t between them. Let w
denote the slope of the sweep. Thus, with the knowledge of
w and measured �f , the ToF �t can be easily obtained,
i.e., �t = �f

w . The distance between the transmitter and the
receiver can be then calculated as c•�t

2 . Consequently, the
FMCW technique has been extensively adopted to infer HPI,

Fig. 7. Transmitted and received signals for an FMCW radar.

including human moving [38], gesture [57], [58], [95], and
vital signs [3], [26].

The resolution of an FMCW radar system (i.e., the mini-
mum measurable change in location) equals c

2B [29], where B
is the total sweep bandwidth. Thus, to obtain a high resolution,
a large sweep bandwidth is required.

Pros: An FMCW radar can achieve high distance resolution
due to its large bandwidth, and is highly sensitive to small
changes in object position, enabling the estimation of tiny
vibration frequencies (e.g., breathing and heartbeat).

Cons: FMCW radar systems require specialized hardware
and signal processing techniques to ensure accurate measure-
ments. They are primarily utilized for relative velocity and
motion measurements, rather than precise distance estimation.

Use case: FMCW radar systems are widely employed
in human motion sensing applications, particularly when
high resolution and accurate distance measurements are
required [28], [96], [97]. For instance, RF-Capture [28] com-
bines FMCW and antenna arrays to track human motions by
estimating the distance and direction between humans and
antennas. Similarly, both RF-Pose [96] and Marko [97] adopt
FMCW radar equipped with two antenna arrays (horizontal
and vertical) to achieve higher localization accuracy by sepa-
rating signals from different spatial locations.

6) Doppler Radar Measurement: In contrast to an FMCW
radar, which transmits wireless signals modulated in
frequency, a Doppler radar sends a wireless signal with a single
frequency. According to the Doppler theory, a target with time-
varying movement but zero net velocity will reflect the signal,
whose phase is modulated in proportion to the displacement
of the target [98].

Figure 8 illustrates the principle of the Doppler effect. The
signal sent by the transceiver reflects when it hits the body of
the target user. If the target is stationary, the reflected signal
will have the same frequency f0 as the transmitted signal. The
Doppler effect occurs when the target moves. If the target
moves away from the transceiver with a speed v, the signal
is stretched out, which results in increased wavelength and
decreased frequency f1 of the reflected signal. We thus have
f1 = f0 ��f , where �f (�f > 0) is the frequency change
caused by the Doppler effect. On the other hand, if the target
moves towards the transceiver with a speed v, the signal is
compressed, which leads to a shortening of the wavelength and
thus increased frequency f2 = f0+�f . The frequency change
�f is a function of the target speed v, transmit frequency f0
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Fig. 8. The Doppler effect.

and speed c of light, i.e., �f = 2•v
c • f0. Thus, by tracking

�f , the movement of the target can be inferred.
With a Doppler radar, we can achieve detecting people

moving behind walls [38], gesture recognition [8], and vital
signs monitoring [60], [99].

Pros: A Doppler radar has the ability to cover a relatively
large area, allowing for monitoring multiple individuals simul-
taneously or tracking movements in a broad space.

Cons: Doppler shift may not provide highly accurate
distance information, limiting its applicability in certain appli-
cations that require precise localization.

Use case: Doppler shift has been successfully utilized in
numerous human motion sensing applications [8], [100]. It is
particularly well-suited for scenarios where relative velocity
measurements are desired, prioritizing the detection and anal-
ysis of human gestures [8] or vital signs [101], [102] rather
than precise position or distance information.

Each wireless channel characteristic has its own set of
advantages and constraints. RSS is easily accessible and suit-
able for coarse tasks, but it may not provide the level of detail
required for fine-grained sensing. CSI offers detailed insights
into the channel, but it requires physical layer (i.e., PHY
layer) access. ToF and AoA provide precise timing and angle
information, but they typically require advanced hardware for
accurate measurements. FMCW and Doppler measurements
offer high-resolution speed and distance data, but they need
specialized hardware and complex processing techniques. A
comprehensive study [103] demonstrates CSI measurements
provide the most robust respiratory rate estimates compared to
CIR and RSS. However, the decision on which characteristic
to employ depends on the specific requirements of the wireless
HPI inference task. Factors to consider include the precision
and accuracy needs, the available hardware platforms, and the
complexity of the environment.

III. WIRELESS HPI INFERENCE

We first provide an overview of wireless HPI inference
systems, and then detail each involved technical component.

A. System Overview

We consider a general scenario, where a user can utilize a
transmitter and receiver pair to infer HPI (a transceiver can
act as both the transmitter and the receiver in some cases).
To create a radio environment, the transmitter transmits the
wireless signal, which would be affected by human activities
in the physical environment. The receiver receives the signal

Fig. 9. General overview of wireless HPI inference techniques.

from the wireless channel and computes one or multiple target
wireless measurements, as discussed in Section II-B. The
collected raw measurements are then fed into the module of
data preprocessing, which aims to compensate for packet loss,
remove outliers, noise, and uncorrelated components from the
data, and help to reduce computational complexity. Next, the
unique features (e.g., amplitude, phase, and frequency shift)
are extracted from each segment observed in the last step.
By inputting these features into a traditional modeling based
or machine learning based algorithm, various HPI inference
applications can be achieved. Figure 9 presents the general
overview of HPI inference techniques via wireless signals.

B. Data Collection

With corresponding hardware, raw wireless measurements
can be obtained:

� RSS can be measured with commercial off-the-shelf
(COTS) WiFi chipsets [73], [75], [80], [104].

� CSI is available on certain COTS network interface
cards (NICs), e.g., Linux 802.11n CSI tool built on
an Intel WiFi Link 5300 NIC with a custom modified
firmware [64], [87], [105], Atheros CSI tool built on top
of ath9k which is an open source Linux kernel driver
supporting Atheros 802.11n WiFi chipsets [88], [106],
and Nexmon CSI extractor on multiple Broadcom WiFi
chipsets [107], [108].

� AoA and ToF can be derived from CSI (e.g., [109]).
� It requires specialized equipment, such as FMCW

radar [3], [26] or Doppler radar [60], [102], to make the
corresponding technique work.

Besides, wireless HPI inference systems can also be imple-
mented using software-defined radio (SDR) platforms such as
Universal Software Radio Peripherals (USRPs) or a Wireless
Open Access Research Platform (WARP).

C. Data Preprocessing

The original wireless measurements are inherently noisy and
may contain empty (null) values and outliers (i.e., samples
that significantly differ from neighboring ones). To improve
the data reliability, a phase of data preprocessing is applied.
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1) Interpolation: Packet loss may occur due to weak sig-
nals in certain links caused by NLoS connections. To make
all traces have the same sample rate and counter the sampling
jitter of the wireless measurement, the measurement data
should be interpolated. Linear interpolation can be used to
estimate the missing measurement values and obtain evenly
spaced measurements in the time domain [59], [110].

2) Outlier and Noise Removal: The imperfect wireless
measurements can be caused by environmental change induced
by activities irrelevant to the target human activity, radio signal
interference, or hardware imperfection.

Outlier Removal: Hampel filter is a classical technique to
detect and remove outliers in a given series [111], [112]. With
this filter, any point within a sliding window falling out of the
closed interval [µ�� •�, µ+� •�] is treated as an outlier, where
µ and � are the median and the median absolute deviation
of the series, and � is a pre-determined scalar threshold.
Each identified outlier is then replaced with the corresponding
median.

Noise Removal: The speed of human activity (e.g., hand
movement) is often low and the induced signal changes usually
lie at the low end of the frequency spectrum. To remove high-
frequency noises, a low-pass filter (e.g., Butterworth filter) is a
natural choice [1], [16], [54], [82], which has a maximally flat
frequency response in the pass band. Though a Butterworth
low-pass filter can easily remove out-band noise greatly, it
cannot completely eliminate the noise as it has a slightly slow
fall-off gain in the stop band. To further remove the noise,
different strategies can be taken.

The weighted moving average filter [65], [82] is widely
used to further remove random environmental noise from the
signals. Specifically, a wireless measurement Mt at time t is
averaged by the equation:

flMt =
1

�k
i=1 i

× (k • Mt + (k � 1)

•Mt�1 + • • •+ 1 • Mt�k+1), (7)

where k decides to what degree the current value is related to
the historical records. Also, the median filter [1], [54] is able
to smooth out the signal while preserving the edges.

Besides, Principal Component Analysis (PCA) can be
applied to remove noise from the signals by leveraging
correlated variations in wireless measurements of different
subcarriers [16]. PCA-based noise reduction can remove the
uncorrelated noisy components which can not be removed via
traditional low-pass filtering. Meanwhile, PCA has another
function of dimension reduction by identifying the most
representative components influenced by the target human
activity (which discloses the user’s HPI) [19].

3) Signal Separation: We can further analyze the filtered
wireless data stream to understand how the target human activ-
ity and the accompanying micro motion impact the observed
signals, and thus develop techniques to separate them.

Fast Fourier Transform (FFT) is the most common method
that converts a signal from its original domain (often time
or space) to a representation in the frequency domain. Short-
time Fourier Transform (STFT) is a sequence of Fourier
Transforms (FTs) of a windowed signal. It splits a longer time

signal into shorter segments with the same length and then
measures the FTs independently for shorter segments. Thus,
it provides a time-frequency relationship that describes how
frequency components of a signal vary over time, whereas the
standard FT just provides the frequency information averaged
over the entire signal time interval. We can thus distinguish
different types of motion via their respective frequencies in
the frequency domain.

Different from the traditional frequency analysis such as
FT, Discrete Wavelet Transform (DWT) is the time-frequency
analysis which has a good resolution at both of the time
and frequency domains [19]. In DWT, the first step splits the
original signal into an approximation coefficient vector and
a detail coefficient vector; this splitting is applied recursively
in several steps (i.e., levels) to the approximation coefficient
vector to obtain finer details from the signal [16], [19], [56].
We can use the approximation coefficients to compress the
original waveforms to reduce computational costs. To achieve
the desired compression using DWT, appropriate wavelet and
scaling filters should be selected [16], [19].

D. Feature Extraction

After preprocessing the raw measurements, we often
observe a strong correlation between the resultant data stream
and the corresponding HPI. The phase of feature extraction is
thus applied to choose appropriate features that can uniquely
represent the specific HPI. Table III summarizes different
features that existing wireless HPI inference studies utilize.
In general, we can extract the following three types of
features:

1) Features in Time Domain: The basic time-domain
features include basic statistics such as maximum, mini-
mum, mean, skewness, kurtosis, mean absolute deviation
(MAD), variance, standard deviation (STD), and mean cross-
ing rate. Such features represent the variation pattern of
the preprocessed signal over time. Various research efforts
(e.g., [55], [75]) utilize the mean, variance, or STD of
RSS/CSI to distinguish simple scenarios, such as whether
there is user motion in an area. For identifying specific
human activities (e.g., walking, sitting, jumping, and falling),
customized features may be proposed. For example, [65]
calculates the Local Outlier Factor (LOF, the ratio of average
local densities of one object’s neighbors to the local density of
the object) to obtain anomaly CSI amplitude patterns, which
indicate human activities; [137] uses the state transition of the
CSI phase difference for separating fall activities.

Some of the above features cannot be directly used as
distinctive features as they can be easily changed by other
factors rather than just by the target human activity. For
example, the sample maximum/mean/variance can be affected
by the transmit power. Instead, we can extract features such as
the maximum eigenvalue and the second maximum eigenvalue
using a cross-correlation matrix of preprocessed data [64],
[82], [119], [145]. Such features are independent of power
control and would be distinguishable for different human
activities. Thus, these features would facilitate the inference
of human activities (e.g., gesture or motion).
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TABLE III
SUMMARY OF EXTRACTED FEATURES

2) Features in Frequency Domain: Different from that in
the time domain, the basic statistics based features in the
frequency domain mainly contain carrier frequency offset
(CFO), the spectrogram magnitude, energy, entropy, dif-
ference, and percentile frequency components (PFC). Such
features reveal the changes in the frequency domain of wireless
signals. For example, the study [138] exploits CFO to secure
wireless transmission for privacy protection and authentication
with an accuracy of 93.2% on average.

With the Fast Fourier Transform (FFT) technique, we
can convert the signal in the time domain to its frequency
spectrum. The spectrum influenced by the periodic human
activity (e.g., breathing) normally has a strong component
(i.e., FFT peak) close to the frequency of the activity [56].
In addition, peaks of power spectral density (PSD) are always
employed to analyze periodic human activities. PSD depicts
the power distribution of temporal CSI measurements on each
subcarrier in the time-frequency domain. A strong periodic
signal generates a peak at the frequency corresponding to its
period in PSD. For example, in a two-person scenario, the
first two highest peaks present the breathing rates of these two
persons in PSD [4], [67], [142].

Besides, we can extract features such as energy (which
denotes total energy in all frequencies), and entropy (which
measures the impurity in the signal) in the frequency domain.
Also, with Doppler or FMCW radar, we can obtain features
such as Doppler frequency or frequency shift. Such features
can be correlated with HPI, e.g., vital signs [60].

3) Features in Time-Frequency Domain: After obtaining
the time-frequency profile of the preprocessed signal, we can
extract some features exhibiting properties in both time and
frequency to fully describe the specific HPI. For example,
WiWho [143] leverages the features of CSI signal in both
the time domain and frequency domain to identify a person
with an average accuracy of 92% to 80% from a group of 2
to 6 people respectively. Also, Short-time Fourier transform
(STFT) is one common method to finish the extraction,

which transforms the temporal waveforms to spectrograms
so that waveforms can be analyzed in the time-frequency
domain [10], [110], [128]. In addition, the study [147] trans-
forms CSI measurements from multiple channels into a radio
image (with time as the x-axis and channel as the y-axis),
and then extracts color and texture features from the image
for HPI inference. Another work [146] chooses CSI waveform
shapes as an activity feature that contains both time and
frequency information. It can then classify four exercise
activities (e.g., dumbbell lifting, deep squatting, kicking, and
boxing) with average recognition accuracies of 97.8% and
91.2% in LoS and NLoS scenarios, respectively.

E. Inference Design

With extracted features, we can then utilize either a tradi-
tional modeling based or machine learning based algorithm,
as outlined in Table IV, to initiate the inference proce-
dure, i.e., mapping each unrecognized wireless measurement
segment (or feature) to the corresponding HPI.

1) Traditional Modeling Based: Traditional modeling based
algorithms formalize relationships between variables in the form
of mathematical equations. We can thus directly infer target
HPI by applying corresponding equations. In the following, we
introduce several popular models for inferring HPI.

Fresnel Zone (FZ): In the context of wireless communica-
tion, as shown in Figure 10, Fresnel Zones refer to concentric
ellipses with the transmitter (TX) and receiver (RX) at two
focal points, and denote regions of different wireless signal
propagation strengths between TX and RX. For a given radio
wavelength 	, each ellipse can be obtained by ensuring

|TX ,Un |+ |RX ,Un | � |TX ,RX | = n	/2, (8)

where Un is a point in the nth ellipse and |p1, p2| denotes
the Euclidean distance between the two points p1 and p2.
The innermost ellipse is the first FZ, representing the region
through which the direct LOS signals can pass. The nth (when
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TABLE IV
SUMMARY OF TRADITIONAL MODELING BASED AND MACHINE LEARNING BASED INFERENCE ALGORITHMS

Fig. 10. Illustration of Fresnel Zones.

n � 2) FZ corresponds to the region between the (n � 1)th
and nth ellipses.

The received signal at RX is a linear combination of
reflected and LOS signals. The distance difference �D
(i.e., n	/2) between the two paths generates a phase difference
of 2�•�D/	 = n� between the two signals. As the phase shift
introduced by the reflection is �, the total phase difference
�
 between reflected and LOS signals equals (n + 1)�.
Thus, if n is even, we obtain �
 mod 2� = �, causing
the two signals arrived at RX to have opposite phases and
destructively interfere with each other. In contrast, we have
�
 mod 2� = 0 if n is odd, i.e., both signals have the same
phase and constructively interfere with each other to form a
boosted signal. The FZ model can thus help reveal the signal
change pattern (i.e., sensitive or insensitive) in each subcarrier
(with different waveforms) caused by human activities, such
as respiration [142].

Threshold Model: A threshold model is any model where
a threshold value, or a set of threshold values, is utilized to
distinguish value ranges, each of which discloses a specific
pattern of the target HPI. In a simple case, RSS or amplitude
of CSI is in a different range when the target user is in
different status (e.g., moving or static). By setting appropriate
thresholds for extracted features, we can do a fine-grained
analysis of the identified human activity. Also, we can uti-
lize similarity analysis to recognize different signal patterns.
The signal similarity can be quantified by a commonly
used method, such as Euclidean distance, dynamic time
warping (DTW) distance [148], or Earth Mover’s Distance

(EMD) [149]. Specifically, we first measure the similarity
between the collected data stream with a reference signal,
and then set up a similarity threshold (usually based on
empirical data) to determine whether two signals are similar
or not.

Peak-valley Detection based Model: Peak-valley detection
is widely used for recognizing periodic human activities
such as respiration and walking. The wireless measurements
(e.g., CSI amplitudes, RSS) may exhibit a periodic change
pattern over time, corresponding to periodic motion. Such
a pattern can be identified by peak-valley detection in the
time or frequency domain. For example, the studies [4], [67]
detect the peaks (especially peak-to-peak intervals) of CSI
amplitudes in the time domain to calculate the breathing
cycle as the time series of corresponding CSI amplitudes
presents a sinusoidal-like periodic changing pattern when
the user breathes, and in the frequency domain, [112]
identifies the breathing rate within a segment of a time
signal as the location of the peaks of the FFT of this
segment.

Optimization based Model: Some HPI interference prob-
lems (e.g., human trajectory tracking) can be formulated as
an optimization problem, i.e., a process of optimizing an
objective function concerning some variables in the presence
of constraints on those variables. Reference [150] achieves
indoor localization of users carrying WiFi-enabled devices
by modeling constraints of the physics of wireless propa-
gation and solving the established objective function. Also,
the Kalman filter is a widely used technique to dynami-
cally estimate unknown variables with a series of temporal
measurements [151], which recursively applies two phases:
prediction and correction. The prediction phase uses the
state estimate from the previous time step to generate a
state estimate for the current time step. In the correction
phase, the obtained prediction result will be combined with
current observation information to refine the state estimate.
For example, WiDeo [62] builds an optimization problem with
variables (i.e., AoA, ToF, and signal strength measurements)
and utilizes the Kalman filter to update parameters (e.g., the
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current position of the object, velocity) of the motion
model.

The pros and cons of traditional modeling based algorithms
are summarized as follows:

Pros:
1) They may require minimal or no training data, model

training, and ground truth annotation.
2) The inputs and outputs are based on cause-and-effect

relationships. Thus, the outcomes are derived from well-
understood principles.

3) They are typically characterized by low computational
costs and more efficient implementation.

Cons:
1) They need more effort to build appropriate models

and select optimal model parameters, requiring domain-
specific knowledge for setup and adjustments.

2) They are often designed for specific tasks, and thus may
not be suitable for tasks that require adapting to evolving
data or capturing intricate patterns in large datasets.

3) They could become inefficient or inaccurate for very
complex systems.

Use Case: They are mainly employed in applications that
involve estimation, where there’s a critical need for accurate
numerical value predictions.

2) Machine Learning Based: Machine learning based
methods involve two steps, namely, training and testing. The
training step builds a classification model for the target HPI
using supervised, semi-supervised, or unsupervised learning.
In the testing step, an observed feature for an unknown piece
of HPI is then matched within the classifier from the training
step to determine which piece of HPI it corresponds to.

Supervised Learning: Supervised learning refers to the train-
ing process performed with labeled training data. By recording
each piece of specific HPI (i.e., a gesture or keystroke) and
the corresponding feature, a training model for classification
can be built. A variety of supervised learning algorithms have
been used for HPI inference, including

� Decision Tree (DT): DT uses a tree-like model of
decisions and their possible consequences. It can output
simple if-else classification models that are useful in
understanding the importance of different CSI features
for recognizing different types of motions [145].

� Hidden Markov Model (HMM): An HMM consists of a
discrete-time, discrete-state Markov chain among states
and an observation (probability function) of each state.
The states are hidden, and only the observations are
available. With a sufficient number of representative
training samples of an activity, an HMM can be built to
implicitly model all of the main sources of variability
inherent in the activity [139]. HPI inference can be
regarded as a probability problem and thus achieved with
HMMs (e.g., [54], [124], [139], [140]).

� K-Nearest Neighbor (kNN): Recent work has demon-
strated success in applying kNN classifiers to obtain
HPI [16], [89], [167]. KNN decides on the assign-
ment of a new signal in the feature space leveraging
majority voting of k-nearest neighbors (k is a positive
integer).

� Support Vector Machine (SVM): SVM is a classical dis-
criminative classifier formally defined with a separating
hyperplane, and it can be used to distinguish different
patterns of a specific HPI, e.g., human presence and
absence [84], [132]. Also, with the training data that has
only one class (i.e., “normal” class), one-class SVM,
which is an unsupervised and extended algorithm of
SVM, can be then used to infer the properties of normal
cases and from these properties can predict which exam-
ples are unlike the normal examples. For example, [65]
utilizes a one-class SVM to distinguish failing from the
other movements.

Unsupervised Learning: With unsupervised learning, where
only output data rather than labeled sets of input-output pairs
are given, some work can still successfully infer HPI. K-
means clustering is one of the popular unsupervised machine
learning algorithms. It partitions n observations into k (k � n)
sets in which each observation belongs to the cluster with the
nearest mean (i.e., cluster center). References [4], [67] utilize
the k-means clustering technique to separate the breathing rates
of two users when they breathe simultaneously. Reference [78]
applies k-means clustering to generate the crowd density levels
and types based on the collected RSS from the training phase.

Semi-supervised Learning: Semi-supervised learning falls
between unsupervised learning (without any labeled training
data) and supervised learning (with completely labeled train-
ing data). Such methods can use readily available unlabeled
data to improve supervised learning tasks when the labeled
data are scarce or expensive [168]. As an example, [162]
develops a semi-supervised learning approach leveraging the
non-linear regression model to accurately estimate the number
of participants with significantly reduced training efforts.

Deep Learning: The performance of the above conventional
machine learning algorithms heavily relies on the input feature
(i.e., representation of the given wireless measurements).
However, it is difficult to select the right set of features some-
times. Deep learning provides a solution that can automatically
learn feature representation from raw data. Specifically, we
introduce two typical deep learning models for HPI inference.

� Deep Neural Networks (DNN): DNN can extract fea-
tures from preprocessed wireless measurements without
manual and subjective feature selection and has been
used for various HPI inference, e.g., tracking human
movements [135], intruder detection [163], and recogniz-
ing different types of human activities [164].

� Convolutional Neural Network (CNN): CNN, as a spe-
cialized kind of neural network, is able to implicitly
extract features from raw data, and has also been suc-
cessfully applied in HPI inference. For example, by
feeding CSI measurements to a CNN, [165] can track
the user with the target device, [166] can classify sign
gestures, and [163] can detect an intrusion or monitor an
independently living elderly person.

The pros and cons of machine learning based algorithms
are outlined below:

Pros:
1) They require minimal or no demand for signal

processing.
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2) They can handle multi-dimensional data and complex
decision boundaries.

3) They are capable of automatically identifying relevant
features, especially with deep learning techniques.

4) They can predict unseen data when the model is properly
trained.

5) They apply to a diverse range of tasks.
Cons:
1) They typically require significant amounts of labeled

data.
2) They have the overfitting risk of performing poorly on

unseen data if not properly regularized or validated.
3) Complex models are difficult to interpret and explain.
4) Especially with deep learning, a training phase can be

computationally expensive.
5) Models are susceptible to inheriting biases embedded in

their training datasets.
Use Case: They are primarily utilized for tasks that involve

the extraction of patterns or insights from data to make
predictions, recommendations, or decisions.

Both traditional modeling based and machine learning based
algorithms have their strengths and weaknesses, and the choice
often depends on the specific task, available resources, and
domain knowledge. In many modern solutions, a hybrid
approach combining aspects of both can often yield optimal
results. For example, WiWho [143] employs a peak-valley
detection algorithm to construct the step cycle. Subsequently,
user identification is achieved using a decision tree based
machine learning classifier, leveraging both step and walk
analysis. BodyScan [125] exploits a threshold-based algorithm
to determine if a user is stationary or engaged in an activity.
After that, a Support Vector Machine (SVM) is leveraged
to classify five common activities of daily living, including
walking, brushing teeth, typing on a phone, shaking hands,
and typing on a keyboard.

This section provides a general framework of human motion
sensing, illustrating how wireless signals are processed and
used to accomplish specific sensing tasks. It is crucial to under-
stand that as the task complexity increases, a combination
of various techniques is often employed to ensure improved
performance. Additionally, more advanced approaches, such
as transfer learning or multimodal sensing, may be integrated
into the framework to tackle more complex tasks.

IV. APPLICATIONS

In this section, we present various applications leveraging
wireless HPI inference, including user identification, intrusion
detection, indoor user localization & tracking, person count-
ing, gesture tracking, vital signs monitoring, and keystroke
recognition. For each application, we introduce corresponding
motivation and techniques with different wireless measurement
modalities (e.g., RSS and CSI).

A. User Identification

User identification is the process of verifying the identity of
a person. It plays a central role in securing personal devices
and protecting personal privacy. Also, user identification can

Fig. 11. Different persons may have different physiological and behavioral
characteristics.

help develop new applications in smart homes, offices, and
transportation. For example, with user identification, a smart
building can identify a user walking along the corridor. As a
result, when the user approaches her/his office, the door can be
opened automatically. Also, the driver authentication system
may improve security and automatically make in-vehicle
driver-specific adjustments (e.g., temperature and seat) [141].

Traditional user identification systems include biometric-
based or knowledge-based systems. The former technique
often requires setting up extra devices (e.g., cameras, and
fingerprint scanners). For the latter, users may find difficulties
in remembering their PINs or passwords. Recent work can
leverage already available wireless signals (e.g., WiFi and
cellular) to extract the physiological and behavioral charac-
teristics of a person, as shown in Figure 11. Physiological
traits refer to the physical functions of a human, such as
body shape, height, and weight, while behavioral attributes
are based on the behavior of a person, such as walking
speed, walking direction, and gait size. As such characteristics
are unique and hard-forged, automatic user identification can
be achieved. Therefore, wireless user identification systems
neither require any hardware deployment nor need users to
memorize the secret. Table V summarizes existing wireless
user identification methods.

1) RSS-Based: RSS-based approaches infer user identifica-
tion via analyzing the pattern in RSS measurements. Different
users may have different physical constraints such as moving
areas and walking paths, leading to different RSS sequences.
Motivated by this observation, the study [54] analyzes and
exploits the characteristics of RSS sequences generated by
mobile devices, and extracts useful features from different
users for user identification. This system achieves an average
identification accuracy of 90.83% with a false negative rate of
1.11% and a false positive rate of 17.22%.

2) CSI-Based: The intuition behind CSI-based user iden-
tification methods lies in the idea that CSI measurements
can reveal human gait. Each person’s gait, such as their
walking style, is unique and characterized by differences in
limb (hand and feet) movement patterns and velocity [173].
The wireless signals reflected by a walking human generate
distinctive variations in the CSI at the receiver. Motivated by
this observation, [10] proposes to utilize CSI spectrograms to
characterize fine-grained walking patterns and, consequently,
recognize humans, with an average accuracy of 92.31% in
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TABLE V
SUMMARY OF EXISTING USER IDENTIFICATION TECHNIQUES VIA WIRELESS SIGNALS

identifying a person from a group of 10 subjects. WiWho [143]
and WiFi-ID [1] analyze both time and frequency domain
features of CSI measurements to identify a person’s walking
gait for user identification. By comparison, WiWho achieves
an average accuracy ranging from 92% to 80% for a group of 2
to 6 people, while such values of average accuracy for WiFi-ID
are 93% and 77%. These techniques [1], [10], [143], however,
only capture human walking gait patterns and apply them to
a small group of people (i.e., 2 to 10). Moreover, WFID [66]
exploits a novel feature of subcarrier-amplitude frequency
(SAF) and achieves the best accuracy of 93.1% and 91.9%
for groups of 6 and 9 subjects, respectively. This is based
on three human activities including standing still, marching
on the same spot, and walking. A recent work [128] extracts
unique physiological and behavioral characteristics inherited
from people’s daily activities including both walking and
stationary activities (e.g., operating appliances). It achieves
an average accuracy of 91.2% with 11 subjects in an office
environment and 92.4% with 5 subjects in an apartment
environment.

Challenges: User identification via wireless signals still
presents notable challenges. The existing systems work in
a controlled environment for a limited number of users.
However, environmental variations and individual differences
can significantly impact signal propagation and the accuracy
of user identification. But in real life, it is impossible to retrain
a model for a new environment and new users. In this way,

the performance of these systems may degrade when applied
to unseen environments and more users.

B. Intruder Detection

To secure residential and commercial properties, intruder
detection systems have attracted a great deal of interest.
Traditional methods primarily utilize cameras [177] or passive
infrared (PIR) sensors [178] to detect intruders who enter the
target home or office. The cameras identify an intruder via
image processing algorithms and the PIR sensors detect an
intruder via a few infrared rays emitted from the intruder.
However, the camera-based techniques may not work under
the influence of poor lighting or NLoS environment, while
PIR-based techniques are insensitive to very slow motions
or objects in standing mode [179]. Also, the performance of
camera-based or PIR-based methods depends on the installa-
tion location and the number of sensors or cameras [74].

Figure 12 presents the typical structure of a wireless
intruder detection system (e.g., [75], [180]), consisting of
transmitters or access points (APs) and receivers or monitoring
points (MPs). The system operates in two phases. In the first
phase (training), the system utilizes RSS/CSI received at the
MPs during periods without human motion to construct a
silence profile. In the second phase (monitoring), the system
analyzes the collected readings at the MPs to determine
whether there is intruder activity based on the information

Authorized licensed use limited to: University of Oklahoma Libraries. Downloaded on July 21,2025 at 16:58:45 UTC from IEEE Xplore.  Restrictions apply. 



HE et al.: SURVEY ON HUMAN PROFILE INFORMATION INFERENCE VIA WIRELESS SIGNALS 2591

TABLE VI
SUMMARY OF EXISTING INTRUDER DETECTION TECHNIQUES VIA WIRELESS SIGNALS

Fig. 12. Typical structure of an intruder detection system via wireless signals.

gathered in the training phase. Additionally, it continu-
ously updates its silence profile to adapt to environmental
changes.

The following metrics are often utilized to evaluate the
performance of such a system.

� True Positive Rate (TPR) & False Negative Rate (FNR):
TPR (also referred to as recall) is the probability that
an intruder is successfully detected, while FNR equals
the probability that an intruder passes the system without
being detected (i.e., FNR = 1-TPR).

� True Negative Rate (TNR) & False Positive Rate (FPR):
TNR is the probability that a static environment (i.e., with
no intruder) is correctly classified, while FPR equals the
probability that the system determines incorrectly that
there is an intruder in a static environment (i.e., FPR =
1-TNR).

� Precision: This is the fraction of cases where there
is indeed an intruder among all cases where the

system detects an intruder (correctly and incorrectly),
i.e., Precision = TPR

TPR+FPR .
� F-score: F-score (F1 score) provides a single value to

measure the system effectiveness, and is defined as the
harmonic mean of the corresponding precision and recall
values, i.e., F1 = 2

recall � 1+precision � 1 . It ranges from 0
to 1, and a higher precision or recall leads to a higher
F-score.

Table VI compares the performance of existing studies
using wireless signals to achieve intruder detection.

1) RSS-Based: The study [72] firstly defines the concept
of Device-free Passive (DfP) localization and introduces a
DfP localization system, which can be used to track intruders.
This system works by monitoring and processing changes in
RSS to detect changes (i.e., intruder movements) in controlled
environments with a 100% TPR and a 100% TNR, while [76]
points out that the performance of such a system degrades
significantly when tested in a real environment. Reference [76]
then develops an alternative algorithm based on the maximum
likelihood estimator (MLE) and can achieve 90% recall in
a real environment. Reference [75] presents another DfP
localization system, which achieves an F-score of at least 0.93
and outperforms the previously proposed techniques [72], [76]
in terms of robustness and accuracy.

2) CSI-Based: Due to the multipath effect in indoor envi-
ronments, RSS is often susceptible to the measurement itself.
Consequently, the slow dynamic can be easily hidden by the
inherent RSS variance, which may lead to miss detection [64].
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Compared with coarse-grained RSS, CSI enables better
performance of intruder detection as fine-grained PHY layer
information. Based on the insight that CSI maintains temporal
stability in a static environment while exhibiting burst patterns
when motion takes place, [64] proposes a CSI-based motion
detection system, and tests them in two different scenarios.
In the lab environment, for a FPR less than or equal to
1% the detection rate would be greater than 70%; in the
corridor environment, the detection rate would be greater than
90% when FPR is around 9%. Reference [174] exploits the
multipath components as signatures to detect human presence
in a reliable and omnidirectional manner, with an average
FPR of 8% and an average FNR of 7% in 4 directions.
Reference [84] leverages full information (both amplitude and
phase) of CSI and is the first to incorporate meaning phase
information for intruder detection, achieving a TPR of 97%
and a TNR of 98%. Reference [105] also takes advantage of
both amplitude and phase information of CSI to detect moving
targets. Also, it detects static person by detecting rhythmic
human breathing, which induces repetitive changes in received
signals.

Usually, walls may cause severe signal attenuation. The
study [59] shows with experiments that [84] and [105]
suffer from great performance degradation in through-the-
wall (TTW) scenarios, and also proposes a novel scheme for
device-free TTW detection of moving humans.

3) AoA-Based: Except RSS and CSI, AoA can also be
utilized for intruder detection. For example, [74] exploits the
direction-of-arrival (DoA, i.e., AoA) of incident signals on an
antenna array to detect indoor events such as intrusion. It can
achieve FPR = 0 and FNR = 0 with an 8-element antenna
array and optimum thresholds of the built cost function.

Challenges: Detecting intruders in indoor settings becomes
challenging when faced with significant noise and occlusions,
potentially leading to false alarms or missed real threats. Also,
an advanced intruder may mimic authorized users’ signals to
bypass the detection systems, resulting in new threats.

C. Indoor User Localization & Tracking

The proliferation of wireless communication and smart
devices with sensing capabilities has given rise to a growing
interest in location-aware systems or services, such as personal
navigation, mobile tourist guides, and mobile advertising.
The technique of user localization and tracking plays a
pivotal role in achieving those systems or services. In outdoor
environments, mobile devices are often localized with the
Global Positioning System (GPS) technology, while in indoor
environments, GPS signals are severely attenuated, and thus
the GPS positioning fails. Instead, wireless signals have been
widely adopted to pinpoint mobile devices or users in indoor
environments. Table VII presents the comparison of such
studies. Since user movement near wireless communication
links may cause variance in received wireless signals. Such
variance can be thus used to infer the user’s location change.

1) RSS-Based: Reference [104] introduces a radio-
frequency (RF) based system called RADAR, which combines

RSS measurements and signal propagation modeling to local-
ize and track users inside buildings. The median error distance
of RADAR is 2 to 3 meters. Unlike RADAR which relies
on extensive measurement to map the RF environment, [150]
proposes a configuration-free indoor localization scheme that
uses existing WiFi infrastructure rather than a pre-deployment
effort to localize mobile devices. Usually, locating interior
movement from the outside of a building can help people
(e.g., emergency responders and policy) make life-saving
decisions. Accordingly, [70] leverages RSS variance to track
the location of a person or object behind walls, without
the need for an electronic device to be attached to the
target.

The aforementioned approaches [70], [104], [150] focus
on single-target tracking, while [152], [153] realize real-time
multiple target tracking with RSS measurements of wire-
less packets exchanged between the sensors in the network.
Specifically, [153] achieves a root-mean-squared error (RMSE)
tracking accuracy of approximately 0.3 m for a single target,
0.7 m for two targets, and 0.8 m for three targets, while the
highest average tracking error for [152] is 0.45 m with two
targets, 0.46 m with three targets, and 0.55 m with four targets.

2) CSI-Based: Indoor positioning systems based on RSS
are easily affected by the temporal and spatial variance due
to the severe multipath effect in indoor environments. To
alleviate the multipath effect at the receiver, a great number of
research efforts (e.g., [63], [109], [122], [130], [182], [185],
[186]) leverage more reliable CSI to achieve user localization
and tracking. For example, [63] utilizes temporal stability and
frequency diversity of CSI to design a passive indoor localiza-
tion system. Unlike approaches (e.g., [63], [130]) which often
require the dense deployment of APs, [109] proposes a single-
AP indoor localization system, which can capture the user’s
location with a mean error of 2.3 m.

In addition, [122] presents a model-based device-free local-
ization system without requiring any explicit pre-deployment
effort or exhaustive fingerprint collection. The proposed
system can achieve a median accuracy of 0.5 m and 1.1 m
in LoS and NLoS scenarios, respectively. Furthermore, [182]
builds a theoretical model that geometrically quantifies the
relationships between CSI dynamics and the user’s loca-
tion and velocity, achieving decimeter-level accuracy, with a
median location error of 25 cm given initial target positions
and 38 cm without them.

3) AoA-Based: AoA has also been utilized for indoor user
localization and tracking. For instance, [53] proposes a fine-
grained indoor location system leveraging AoA to locate
indoor wireless clients, with a median 23 cm localization error.

4) FMCW-Based: As mentioned earlier, FMCW can help
to measure ToF. Reference [29] WiTrack tracks the 3D motion
of a user using radio reflections that bounce off the body.
Based on ToF to measure the distance, on average, WiTrack
localizes the center of a human body within a median of 10
to 13 cm in the x and y dimensions, and 21 cm in the z
dimension. Moreover, WiTrack2.0 [57] is improved to localize
static users due to breathing and multiple users. Specifically,
it can localize up to five people simultaneously with a median
accuracy of 11.7 cm in the x/y dimensions.
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TABLE VII
COMPARISON OF USER LOCALIZATION & TRACKING STUDIES

Challenges: In indoor user localization & tracking systems,
wireless signals will distort due to the complex indoor
environments and dynamic changes. Moreover, collecting a
comprehensive fingerprint database for the entire indoor area
can be labor-intensive and time-consuming, and keeping this
database updated with changing indoor conditions adds further
complexity. Another issue is to distinguish signals from users
in multi-user scenarios, in which it is challenging to accurately
localize and track each user’s movement.

D. Person Counting

The person counting (i.e., counting the number of per-
sons) in public places (e.g., shopping centers and airports)
plays a significant role in pervasive applications, includ-
ing human safety monitoring, traffic control, public area
surveillance, user-oriented services, and marketing analysis.
Traditional camera- or device-based methods have limitations.
Specifically, camera-based methods may bring privacy con-
cerns, and the performance will be poor in NLoS scenarios
or low-light environments; device-based ones are costly and
inconvenient, as they require users to physically carry Radio

Fig. 13. Impact of persons on wireless signal transmission.

Frequency Identification (RFID) tags, smartphones, or other
sensors. Wireless sensing is promising to achieve person
counting due to the wide adoption of wireless infrastructure
via either coarse-grained RSS or fine-grained CSI. Table VIII
illustrates the comparison of such studies.
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TABLE VIII
COMPARISON OF THE EXISTING WIRELESS PERSON COUNTING STUDIES

1) RSS-Based: It is observed that the RSS measurements
tend to have very little variance in an environment where
there is no person present between the transmitter (TX) and
the receiver (RX), as shown in Figure 13 (a). However, the
RSS value would have large variations when there is a person
between TX and RX. Meanwhile, different numbers of persons
lying between TX and RX would generate varying impacts
on the TX-RX wireless channel [55], [77], [78], leading to
distinctive RSS changes. Figures 13 (b) and 13 (c) illustrate
examples of the corresponding single-person and multi-person
scenarios, respectively. Generally, the relationship between
the number of persons and the RSS average/variance can be
modeled with a linear approximation formula [77], which can
be used to estimate crowd density. Also, the study [55] verifies
the feasibility of using the profiling RSS data collected with
only a single subject present to count multiple subjects in the
same environment with no extra hardware or data collection.
To obtain precise estimation results, [78] presents a novel
RSS-based Wireless Sensor Network (WSN) application using
RSS to estimate different densities in different subareas by the
K-means algorithm. These RSS-based approaches, however,
require the extensive deployment of sensor nodes and pre-
building of the RSS fingerprint database, causing extremely
high costs and training efforts.

2) CSI-Based: CSI is highly sensitive to environmental
variation, and its variation is able to indicate the change in
the number of persons in the monitored area. Particularly,
the study [117] identifies a stable monotonic function to
theoretically characterize the relationship between the number

of moving people and the CSI variation, and proposes a
metric PEM (Percentage of nonzero Elements) in the dilated
CSI matrix to indicate the crowd size. Another study [162]
develops a semi-supervised learning approach using the non-
linear regression method to accurately estimate the number of
participants leveraging CSI readings in indoor venues, which
can significantly reduce training efforts. It also proposes a
human density estimation approach based on the analysis of
the CSI variance histogram across different WiFi subcarriers.

Challenges: Person counting systems are capable of esti-
mating the number of persons in the monitored area. However,
when there are multiple users overlapped by each other, these
systems fail to accurately differentiate users. Also, it is not
easy to deal with diverse environmental and user conditions.

E. Gesture Tracking

Gesture tracking is an active and important topic due to its
wide application in a variety of areas, such as healthcare, elder
care, and smart homes. In general, as shown in Figure 14,
we divide gestures discussed in existing studies into three
categories: (1) macro-movement, which are gestures involving
whole body movement, such as walking, running, sitting down,
standing up, picking up, cooking, and opening a door; (2)
micro-movement, which are small gestures involve a portion
of a body, such as hand/finger/mouth movements; (3) sudden-
movement, which happens accidentally, such as falling.

Traditional gesture recognition approaches often utilize
audio, vision, or wearable sensors. Such methods may
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TABLE IX
COMPARISON OF MACRO-MOVEMENT GESTURE TRACKING STUDIES

Fig. 14. Human gesture tracking using wireless signal.

have some limitations in practice. For example, audio-based
approaches are vulnerable to ambient acoustic noise and
they are thus not desirable to recognize micro-movement
gestures; vision-based methods require line-of-sight (LOS)
scenarios with good lighting conditions; wearable sensor-based
strategies need users to physically wear these sensors, resulting
in inconvenience and extra costs. Wireless-based techniques,
however, are able to address the above challenges and achieve
high accuracy in tracking various types of human gestures.
Tables IX, X, and XI present the corresponding comparison
of these wireless gesture tracking studies.

1) RSS-Based: Human gestures may distort surrounding
wireless signals, causing distinguishable fluctuation patterns
on RSS measurements.

Macro-movement: Each whole-body gesture has its par-
ticular way of being performed by a human, inducing a
unique impact on environmental wireless signals. Such an
impact would be reflected by RSS readings captured by
nearby wireless receivers. For example, [160] proposes a
device-free gesture recognition system by leveraging RSS
fluctuations caused by human macro-movements. Specifically,
it first extracts 17 empirical features (e.g., highest signal peak
and median signal strength) from the captured RSSs. With
such features, it then develops a kNN classifier to recognize

four regular macro-movement gestures (i.e., lying, standing,
walking, and crawling) with an average accuracy of 86.4%.

Micro-movement: RSS can also be utilized to identify dif-
ferent micro-movement gestures. For example, the study [114]
exploits the RSS fluctuation to identify 11 gestures, while
the recognition accuracy is as low as 51%. To improve the
accuracy, [115] leverages a directional antenna to recognize
action-oriented gestures from the standard American Sign
Language (ASL). It can then classify up to 25 fine-grain
gestures with an average accuracy of 92% in the office scenario
and 84% in the car scenario. Another study [11] further
improves the recognition accuracy of 7 hand gestures to 96%.

2) CSI-Based: Due to the low resolution and limited sens-
ing capability of RSS measurements, it is often difficult
to achieve fine-grained activity recognition. Instead, recent
studies propose to exploit CSI measurements for better gesture
recognition performance.

Macro-movement: By matching CSI patterns against activ-
ity profiles, the study [9] distinguishes a set of in-place
(e.g., cooking, washing dishes, bathing, studying, eating,
and sleeping) and walking activities. It achieves an average
detection rate of over 96% and an average false positive rate
of less than 1%. Also, based on theoretical models of CSI
dynamics and human activities, the studies [139], [140] build a
human activity recognition and monitoring system, which can
achieve an average accuracy of greater than 96% to classify a
large set of macro-movement gestures.

Micro-movement: With fine-grained CSI information col-
lected from COTS devices, [126] is the first to achieve
micro-movement gesture recognition. It can classify 4 micro-
movement gestures with an average accuracy of 92% in the
LoS scenario and 88% in the NLoS scenario. For finger
movement, [86] recognizes 8 typical finger gestures (i.e., zoom
in/out, circle left/right, swipe left/right, and flip up/down)
with over 93% recognition accuracy. In comparison, another
study [82] achieves up to 90.4% average accuracy for rec-
ognizing 9 digits finger-grained gestures from the standard
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TABLE X
COMPARISON OF MICRO-MOVEMENT GESTURE TRACKING STUDIES

American Sign Language (ASL). For mouth movement, [6]
enables Wi-Fi signals to “hear” a user’s talks by employing
the CSI changes caused by the motion related to the tongue,
lips, and jaws. It can achieve an average accuracy of 91%
for a single individual and 74% for three people talking
simultaneously. The above systems only work effectively for
stationary users, whose position or orientation in the given
environment does not change significantly during the training
and test phases. However, the user configuration (i.e., the
position or orientation information) may affect the patterns
of CSI changes. To address this problem, [89] proposes a
novel translation function that can generate virtual samples

of a given gesture using a real sample of that gesture
collected from the user. It thus requires the user to provide
training samples in only one configuration and can recognize
6 gestures irrespective of the user’s configuration. It also
shows that when a user’s configuration at testing is not the
same as that at training, the gesture recognition accuracy can
reach 91.4%.

Sudden-movement: Existing studies propose wireless-
based real-time, non-intrusive, and low-cost fall detection
systems [65], [110], [137], [195]. Among them, [195] is the
first to use both the phase and amplitude of CSI to detect
falls in indoor environments with a fall detection precision of
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TABLE XI
COMPARISON OF SUDDEN-MOVEMENT GESTURE TRACKING STUDIES

89% and a false alarm rate of 13% on average. Later, another
work [65] provides the theoretical analysis to prove that falling
can be distinguished using wireless signals from other human
motions (i.e., resting, sitting down, walking, and standing up),
and it achieves a 94% TPR (True Positive Rate) with a 13%
FNR (False Negative Rate).

To further enhance the performance, the study [137] finds
that the difference in CSI phase between two antennas is
more sensitive to fall than CSI amplitude, and also the
sharp power profile decline pattern of the fall in the time-
frequency domain can be used for accurate fall detection.
It then achieves 91% of sensitivity and 92% of specificity.
Similarly, another study [110] utilizes the conventional Short-
Time Fourier Transform (STFT) to extract time-frequency
features. It then uses a sequential forward selection algorithm
to single out features that are resilient to environmen-
tal changes while maintaining a higher fall detection rate,
achieving an average fall detection accuracy close to 80%
when the environment changes while 93% for a pre-trained
system.

3) AoA-Based: The study [37] presents Wi-Vi, a wireless
technology that uses AoA to track motion. It is the first to
implement a gesture recognition system through walls and
does not require the human to carry any wireless device. Wi-
Vi can detect simple body gestures with 100% accuracy at all
distances less than or equal to 5 m. Instead of simple gesture
recognition, another AoA-based study [15] can continuously
track the hand’s trajectory for in-air handwriting of letters,
words, and sentences with an average letter and word recog-
nition accuracy of 95% and 91%, respectively.

4) Doppler-Based: Different body movements may result
in different positive and negative Doppler shift patterns. The
unique Doppler shifts profile can be thus used for gesture
tracking. For example, the study [8] extracts Doppler shifts
in LOS, NLOS, and through-the-wall scenarios to detect and

classify a set of nine gestures with an average accuracy of as
high as 94%.

5) FMCW-Based: FMCW radar has also been applied to
gesture recognition. Since FMCW radar takes up to 1.79 GHz
bandwidth instead of the 20 MHz bandwidth of WiFi devices,
it can achieve higher time resolution and better performance.
For example, the study [58] is the first end-to-end FMCW
radar sensing system specifically designed for tracking and
recognizing fine hand gestures. It can achieve 92.1% accuracy
over the 1000 test gestures.

Challenges: Accurate recognition and tracking of gestures
present significant challenges. One such challenge is that the
signal variation induced by micro-movement tends to be much
smaller compared to marco-movement and sudden-movement.
To address it, existing systems often place the transmitter and
receiver in close proximity to the target, which limits the
small-scale scenario. Alternatively, directional antennas and
beamforming techniques can be exploited to remove the noise
and interface, also reducing the sensing area.

F. Vital Signs Monitoring

Vital signs, including breathing rate/volume and heart rate,
may disclose a person’s essential body function, e.g., sleep
quality, stress level, and health condition. Traditional methods
to monitor vital signs need special equipment (e.g., ambulatory
cardiorespiratory monitor [199]) and require a patient to wear
dedicated sensors, which are costly and intrusive. For example,
polysomnography is often used to diagnose various sleep
disorders [200], and the average cost of overnight polysomnog-
raphy is around $1,000 to $2,000 per night [201]. Other
portable devices (e.g., Masimo’s MightySat fingertip pulse
oximeter [202]) are less expensive, but they are also intrusive
as they require users to wear them and may make people feel
uncomfortable. Additionally, some systems (e.g., [203]) utilize
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TABLE XII
COMPARISON OF EXISTING WIRELESS VITAL SIGNS MONITORING STUDIES

cameras to track the movements of the user’s chest for breath-
ing rate estimation. Such camera-based approaches, however,
can be negatively affected by a low-light environment, and
meanwhile, raise user privacy concerns.

Vital signs inference via wireless signals (e.g., [67], [81],
[112]) has drawn increasing attention because of its low-
cost, non-invasive, and easy-to-deploy properties. Table XII
summarizes and compares existing such studies.

1) RSS-Based: Wireless channels are highly sensitive to
tiny body movements caused by breathing and heartbeats.
Consequently, the corresponding RSS measurements fluctuate
over time with these movements and thus can be leveraged
to infer vital signs. For example, the study in [81] shows
that breathing induces sinusoidal variation in the measured
RSS on a link. With RSS measurements from 20 links
simultaneously, it can achieve breathing rate estimation with
root-mean-square error (RMSE) between 0.07-0.4 breaths per
minute (bpm) by applying the maximum likelihood estimation

(MLE). Another study [79] later utilizes just a single TX-
RX pair to measure RSS to estimate a user’s breathing rate
with a mean absolute error (MAE) of 0.12 bpm. Also, [56]
can estimate different breathing rates within 1 bpm error and
detect abnormal breathing situations (e.g., apnea) with more
than 96% accuracy.

2) CSI-Based: As aforementioned, RSS represents coarse
channel information while CSI represents fine-grained channel
information, consisting of subcarrier-level information. As a
result, CSI is more sensitive to detecting breathing activity
and the CSI-based approaches can capture breathing from a
distance [4], [67], [103], [112], [142], [156], [159], [204],
[210], [211]. Off-the-shelf WiFi devices can continuously
collect CSI around a person to infer the person’s breathing rate
in different sleeping positions [112]. Also, the study [142] is
the first to introduce the Fresnel zone model for respiration rate
detection, and provides the general theoretical foundation to
explore the feasibility of breathing rate detection by correlating
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TABLE XIII
COMPARISON OF WIRELESS KEYSTROKE INFERENCE TECHNIQUES

CSI and one’s breathing depth, location, and orientation. Based
on the observation that the variation of the CSI phase is
more robust than amplitude to various environmental factors
(e.g., the link distance and nearby obstacles), TensorBeat [204]
leverages a tensor decomposition method and CSI phase
variations to monitor breathing rate. Another study [103]
empirically reveals CSI provides more robust estimates of
breathing rate compared with RSS.

3) Doppler-Based: Doppler radar systems have been
proposed to achieve breathing detection [31], [32], [33], [34],
[35], [100], [101]. For example, the study [101] exploits
2.4 GHz Doppler radar to capture the breath volume based on
a phase-motion demodulation algorithm, achieving a median
accuracy from 90% to 95.4%. Another work [102] later utilizes
the synchrosqueezing transform (SST) based signal processing
method to extract high-resolution instantaneous vital sign
rates, and obtains accuracy of 100% for respiration estimation
and over 90.2% for heartbeat estimation. According to the
Doppler theory, a target with time-varying movement but zero
net velocity will reflect the signal, whose phase is modulated in
proportion to the displacement of the target [98]. A stationary
person’s chest and stomach can be thus regarded as a target.
However, such Doppler radar based techniques suffer from
the null point problem, which significantly degrades the
measurement accuracy [34], [212], [213].

4) FMCW-Based: Doppler-based methods do not have a
good way to eliminate the influence of moving objects
in the front or behind the target, while an FMCW radar
can separate the radio signal reflections from different
objects and measure the breathing rate and heartbeat with
high accuracy [3], [25], [26]. The breathing-induced body
movement changes the signal reflection time. By analyzing
such changes, the breathing rate can be extracted. For instance,
Vital-Radio [3] can track the vital signs of multiple users
simultaneously, and achieves median accuracy in measuring
breathing and heart rates of 99.3% and 98.5% respectively
for one single user. For three users, breathing and heart rate
monitoring accuracy is around 98%. However, high resolution
(i.e., the minimum measurable change) requires a large sweep

bandwidth B as the resolution equals C
2B [29], where C is the

speed of light.
Challenges: Many existing systems require users to be

stationary for accurate measurements, which limits the utility
in real-world applications where users often move. Also, the
performance is closely related to the user’s location and body
orientation. Moreover, privacy and security concerns arise
when collecting and processing sensitive health information.

G. Keystroke Recognition

People inevitably type sensitive information, such as personal
identification numbers (PINs) and private messages, into
computer systems via a keyboard for authentication, storage,
or transmission under many practical and sometimes public
scenarios. In recent years, many studies have shown the success
of leveraging wireless signals to infer keystrokes (e.g., [16],
[17], [19], [21], [216]). Compared with other side-channel
keystroke inference attacks (such as video-based [217], [218]
or vibration-based [219], [220]), wireless-based techniques
have three advantages: (1) wireless signals are ubiquitous and
invisible, causing wireless-based keystroke inference techniques
easy to set up and less likely to arouse suspicion; (2) they are non-
invasive as there is no need to pre-install malware on the victim’s
device; (3) unlike video-based or sensor-based attacks, they do
not require the victim to be in line-of-sight or close proximity of
the wireless transceivers. Table XIII compares some technical
parameters and the performance of existing wireless keystroke
inference studies.

1) RSS-Based: BrokenStrokes [214] detects the presence
of specific keywords in long keystroke sequences by only
eavesdropping on the keyboard-dongle communication links.
In detail, it converts the received signal strength peaks to inter-
keystroke timings, and then to keywords, achieving over 70%
accuracy in the harshest conditions and over 90% accuracy in
normal operating conditions.

2) CSI-Based: The study [16] uses fine-grained CSI to
perform keystroke inference, with 96.4% recognition accuracy
for classifying single keys. Another study [19] utilizes CSI
to identify a 6-digit password with a success rate of 80%.
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Also, the work [215] uses acceleration and microphone sensors
of smartphones to determine the keystroke period in which
CSI is collected for keystroke inference. It can achieve a
key recognition accuracy above 83%. Most of those wireless-
based keystroke inference techniques (e.g., [16], [19], [216],
[221]) still require a training process to pre-label the observed
wireless signal sample with the corresponding keystroke.
Reference [17] removes the training process by exploring
the context correlation which is strictly constrained by the
spelling and grammar of the English language, achieving high
accuracy of 95% for an input of 150 words. However, it
cannot be used for inferring numbers, in which digits are
usually randomly combined. A recent study [21] requires
neither labor-intensive training nor contextual information, and
identifies a new type of attack that can compromise numerical
keystrokes by exploiting spatiotemporal features of keystroke-
disturbed wireless signals.

Challenges: Keystroke recognition is further complicated
by the presence of ambient noise and interference from other
environmental objects or individuals, as well as the diversity in
typing styles among different individuals. Furthermore, prac-
tical implementation of keystroke recognition systems often
requires high sampling rates, which may not be supported by
all wireless devices or may lead to high power consumption.

H. Integration Into Real-World Systems

Numerous practical implementations of HPI can be found
across various domains. We introduce several associated real-
world systems and platforms.

Biometric Identification Systems: These systems utilize HPI
to uniquely identify individuals, including fingerprint scan-
ner [222], iris camera [223], facial recognition [224], or voice
recognition [225], [226]. They analyze unique biological or
behavioral attributes to grant authorized access to the system.
For example, Apple Face ID [224] employs the TrueDepth
camera system to accurately map the geometry of a user’s
face for authentication. Similarly, Samsung [223] leverages iris
recognition based on the unique shape and pattern of the iris
to identify users.

Security Surveillance Systems: These systems incorporate
multiple sensors such as motion sensors, image sensors, or
microphones, for intruder detection. They analyze human
behavior to recognize unauthorized individuals, trigger alerts
or alarms for prompt responses, and identify various suspicious
activities [227], [228], [229], [230], [231], [232].

Indoor Positioning and Navigation Solutions: Companies
like IndoorAtlas [233] and Estimote [234] provide indoor posi-
tioning and navigation solutions for accurate indoor location
tracking in various applications, including retail, healthcare,
and transportation. IndoorAtlas [233] enhances positioning
performance on top of existing WiFi or beacon deployment,
while Estimote [234] focuses on proximity sensing and loca-
tion tracking using Bluetooth Low Energy (BLE) beacons.

People Counting and Crowd Management Solutions:
Retailers, event organizers, and transportation hubs com-
monly utilize people counting systems to estimate crowd
density, manage queues, and optimize space utilization. Axis

Communications [235] and Hikvision [236] provide systems
consisting of surveillance cameras and advanced algorithms to
count individuals and track their movements in real time.

Gesture Recognition Systems: Gesture recognition tech-
nology is applied to a wide range of industries, including
gaming, Virtual Reality (VR), Augmented Reality (AR), and
smart IoT devices. Notably, Microsoft Kinect [237] utilizes
depth sensors based on ToF to measure the distance of
objects from the camera, enabling skeletal tracking in gaming
applications. It allows users to control games and navigate
menus using natural interactions. Also, Ultraleap 3Di [238]
and Intel RealSense cameras [239] offer precise hand and
finger tracking with high accuracy and low latency, interpreting
gestures and translating them into commands or interactions
with digital content.

Healthcare Monitoring Devices: Wearable devices, such as
fitness trackers and smartwatches, offered by Fitbit [240],
Apple [241], and Garmin [242], have gained popularity for
enhancing health and well-being. These devices may use
multiple sensors, including optical sensors for heart rate
monitoring, accelerometers for motion tracking, and additional
sensors like gyroscopes for sleep pattern recognition.

Smart Home Automation Systems: Companies like
Nest [243], Ecobee [244], and SmartThings [245], provide
smart home automation systems based on HPI to enhance
comfort, energy efficiency, and convenience. These systems
integrate various sensors to make intelligent decisions based
on user behavior and preferences. Motion sensors are used for
occupancy detection, while RSS is employed to determine the
presence of users in different rooms. With this information,
smart thermostats are capable of optimizing temperature
settings and energy consumption, reducing unnecessary
heating or cooling when the room is unoccupied.

I. Communication Efficiency Enhancement

Furthermore, the ability of HPI inference provides valuable
data for system control and decision-making, leading to
enhanced communication efficiency. With HPI inference, a
system can make context-aware decisions that are tailored to
the user’s specific needs in the following aspects:

� Optimized Power Consumption: HPI can help turn on/off
the power-saving modes in communication devices. For
example, a smart thermostat could adaptively adjust
room temperature based on crowd density and human
activity [246]. Similarly, smart systems can optimize
their functionality to minimize energy consumption and
maximize performance during peak usage periods [247].

� Latency Reduction: Real-time decisions and data trans-
missions can be optimized based on the inferred human
presence. For example, a study [248] utilizes user position
for data pre-buffering and pushing information from the
server database to the user’s database to ensure minimal
latency when the user interacts with the device.

� Dynamic Bandwidth Allocation: HPI can enable dynamic
bandwidth allocation to improve communication effi-
ciency. For example, when an HPI inference system
detects a conference room filling up with people, it can
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anticipate increased data usage and allocate additional
bandwidth [249] to accommodate the surge in demand.

� User Experience Enhancement: Knowing users’ loca-
tion and timing of their presence enables networks
to proactively optimize settings. For instance, recent
research [250] incorporates multiple decision parameters
including RSS, network load (NL), and user service rate
requirements for access selection. This approach ensures
the provision of high-quality and uninterrupted service,
further enhancing the overall user experience.

Additionally, a smart health monitoring system can
promptly alert healthcare providers in real time based on
detected abnormal vital signs. HPI inference plays a significant
role in enhancing communication efficiency.

In conclusion, HPI applications using wireless sensing
technologies have shown significant promise. They provide a
non-intrusive and ubiquitous approach to monitoring human
activities and behaviors, enabling a wide range of applications
such as user identification, intrusion detection, indoor user
localization and tracking, person counting, gesture recognition,
vital signs monitoring, and keystroke recognition. Importantly,
these HPI applications are not just theoretical concepts but
have practical implementation in our daily lives, thereby
further enhancing communication efficiency.

V. FUTURE RESEARCH TRENDS

To employ existing wireless HPI inference techniques, we
often need to first deploy the wireless environment, i.e., setting
up wireless transceivers, either commercial off-the-shelf WiFi
devices or software-defined radio (SDR) systems, around the
target user. As IoT with wireless connectivity is more and
more pervasive and deployed in critical applications, they may
carry sensitive HPI that should be protected. Also, the advance
of machine learning techniques complements traditional signal
processing methods and brings new opportunities to wireless
HPI inference, as machine learning based techniques are
able to learn from and adapt to the environment via experi-
ence [251]. Besides, mmWave communication technology is
increasingly adopted for emerging wireless applications such
as virtual reality (VR) [252]. Compared with WiFi signals,
mmWave radar signals have shorter wavelengths, which may
be exploited to detect subtle motion. With those new changes,
this section discusses the future trends for wireless HPI
inference, accordingly.

A. Challenges With IoT Devices

IoT is a system of interrelated computing devices connected
to a network and/or to one another, exchanging data without
necessarily requiring human-to-machine interaction [253]. Due
to their low-cost and low-power characteristics, IoT devices
have been extensively deployed in various domains, including
smart homes, transportation, health care, and manufacturing,
as shown in Figure 15. According to a recent study about
the global IoT market, it is expected that by 2025, there will
be approximately 27 billion connected IoT devices world-
wide [254]. However, the proliferation of IoT devices brings
several key challenges:

Fig. 15. Extensive applications of IoT.

Challenge 1: Ensuring the security and privacy of sensed
data transmitted wirelessly. IoT devices may monitor users’
private activities, and the data they collect often carry a
great potential for privacy risks regarding the use of the data
and its access [255], [256], [257]. Intuitively, the behaviors
of various smart devices, such as smart door locks, lighting
control systems, and wireless security cameras can be easily
affected by human activity. For instance, in a smart home, the
lighting condition can be adjusted automatically according to
whether the user enters or walks out of the room, and the
door will open if the identity is verified for the user who
wants to enter the room [258]. As wireless signals may carry
important information about these devices’ behavior, they can
be captured and analyzed to infer HPI.

Challenge 2: Keeping multiple IoT devices to be well-
calibrated and synchronized. A vast array of devices with their
own set of capabilities are sourced from different manufac-
turers. Therefore, inter-device data exchange for IoT devices
is challenging. First, IoT devices are often portable, and their
high mobility may introduce noise and interference, decreasing
communication performance. Second, synchronization among
diverse IoT devices is crucial when data from multiple devices
need to be combined or compared, especially for multi-modal
systems that collect data from different sensors, such as
capturing audio, video, temperature, motion, and more. For
instance, if a surveillance system captures both video and
audio [259], a sound should correspond accurately with the
visual event causing it; otherwise, it may cause false alarms
to make the security system unreliable.

Challenge 3: Addressing the heterogeneity among various
IoT devices. On the one hand, different IoT devices may
support incompatible communication standards (e.g., WiFi,
Bluetooth, and ZigBee) and have varying sensing modalities.
For example, a Zigbee smart bulb might struggle to relay
its readings to a smart home hub that exclusively supports
WiFi or Bluetooth. On the other hand, data quality may differ
in different IoT devices. For example, a 4K security camera
might capture 4K video while a normal one may only capture
1080p. Such disparities can lead to inconsistencies in data
quality, which may deteriorate data aggregation or data fusion.

Challenge 4: Designing new authentication method in
emerging IoT devices. Most emerging IoT devices lack a
user interface (e.g., a touchscreen or keypad), and traditional
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authentication methods using direct text entry become inap-
plicable. New secure and robust mechanisms are thus required
to enable wireless communication among IoT devices [260].
For example, the study [261] develops a robust communicating
system for a mobilizable IoT network. It exploits ultrasonic
signals at a frequency corresponding to the target receiver,
forcing the inertial sensors to resonate, so as to convey
information. Also, to authenticate users of IoT devices, [262]
presents a virtual sensing technique that allows IoT devices to
virtually sense user touches on the devices.

Challenge 5: Achieving real-time sensing while improv-
ing energy efficiency. Furthermore, real-time processing and
analysis of HPI within IoT devices have become essential
requirements for various applications, especially for health
monitoring, intruder detection, and fall detection systems.
Responding promptly to the new arrival of data and analyzing
it without delay is crucial in these contexts. This presents sev-
eral challenges, including resource constraints of IoT devices,
data quality, environmental noise, and the need for robust and
adaptable models. Another critical aspect to consider is that
devices continuously monitoring and transmitting data rapidly
consume energy. To address these issues, future research
should focus on developing lightweight machine learning
models, efficient data pre-processing techniques, and adaptive
learning mechanisms that can operate within IoT device
constraints while ensuring accurate and real-time analysis.

B. ML for Wireless HPI Inference

Machine Learning (ML) plays an essential role in wireless
HPI inference systems. ML approaches leverage wireless
signals to sense our environment, detect and monitor our
activities, and localize and track the users. For example, the
work [139] proposes a Hidden Markov Model (HMM) for
human activity recognition; the study [16] trains k-Nearest
Neighbour (kNN) classifiers for recognizing keystrokes; the
Support Vector Machine (SVM) model can be built to per-
fectly classify the gestures [127]. Also, Convolutional Neural
Network (CNN) classifiers can be leveraged for sign language
recognition [166], and another work [128] exploits a three-
layer Deep Neural Network (DNN) for user authentication.
These ML approaches are widely used in past studies, provid-
ing high-accuracy performance. However, the applications of
ML in wireless HPI inference present a lot of challenges.

Challenge 1: Ensuring Reliability of ML Approaches in
HPI Inference. Despite the extensive use of ML techniques in
wireless HPI inference and their high-accuracy performance,
ensuring consistent reliability across diverse scenarios remains
a challenge. Different activities and environments introduce
significant variations in signal patterns, which may cause
a single ML model to underperform in certain situations.
Ensemble learning methods offer a solution by combining
predictions from multiple models, thereby capturing a wider
spectrum of data patterns. For instance, WiARes [263] lever-
ages ensemble learning, fusing predictions from a multiple
layer perceptron (MLP), a random forest (RF), and a support
vector machine (SVM) to enhance human activity recognition
accuracy. Similarly, a recent study [264] presents an ensemble

approach for cross-person activity recognition, demonstrating
increased reliability and more robust predictions compared to
standalone models.

Challenge 2: Integrating machine learning with multi-modal
sensing. Integrating machine learning techniques with wireless
sensing technologies offers vast opportunities for a range
of applications, with most of these methods focused on a
single type of wireless measurement. However, an approach
that combines different types of signals (e.g., acoustic,
CSI, mmWave, infrared, altrasound) can provide more
comprehensive and diverse information for enhanced HPI
inference [265], [266], [267]. For instance, [266] fuses ultra-
sound (which is immune to ambient noise and provides
additional information about the speaker) with acoustic signals
(which offer rich auditory data and are less susceptible to
airflow) for speech enhancement. If machine learning networks
can learn from the combination of these wireless measure-
ments, it can result in more robust HPI inference techniques.
Such techniques would be particularly beneficial in ubiquitous
deployments, especially in future smart homes with many IoT
devices.

Challenge 3: Achieving scalability and adaptability.
Existing WiFi sensing techniques based on ML (deep learn-
ing) require a labor-intensive and time-consuming process of
collecting training data or fingerprints. The training data need
to be collected for each target subject or activity across diverse
environments. While feasible for a subset of users and typical
environments, it becomes impractical when expanding to new
users or environments. These constraints limit the applicability
of such techniques in larger, more complex settings. Therefore,
there is an urgent need for innovative solutions that can
reduce the extensive data collection requirement, enabling
more scalable and flexible WiFi sensing applications. To
address it, [268] applies transfer learning to effectively reuse
knowledge across different sites and tasks. In addition, [269]
utilizes domain adaptation, allowing the trained model to be
applied to untrained domains (e.g., new cars, new drivers) for
in-car activity recognition. Despite promising progress in these
areas, several challenges, such as ensuring model robustness
and reliability in new environments, still need to be addressed.
Nonetheless, the potential of these techniques to significantly
enhance the scalability and usability of deep learning models
makes this an exciting area for future research.

Challenge 4: Mitigating security concerns in wireless ML.
The usage of machine learning algorithms in the wireless
domain also brings security concerns. Specifically, adversarial
machine learning is receiving increasing attention nowadays,
which can effectively disrupt wireless communications [270].
It studies vulnerabilities of machine learning approaches in
adversarial settings and develops systems to make learning
robust to adversarial manipulation [271]. An adversary can
carefully design inputs, then feed them to machine learning
models in the test or training phase to manipulate the behavior
of a legitimate system by launching adversarial attacks [272].
For example, [273] trains a generative adversarial network
(GAN) to spoof wireless signals. Hence, adversarial attacks
and countermeasures should be considered when applying
machine learning tools in achieving wireless HPI inference.
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C. HPI Inference With mmWave

Millimeter wave (mmWave) communication has been wit-
nessed as a promising technology for next-generation wireless
systems. Millimeter wave frequencies range from 30 GHz to
300 GHz, which are much higher than those used by tradi-
tional wireless technologies (e.g., WiFi). As the wavelength
of a signal is inversely proportional to its frequency, the
wavelength at mmWave frequencies is much shorter than at
lower frequencies. Thus, the size of the electronic components
designed for transmitting and receiving these signals can be
reduced [274], and it is possible to design smaller, more
compact, and more portable mmWave-supported devices.

Nowadays, mmWave-supported devices are increasingly
popular in everyday life. For example, 5G smartphones are
equipped with mmWave technology, which allows them to
connect to 5G networks and take advantage of the high
speeds and low latency [275]; some wireless routers use
mmWave technology to provide high-speed wireless Internet
connectivity to devices at home or in an office [276];
autonomous driving systems consisting of mmWave radars
provide high-resolution radar images for obstacle detection
and avoidance [277]; mmWave frequencies are also used
in medical imaging devices, such as CT scanners and
MRI machines, to produce detailed images of the human
body [278].

Besides, mmWave operates across a wide bandwidth, which
results in greater sensing resolution. In detail, the resolution
can be computed as R = C

2B , where C is the speed of light and
B is the sweeping bandwidth. Thus, mmWave technology with
a chirp bandwidth of a few GHz will have a range resolution
in the order of centimeters (e.g., a chirp bandwidth of 4 GHz
translates to a range resolution of 3.75 cm) [274].

The high resolution of mmWave enables it to sense
minute human motion. Recent studies show that mmWave
systems have improved performance compared with tra-
ditional wireless systems in terms of achieving various
applications, such as user localization [279], vital signs
monitoring [280], [281], activity recognition [116], [282],
occupancy detection [283], user identification [284], [285],
and speech acquisition [286], [287], [288]. Those studies pro-
vide the initial foray into HPI inference using mmWave, and
we expect more such schemes will be designed targeting
a broader category of HPI with the increased adoption of
mmWave techniques.

Challenge 1: Extending the effective range of mmWave
sensing. Indeed, millimeter-wave (mmWave) technology
demonstrates significant potential for high-precision, non-
intrusive HPI inference applications. However, there are
inherent challenges that need to be addressed, including
occlusion and signal attenuation. mmWave signals are highly
susceptible to obstruction by obstacles and suffer from sig-
nificant signal attenuation over long distances. It makes
reliable HPI inference in diverse environments challenging.
Because signal attenuation tends to increase with frequency,
mmWave radar operating at a higher frequency may have a
shorter effective range. To address this problem, an intuitive
approach is to simply increase the transmitter power, but

this solution is not energy-efficient and may pose additional
issues such as interference with other systems and potential
health concerns. Therefore, it is an important direction for the
future to investigate intelligent reflecting surfaces (IRS) [289]
and reconfigurable intelligent surfaces (RIS) [290], which are
employed in the communications domain for signal propaga-
tion and beam steering for a larger coverage area.

Challenge 2: Designing advanced integrated circuits and
systems. High carrier frequencies and bandwidths introduce
design challenges for mmWave communication circuit com-
ponents and antennas. The high transmit power and large
bandwidth can cause nonlinear distortion in power amplifiers.
RF integrated circuits also face issues related with phase
noise and IQ imbalance. On the other hand, the implementing
mmWave technology requires high-frequency and high-speed
components, demanding advanced system design and precise
manufacturing techniques to produce these energy-efficient,
compact, and cost-effective components [274].

Challenge 3: Adopting mmWave techniques in multimodal
sensing. Another significant trend in the future is multimodal
sensing. Combining mmWave sensing with other sensing
modalities (e.g., acoustic, infrared) could enhance the accuracy
and robustness of HPI inference. For example, the study [265]
integrates mmWave and acoustic signals from a microphone,
thereby facilitating a noise-resistant, long-distance speech
recognition application. Similarly, the work [291] jointly
analyzes mmWave and thermal camera signals, achieving
privacy-preserving temperature screening and human tracking.
These studies provide exciting opportunities for innovative
interaction techniques, applications, and use cases.

In summary, wireless HPI inference is a promising field with
significant challenges, including privacy and security concerns,
robustness in various environments, and scalability for large-
scale deployments. As for future trends, multimodal sensing
is expected to gain prominence, as systems integrate different
sensing modalities to gather comprehensive data for more
accurate and detailed inference. The rise of edge computing
and AI, coupled with the growth of the IoT ecosystem, paves
the way for real-time data processing and broader integration
of wireless HPI sensing. This expansion opens up potential
applications in areas such as healthcare, retail, and smart
homes. Considering these trends and challenges, wireless HPI
sensing is a promising area for future research.

VI. CONCLUSION

In this survey, we review the existing research effort
on wireless human profile information (HPI) inference. An
overview of the HPI inference system is proposed, including
data collection, data preprocessing, feature extraction, algo-
rithm design, and applications. We systematically analyze
different wireless sensing modalities, features, and techniques
applied in varying phases of HPI inference. Also, we discuss
the major applications associated with wireless HPI inference,
including user identification, intruder detection, indoor user
localization & tracking, person counting, gesture tracking, vital
signs monitoring, keystroke recognition, integration into real-
world systems, and communication efficiency enhancement.
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Furthermore, we highlight future trends of wireless HPI
inference from three aspects: challenges with IoT devices,
integration with machine learning techniques, and increasing
adoption of mmWave applications. Wireless HPI inference is
an emerging research area and there is an urgent need for
further investigations to detect, quantify, and protect human
privacy in ubiquitous wireless environments.
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