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Abstract—It is critical to enable a driver to control in-vehicle
devices (e.g., a smartphone) during driving, especially when the
driver is in danger. Existing in-vehicle communication often relies
on speech communication or hand operation. However, such an
approach is not always available (e.g., if the phone is out of reach
or the driver is monitored and forced not to use it), and may also
bring safety concerns by diverting attention from driving. In this
work, we investigate the possibility of disseminating commands for
a driver through pedal operation and develop CommanderGPS, a
system that utilizes pedal operation to control vehicle movement
as a transmitter, while an in-vehicle GPS-equipped device, which
can capture vehicle movement, as a receiver. The discovered
communication modality is inconspicuous and safe because it
does not require the driver to use their voice, take their hands
off the wheel, or remove their foot from the pedals. It still
allows the driver to engage in communication while driving.
We implement CommanderGPS on top of commercial off-the-
shelf (COTS) GPS-equipped mobile devices and conduct a suite
of experiments to validate its feasibility, efficiency, and security.
Extensive experimental results demonstrate that CommanderGPS
could achieve a success rate of above 96% for transmitting Morse
code and a comparable text input speed to other Morse code based
input systems. Meanwhile, an attacker is unable to recover the
disseminated commands by stalking the target vehicle.

Index Terms—Pedal control, Command dissemination, GPS

I. INTRODUCTION

All modern motor vehicles are equipped with emergency
flashers, which, when activated, can indicate that the vehicle
temporarily meets a hazard through the simultaneous operation
of a vehicle’s all direction-indicator lamps [40]. However,
the driver must physically push the hazard flasher button to
initiate the warning signals, and the lights typically only warn
drivers in neighboring vehicles. Thus, the automotive hazard
warning system is often insufficient for a driver to send real-
time emergency messages, such as calling the police.

It is well known that taxi or rideshare drivers are exposed to
high risks of crimes or accidents [1], [35]. To help drivers in an
emergency, ridehails such as Uber and Lyft provide emergency
call features (e.g., direct 911 button) in their smartphone
apps [17], [39]. However, they still require the driver to trigger
the alert with either a keypress or voice command, which may
not always be available to the driver. For example, it is reported
that in 2017, an off-duty Uber driver was threatened by two
armed criminals to drive them [44]; in 2020, a Uber driver
was forced to drive to an ATM in a robbery [29]. In both
cases, the victims were unable to call 911 while driving as
the criminals were pointing a gun at them. Such incidents
(e.g., carjacking and forcing the driver to drive) happen quite

frequently (e.g., [20], [36]) and pose serious threats to the safety
and security of the vehicle, the driver, and the passenger. Thus,
developing a practical way of enabling a driver to secretly send
out emergency messages while driving is critical and urgent.

Meanwhile, traditional in-vehicle message transmission
methods via hand operation or voice may cause distracted driv-
ing, which diverts the driver’s attention from driving [22]. Dur-
ing driving, a driver may fiddle with the in-vehicle infotainment
system and operate a mobile phone. According to the AAA
Foundation for Traffic Safety, drivers using in-vehicle voice-
based or touch screen features may be mentally and physically
distracted, potentially causing dangerous consequences [10].
Also, the National Safety Council estimates that at least 27%
of all traffic crashes each year are caused by drivers using cell
phones and texting [23]. One out of four accidents in the United
States are caused by texting and talking on the phone while
driving [16]. Even when using the autopilot system that can
control the vehicle without constant manual control, the driver
should keep both hands on the steering wheel at all times [34].

Besides, speech communication between the driver and a
passenger within a moving vehicle is often difficult owing to the
high noise level. Drivers may turn their heads to communicate
with passengers, which is unsafe and may bring discomfort.
Numerous research efforts have been proposed to suppress
the noise signal and thus improve in-vehicle communication
performance (e.g., [7], [32], [38]). It is desirable that there is
a reliable way that enables a driver to safely interact with any
other entity (e.g., phone, passenger, or vehicle).

The aforementioned bottlenecks in existing schemes (hand
operation or voice) for a driver to send out messages during
driving motivate us to think: is there another communication
modality available? This paper takes the first step towards
positively answering this question and explores the possibility
of using vehicle movement as a new communication modality.
Our basic idea relies on the following key observation: a driver
utilizes a foot to control the vehicle movement, which any
in-vehicle GPS-equipped devices can capture. Specifically, a
driver can map a command (e.g., “turn on the music” or “call
the police”) into a sequence of pedal operation and perform
it under safe driving circumstances (e.g., light traffic). At the
same time, an in-vehicle device can decode them with collected
vehicle movement data.

Currently, more than a billion devices (e.g., vehicles, smart-
phones, or tablets) equip GPS, providing estimates of velocity,
position, and time instantaneously, continuously, and inexpen-
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sively [19]. The proposed system is named CommanderGPS,
which enables a driver to send out commands to a GPS-
equipped device without diverting attention from driving.

In practice, a driver may alternatively step on or release the
accelerator and brake pedals with varying force to adapt to
dynamic road traffic. Thus, an important technical challenge
is how to convert a command into pedal operation, which
would not be confused with the normal pedal operation for
accommodating traffic. We analyze the driving patterns derived
from the transitions of vehicular behavior (e.g., acceleration,
deceleration, and uniform motion) during a certain period.
The driving patterns are controlled by the driver and can be
immediately observed by in-vehicle GPS-equipped devices.
In particular, the switch between the accelerator and brake
pedals shows through the structure of vehicular behavior tran-
sitions. For example, assume that a driver steps on pedals
with appropriate force and in order of “A—B—A” (where
‘A’ and ‘B’ denote accelerator and brake pedals, respectively)
during driving. Accordingly, with velocities collected by GPS,
a receiver may observe three transitions of vehicular behavior,
i.e., acceleration, deceleration, and acceleration. A driver can
perform a specified sequence of pedal operation to generate
corresponding driving patterns. Thus, if these driving patterns
are used to encode commands by the driver, the receiver (an
in-vehicle GPS-equipped device) can accordingly decode them
by extracting driving patterns in the observed velocity stream.

However, if a driving pattern is frequently observed in
everyday driving, many commands will be demodulated while
the driver does not intend to send them. On the other hand, if
the converted pedal operation is unsafe or difficult to perform,
such as swiftly and frequently switching the vehicular behavior,
the driver should not perform them for safety considerations.
To overcome both restrictions, we propose a customized mod-
ulation method to translate chosen commands into artificial
driving patterns, which are rarely observed in everyday driving
and easily manipulable by the driver via pedal operation.

We point out that the discovered communication modality
can be used without sacrificing safety, as the driver still fo-
cuses on driving when CommanderGPS is launched. Also, this
communication channel is more flexible as it does not require
the driver and the device to be in close physical proximity.
Instead, the device can capture the commands anywhere in
the vehicle. CommanderGPS is positioned as complementary
to existing communication techniques using hand operation or
voice and plays a critical role, especially when other methods
are unavailable.

Nevertheless, to make CommanderGPS practical, non-trivial
effort should be made to address the following issues:

« Transmission errors: To ensure that any in-vehicle GPS-
equipped device can accurately extract the driving patterns
specified by a driver, CommanderGPS should be robust
against GPS errors and device heterogeneity.

« Communication efficiency: CommanderGPS should en-
able a driver to deliver a command within a reasonable
time frame. Thus, the achievable data rates for Comman-
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Fig. 1: The International Morse Code

derGPS under varying traffic situations deserve discussion.

« Message confidentiality: The sent commands may con-
tain private information, which should be kept secret from
unauthorized users. An adversary may closely follow the
target vehicle, aiming to infer the sent commands. It is a
critical problem to prevent such stalking attacks.

To the best of our knowledge, we are the first to explore
the possibility of using pedal operation to disseminate com-
mands by solving the above three essential concerns. We
implement and evaluate a prototype system using off-the-shelf
GPS-equipped devices. Experimental results demonstrate that
CommanderGPS can achieve a success rate of above 96% for
command dissemination, with comparable input speed to other
Morse code input systems (e.g., [25]). We also demonstrate
that when an attacker follows a target vehicle, such a stalking
attack is ineffective at recovering the disseminated commands.

II. BACKGROUND ON MORSE CODE

Morse code is a widely and flexibly used character encoding
scheme for sending messages [3], [9], [25], [47]. Most people
can memorize it in a few hours [6]. Therefore, we choose to
transmit Morse code using pedal operations.

The International Morse Code [15] encodes each letter or
number as a sequence of two signals named dot (-) and dash
(=), which are distinguishable by their durations. The dot
duration is the basic unit of time measurement in Morse code
transmission, and the duration of a dash is three times that
of a dot. Each signal within a character is followed by a dot
period of silence, and a dash period of silence separates the
two characters. Figure 1 shows the Morse code chart for the
26 English letters (without distinguishing between upper case
and lower case) and the 10 Arabic numerals.

In this research, we borrow the idea of using a combination
of the dash and dot from the Morse code. We define three
symbols - a dash, a dot, and an inter-signal spacing, into three
different driving patterns. A command, composed of characters,
can be thus represented with a sequence of these three symbols.

III. DRIVING CHARACTERISTICS
A. Pedal Control Basics

A driver usually changes vehicle velocity by stepping on the
accelerator or brake pedal, and each acts as a mechanical lever
amplifying the force that the driver applies to the pedal. We
begin with real-world experiments to show how a driver can
change the vehicle’s behavior by applying force on the pedals.
An in-vehicle GPS-equipped device continuously captures the
vehicle velocity. For comparison, we attach a force sensor on
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Fig. 2: Setup of the camera and Fig. 3: Pedal control in differ-
the force sensor. ent modalities.

each pedal to observe the force variation and record the whole
process of pedal operation with a video camera.

Figure 2 shows the corresponding setup. On each pedal, we
attach a force sensing resistor (FSR), i.e., Interlink Electronics
FSR 406 [14], which is low cost and can translate applied force
to the resistor (i.e., pedal) into a voltage output. Both FSRs
are connected to a Raspberry Pi, which collects the generated
output voltage and converts it into the force value. Besides, we
mount a phone camera to monitor the foot position directly.

Figure 3 depicts the vehicle velocity, the applied force,
and the pedal that the foot is stepping on, for a 45-second
driving performed by an adult on an ordinary road. As the two
pedals are close (around 30 cm apart), the time for moving
the foot from one pedal to the other becomes negligible when
the driver swiftly switches the pedal. We observe two major
tendencies. First, the vehicle engine responds instantly with
corresponding velocity variation when the driver presses down
on the accelerator or brake pedal. Such quick responsiveness
enables a driver to control the vehicle movement flexibly via
foot force. Second, by alternatively applying varying force
to either pedal, the driver generates a sequence of vehicle
movement states, each of which may be the state of acceleration
(A), deceleration (D), or constant velocity (C).

Let a(t) denote the acceleration of the driving vehicle at
time ¢. If a(t) is too small (i.e., |a(t)| < ag, where ag is a pre-
determined threshold), the vehicle state is regarded as C'. The
vehicle state then becomes A if a(t) > ay while turns to D if
a(t) < —ag. A driver can adjust the force applied to different
pedals to generate desired vehicle movement states.

Vehicle Acceleration Model: Let M denote the load mass
(i.e., the tare mass plus the load mass). According to the prin-
ciple that the net force equals the product of the mass and the
acceleration, the vehicle’s acceleration a(t) can be calculated
as W [28], where F'(t) and f(t) are the tractive force
and the environment-dependent resistive force (i.e., the sum of
aerodynamic drag and tire rolling resistance [4]), respectively.

The tractive force depends on which pedal is stepped on and
the applied force. Specifically, when the accelerator pedal is
pressed, we have F'(t) = F,,*w,(t), where F,, is the generated
maximum tractive force with the engine at peak power and
w,(t) denotes the degree of pushing the accelerator pedal,
when the brake pedal is pressed, we have F'(t) = — B, xwy(t),
where B,, is the maximum resistance force that the brake pedal
induces, and wy(t) denotes the degree of pushing the brake
pedal. Both of the pushing degrees, i.e., w,(t) and wy(t), lie
in the range of [0, 1], with O denoting that no pedal force
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is applied while 1 representing that the maximum force is
enforced. Therefore, we have

Fry * wa(t) — B, * wb(t) - f(t)
t) = .
alt) o
By manipulating w,(t) or wy(t), a driver can control the
vehicle’s acceleration.

(D

B. Driving Characteristics Injection

A driver normally steps on the accelerator and brake pedals
based on the traffic situation, which may be affected by various
factors, including weather, light/dark, road surface construction,
traffic signals, etc. Such driving activities based on the road and
traffic situations are called natural driving. Vehicle movement
state may vary among the states of A, D, and C. A driver
can perceive vehicular behavior transitions if both consecutive
vehicle movement states last at least a certain time Atg, and
Aty is referred to as the minimum resolvable interval. Without
loss of generality, we have Aty=1 s. Those transitions reflect
the characteristics of the pedal operation during driving.

On the other hand, we observe that a driver may actively
perform the extra pedal operation safely. For example, on
a clear straight road, a driver can alternately step on the
accelerator and brake pedals with minor force for a certain
period without interfering with the traffic. Such minute changes
in vehicular behavior can be captured by in-vehicle GPS-
equipped devices. If a driver can generate specified driving
characteristics different from those in normal driving, the driver
can thus use them as carriers to modulate commands, and any
in-vehicle device can then decode the disseminated commands.

IV. THE DESIGN OF COMMANDERGPS
A. System Overview

CommanderGPS provides a method for a driver to turn the
accelerator and brake pedals into an input interface, as a GPS-
equipped device can continuously sense the vehicle movement
state variation occurring when the driver steps on the pedals
during driving. Based on a selected message encoding scheme,
a command that the driver intends to send will be first converted
into specified driving patterns that are distinct compared with
those exhibited during normal driving (i.e., when no command
is sent). The driver can then inject the pedal operation, cor-
responding to those artificial driving characteristics, into the
driving process.

On the other hand, pedal operation controls vehicle move-
ment, which can be tracked by any GPS-equipped device (i.e.,
receiver) anywhere in the vehicle. With the collected velocities
from GPS, the receiver first removes noise from the data stream.
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As pedal operation cannot change the vehicle movement state
when the vehicle stalls (i.e., not in driving mode), the re-
ceiver then separates the driving data from non-driving data
(observed when the vehicle stalls). Next, the receiver extracts
all driving patterns in the obtained driving data. It detects the
artificial driving patterns, which will be finally converted into
a command with the corresponding message decoding scheme.
Figure 4 shows the flow chart of CommanderGPS when Morse
code is applied to encode a command.

B. Command Modulation

Command modulation is the process of mapping commands
into artificial driving patterns, and converting the mapped
patterns into corresponding pedal operations.

1) Message Encoding: Different message encoding schemes
can be utilized to disseminate commands. Intuitively, we can
convert each command into a single artificial driving pattern.
Let N denote the maximum number of available artificial
driving patterns that can represent messages. With this scheme,
however, the system only works for transmitting N’ (up to N)
commands, and meanwhile it requires the driver to remember
all utilized N’ artificial driving patterns, which would be a great
burden to the driver when N’ is not small (e.g., N’ > 5). On
the other hand, binary code, which uses a two-symbol system
to represent messages, seems to solve the problem, i.e., only
two different artificial driving patterns are required to denote
each character, but it causes a usability problem — the driver
may have difficulty to remember the conversions from each
character to corresponding binary codes.

As Morse code is easy to master and only utilizes three
symbols (e.g., dash, dot, and inter-signal space) to denote each
character, we focus on transmitting Morse code.

2) Artificial Driving Pattern Determination: In general,
a qualified artificial driving pattern for message modulation
should satisfy the following two requirements: (1) uniqueness:
it differs from natural driving patterns so that normal driving
will not initiate CommanderGPS; (2) maneuverability: the
pedal operation that can generate such patterns is not complex
so that they can be smoothly performed by a driver.

Feature Selection: Ideally, a feature extracted from a se-
quence of GPS velocities would enable us to uniquely deter-
mine the corresponding injected message. Let T denote the
feature perception time, i.e., a time window for injecting a
transmission unit. Since the driver may not accurately estimate
the time, T is set flexibly, i.e., T} < Ts < T, where T; and
T, are the lower and upper bounds, respectively.

A perfect feature would then classify natural driving and
artificial driving into different categories, and further divide
artificial driving into distinguishable groups so that the driver
can send different messages by generating and delivering
different artificial driving features. Our strategy is thus to find a
feature that can separate artificial driving from natural driving,
and also divide artificial driving into at least 3 groups for
transmitting Morse code. With an N-sample velocity sequence
captured during T, we then identify a feature from its self-
contained relationship among the samples of the sequence.

Every two successive velocity samples generate a vehicle
movement state (“A”, “D” or “C”). The N-sample velocity
sequence can be thus translated into a sequence of N —1 vehicle
movement states, denoted with St = [s1,---,s$y_1], where
s; i € {1, -+, N — 1}) represents the inter-sample movement
state (i.e., state of the ¢ + 1 sample compared with the i-th
sample). It is still a difficult task for a driver to memorize
all vehicle movement states for every two successive velocity
samples. We thus cannot utilize an inter-sample vehicle move-
ment state to craft a feature. Instead, we combine successive
same inter-sample vehicle movement states into one state, and
therefore Sp will be translated into a sequence of alternative
vehicle movement states S = [s1,---,sp] (M < N — 1),
where s; # s;41 (j € {1,--- , M —1}). Based on S, we build
the following two features:

Length M: We empirically find that a driver does not
frequently change the vehicle movement state within a short
period in a normal driving situation, while more frequent
vehicle movement state transitions can be injected with pedal
operation when the road situation is allowable. Consequently,
a smaller M usually denotes natural driving while a larger M
denotes artificial driving. However, using M as a feature raises
a dilemma. Let /4 be a set consisting of all possible values of
M 1in artificial driving. On one hand, to enable message (Morse
code) dissemination in artificial driving, the size of U/4 should
be no less than 3, driving the value of M larger. On the other
hand, a larger M means that the driver needs to perform pedal
operation more frequently. Such a requirement exerts a greater
burden on the driver and is also prone to error.

Transition Sequence S: The length feature only provides the
number of state variations in a sequence, and does not consider
the exact state information for each variation. The transition se-
quence S provides both information and can be a better feature.
In fact, except for the number of state variations, a driver is also
able to identify the experienced vehicle movement states (e.g.,
via feeling the force that the acceleration/deceleration causes
because of the body’s inertia). Theoretically, according to the
feature of transition sequence, if the vehicle maintains the same
state during the entire period of T, there are 3 groups, i.e.,
A, D, and C; if the vehicle switches the state for just once,
there are 3 % 2 = 6 possibilities of the transition sequence, i.e.,
A—-D A—-C,C—-AC—-D,D— A and D — C. Note
that this period has at most 75 — 1 state transitions. Recursively,
the maximum number of driving patterns can be calculated by
Ny=3+3x2 +... +3x2672 =3 x (25:-1 —1).

In natural driving, however, only a partial of these Ny driving
patterns may appear, as it is usually unnecessary for the driver
to change the vehicle movement state so quickly. Let V,, denote
the number of driving patterns that appear in normal driving,
and thus we have N,, < Nj. The rest (Vs — N,,) patterns can
be exploited for command injection.

3) Symbol-Pattern Mapping: Let S denote the set of all
driving patterns extracted from an N-sample velocity stream,
and |S| denote the size of the set S. When a driver simply
adjusts the pedal operation based on the traffic situation during
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regular driving, all detectable natural driving patterns construct
a set S,. Also, all driving patterns that a vehicle rarely experi-
ences in regular driving but a driver can intentionally make the
vehicle exhibit form another set S;. It can be easily obtained
that S = S, U S;. Ideally, if S, N'S; = 0 satisfies, natural
and artificial driving patterns would not be confused with each
other (i.e., the false positive of recognizing an artificial driving
pattern would be 0). Empirically, with an appropriate 7', the
set .S; often has driving patterns from which a driver can select
one or more for transmitting commands.

Intuitively, we can translate a Morse code symbol into an
element in .S;. Afterward, the driver can securely perform pedal
operation to enable the vehicle to exhibit this selected driving
pattern. Figure 5 shows the frequency of detected driving pat-
terns with a driver’s 16-hour regular driving data when 7" = 5.
The theoretical total number N of driving patterns equals
3 x (2% — 1) = 45. It is observed that there are only 12 driving
patterns performed in regular driving, where 1-state and 2-state
driving patterns compose more than 90% of all. Thus, there
exists room for the driver to determine certain artificial driving
patterns for communication with GPS-equipped devices. For
example, the driver may choose the driving pattern ‘CAC’
as it only has a 0.45% probability of appearance in normal
driving situations (this is because a driver usually does not
accelerate just for a very short time in natural driving), and can
be generated with ease. Within a 5-second interval, the driver
can perform the following operations: maintaining a roughly
constant speed, pressing the gas/accelerator pedal to accelerate,
and soon releasing it to maintain the increased speed.

By selecting three artificial driving patterns representing the
symbols of dot, dash, and inter-signal spacing, the driver can
send morse codes of any comment by injecting the correspond-
ing pedal operation. We conduct a preliminary experiment
to show that the driver can disseminate the selected patterns
without confusion, and the receiver experiences low pattern
recognition errors. We let a driver choose three different driving
patterns (i.e., X = ‘CAD’, Y = ‘ADA’, and Z = ‘CDA’) where
they do not appear during natural driving. Let w indicate a
driving pattern different from X, Y, and Z. The driver injects
each of the selected patterns and w 50 times separately, while an
in-vehicle GPS-equipped device records the vehicle movement
states.

Figure 6 shows the derived confusion matrix, where the cells

lie on a diagonal from (X, X) to (w,w) indicate probabilities of
the correct recognition, while off-diagonal show probabilities of
incorrect recognition. We see that at least 96% of the selected
patterns are correctly recognized. Also, none of the artificial
driving patterns that are not selected are recognized as the
chosen driving patterns. These results imply that the driver and
receiver can clearly distinguish the artificial driving patterns,
while the receiver can experience minor recognition errors
between similar artificial driving patterns sent by the driver.

C. Command Demodulation

Command demodulation converts the collected GPS veloci-
ties to corresponding commands.

1) Data Pre-processing: The received GPS time series is
often noisy and may contain intermittent gaps (or missing data)
due to various interferences (e.g., hardware design, obstructions
by buildings [21]) to the satellite signals.

Interpolation: We occasionally observe GPS signal loss
(i.e., null values) for one or multiple samples. Considering
that the vehicle velocity usually cannot be changed drastically
within a few seconds, to obtain those missing samples, we thus
utilize linear interpolation [18], which estimates a new value
by connecting two adjacent known values with a straight line.

Noise Reduction: We then perform discrete Fourier trans-
form (DFT) to the GPS velocities and observe that the frequen-
cies of GPS velocity variations due to pedal operations primar-
ily lie at low frequencies. We thus adopt a Butterworth low-pass
filter [27] to minimize the impact of the high-frequency noises.

Movement Detection: When a vehicle stalls (in park or
neutral), its velocity should be 0. However, due to noises and
GPS signal delay, this value sometimes may slightly deviate
from 0. Meanwhile, we observe that GPS coordinates almost
remain constant when a vehicle stops. Therefore, when the
variations of both the vehicle velocity and the observed GPS
coordinates are quite small (within pre-determined thresholds),
the vehicle will be regarded as stopped. Correspondingly, the
vehicle movement can be distinguished.

2) Pattern Extraction: Let [vy,...,vy] denote the collected
N-sample velocity sequence. With two adjacent velocities v;,
and v;41 (¢ € {1,2,..., N—1}), the vehicle driving state s; ;11
for these two samples (referred to as sample-level driving state)
can be calculated as

“A”, if Vir1 — U; > )
Siit1 = “C7, if v —v; <6, 2
“D”, if v; — Vigy1 > )

where “A”, “C”, and “D” denote acceleration, cruising (i.e.,
uniform motion), and deceleration, where ¢ serves as the refer-
ence level for tolerating velocity measurement errors. Based on
Equation (2), we can calculate the corresponding sample-level
driving state sequence s = [$1,2,82,3, "+ , SN—1,N]-

Since we focus on state transitions that are utilized by the
driver to construct artificial driving patterns, the consecutive
same sample-level driving states will be concatenated and
regarded as one state of an interval (i.e., interval-level driving
state). For example, a sample-level driving state sequence
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[A,D,D,C,C, A, A] will be translated into corresponding
interval-level driving state sequence [A, D, C, A]. The process
from a velocity stream into an interval-level driving state
sequence can be denoted with a function below:

f: v P= [p17p27"'pj} ’

where P is the obtained driving pattern and p; denotes the j-th
interval-level driving state.

The pattern extraction phase utilizes a dynamic sliding win-
dow T to translate velocity time series into driving patterns and
search for artificial driving patterns that can be further decoded
into commands. Let Sp, denote the set of selected artificial
driving patterns. Specifically, the receiver then executes the
following steps (initially, we set 7' = T} (i.e., the lower bound
of the input period, as discussed in Section IV-B2), the index
i =1, and a flag flag = 0):

(1) Take T consecutive velocities v = [v;, -+ , Vi41);

(2) Run the function f to obtain the driving pattern P;

(3) When P € Sp,, it T < T, (i.e., the upper bound of the
input period), we set flag=1,T =T;+1;ift T =T,, an
artificial driving pattern is detected, and we set ¢ = ¢+ T
and reset flag =0 and T = T};

(4) When P ¢ Sp,, if flag = 0, i.e., no artificial driving
pattern is detected, we then enable ¢ = i+ 1; if flag = 1,
i.e., an artificial driving pattern P is detected, we then
reset flag =0 and T'= T}, and enable i =i+ T,

(5) Jump to step (1).

3) Command Decoding: With the obtained artificial driving
pattern sequence, the receiver runs quantization to generate
dash, dot, and inter-signal spacing (or character spacing), which
is an inverse process of Morse-pattern mapping. Next, all
symbols within two successive inter-signal spacings will be
converted into a character using the public Morse code encod-
ing scheme. Lastly, the command is delivered with a grammar
check, which parses the character sequence into words. The
receiver can thus execute the command correspondingly.

D. Security Analysis

1) Co-located Attack: An adversary has a GPS-equipped
device physically co-located with the driver in the vehicle, so
that she can launch a co-located attack, where she attempts
to monitor messages sent by the driver to the outside world
by observing the vehicle movement data caused by pedal
operation. This attack can be avoided via physical security. In
the following, we discuss that the proposed scheme can still
defend against such attacks by well-regulating parameters.

On one hand, the value range of the flexible period T,
during which the driver generates artificial driving patterns,
can be set dynamically. On the other hand, we observe that
the number of candidate artificial driving patterns is usually
larger than the number of those actually utilized, as discussed in
Section IV-B. An attacker, thus, may not know which artificial
driving patterns are used to represent meaningful information.
Therefore, it imposes a strong requirement for the adversary
to obtain 7" as well as the Morse-pattern mapping. Meanwhile,

the driver may also insert meaningless artificial driving states
through pedal operation to further confuse the adversary.

2) Stalking Attack: We relax the above requirements for
an adversary outside of the target vehicle and discuss a more
suspicious attack, i.e., a stalking attack, where a sneaky and
lucky adversary successfully guesses the parameters the target
driver takes, and follows the trajectory of the target vehicle by
driving another vehicle. It is normally impossible for such an
adversary (or stalker) to directly measure the driving velocity
of the preceding vehicle all the time due to the requirement
of dedicated speed measurement systems and the line-of-sight
obstruction of various traffic factors such as roadside objects
or other running vehicles on the road. Instead, the adversary
may take another strategy, i.e., following the preceding vehicle
on the same route and attempting to make her own vehicle
movement similar to the preceding vehicle, so that she can
demodulate the commands that the driver disseminates with
the collected GPS data on her vehicle.

However, the stalker and the target driver cannot synchronize
the pedal operations for two reasons: (1) they may have varying
distance perception accuracy and reaction time; and (2) the two
vehicles in fact experience similar but different traffic situations
due to uncontrollable traffic flow. As a result, there is an
inevitable mismatch between the observed vehicle movements
of the target driver and the stalker. Therefore, even if a stalker
can figure out the parameters that CommanderGPS uses, she is
still unable to identify the disseminated commands. We verify
this via real-world experiments in Section V-B.

3) GPS Jamming and Spoofing Attacks: An active attacker
may send a strong radio signal over the air to jam GPS satellite
signals from reaching GPS receivers or even inject falsified
(fake) GPS signals to mislead GPS receivers [24], [37], [48].
However, to successfully launch such attacks, an adversary
needs to place a malicious jammer or spoofer in either the
target vehicle or another vehicle (or a drone) that always
closely follows the target vehicle [48]. This imposes a strong
requirement for an adversary.

Moreover, a GPS jamming attack simply disables a receiver’s
ability to decode commands via the observed vehicle movement
while a GPS spoofing attack is more suspicious as an adversary
may inject a fake trajectory into fake GPS signals. However,
an adversary must also carefully select spoofed routes to make
them consistent with the physical road network for GPS spoof-
ing; otherwise, there often exists a noticeable contradiction
between the vehicle’s actual routing on physical roads and the
corresponding GPS trajectory [48]. To detect GPS jamming and
spoofing attacks, a GPS receiver may cross-check the collected
GPS data with dead reckoning results based on inertial mea-
surement unit (IMU) sensors (e.g., accelerometers) [48] or with
the messages received from the mobile cellular network [26].

V. EXPERIMENTAL EVALUATION

We implement the prototype of CommanderGPS and evalu-
ate it in real-world scenarios. The receiver device can be an
off-the-shelf GPS device. The driver aims to disseminate a
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Fig. 7: Velocity data from de-
vices in the same vehicle.

command (consisting of multiple Morse code symbols) during
driving. The following metrics are utilized for evaluation:

o Symbol Success Rate: the number of successfully demod-
ulated symbols over the total number of disseminated
symbols (i.e., demodulation accuracy).

o Symbols per Minute (SPM): the number of Morse-code
symbols transmitted in a minute.

e Characters per Minute (CPM): the number of characters
transmitted in a minute.

o False Positive Rate: the number of unintended symbols
demodulated over the total count of obtained symbols.

o Fualse Negative Rate: the number of symbols not demod-
ulated over the total count of obtained symbols.

A. Impact of Device Type and Proximity

Varying GPS-equipped devices may be used and can be
placed at different locations. We explore whether device type
and proximity cause observed vehicle movement data differ-
ences. For each device in each case, we conduct 100 rounds of
experiments, each collecting 500 GPS samples.

Device Type: We put four devices (i.e., Apple iPhone 11 Pro
Max, LG Nexus 5X, Motorola MotoTab, and Raspberry Pi 3
connected with a u-blox NEO-6M [41] GPS module) together
within a running vehicle, and refer to each as Device 1 to
4, respectively. Figure 7 shows an example of their obtained
velocity streams. We see that the streams are highly similar.

Proximity: We collect GPS data for two scenarios: (1) place
the devices at the same location (i.e., passenger seat), and (2)
place the devices at different in-vehicle locations (i.e., armrest
storage box, dashboard, back seat, and floor). For the above two
configurations, we derive the respective Euclidean distances,
ds and dg, between obtained GPS data from each pair of
devices, respectively. Figure 8 plots the empirical cumulative
distribution functions (CDFs) of d, and d; scenarios. We see
that 98.1% of ds and 97.2% of dg are less than 25. The
results demonstrate that device type and proximity yield a
trivial impact on the accuracy of the observed velocity data.

B. Modulation Efficiency and Security

1) Efficiency: In the command modulation phase, each
Morse code symbol is mapped into an artificial driving pattern
characterized by two important parameters, i.e., the duration 7'
and the number L, of vehicle movement states in an artificial
driving pattern. We select four common commands: SOS, mute,
radio, and call. ‘SOS’ is a standard distress signal in an
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emergency [13]; others aim to turn off the sound, play the
radio, and make a phone call, respectively. We enable the
driver to send each command 50 times. Figure 9 shows the
symbol success rate under different input duration 7T, (i.e.,
maximum 7)) and pattern length Ls. For all Ly, with T,
increasing, the symbol success rate increases and approaches
100%. This shows that the driver requires enough time to
inject the artificial driving patterns successfully. Also, with a
larger L, a longer T, is required to achieve 100% symbol
success rate. Specifically, when T, is above 18, 22, and 27
seconds for injecting the artificial driving patterns with 3, 4,
and 5 movement states, respectively, we observe 100% symbol
success rates.

Figures 10 and 11 demonstrate the achieved SPM and CPM.
The top and bottom of each whisker denote the maximum
and the minimum values. The top and bottom of the box are
25" and 75" percentile, and the horizontal line in the box
represents the median. We can see that the three commands
(i.e., ‘mute’, ‘radio’, and ‘call’) introduce similar ranges of
SPM (9.3 - 13.8) and CPM (2.9 - 4.4). The command ‘mute’
presents the highest possible SPM and CPM (13.8 and 4.4), as
it requires the driver to input the shortest Morse code sequence.
In Figure 12, low average symbol FPR (< 1%) and FNR
(< 0.71%) are observed.

2) Security: We assume a strong attacker who knows the
mapping between the selected artificial driving patterns and
the Morse code symbols. We allow a driver to disseminate the
four commands to a receiver device. The attacker aims to mimic
the movement states of the preceding vehicle, and the attacker’s
GPS-equipped device attempts to demodulate the commands.

Figure 13 illustrates the symbol success rates for the legit-
imate user and the attacker. We see that the attacker obtains
up to 25% of the disseminated Morse code symbols. However,
as the attacker always gets intermittent Morse code symbols,
which do not provide sufficient clues for the correct commands,
she fails to recover all disseminated messages. Meanwhile, the
legitimate user successfully recognizes at least 96% of the
symbols.
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TABLE I: Performance under different traffic conditions.

Fig. 13: Symbol success rate
for the user/attacker.

Traffic _ SPM/CPM Symbol
Minimum | Maximum | Average | Success Rate

Heavy 7.9/2.5 9.5/3.0 8.6/2.8 97.6%

Moderate 9.5/3.1 10.2/3.2 9.8/3.1 98.9%

Light 9.5/3.0 13.0/4.1 12.3/3.9 100%

C. Impact of Traffic Flow

We consider three levels of traffic flow, i.e., heavy, mod-
erate, and light, according to a common traffic classification
method [5]. With the weekday state traffic statistics, we accord-
ingly select a commuting route and three different time slots,
ie., 10-11 pm, 4-5 pm, and 8-9 pm, for light, moderate, and
heavy traffic, respectively. We let the driver inject a command
‘SOS’ 50 times separately, during their daily driving.

Table I shows the corresponding performance. We see that
the driver can achieve the smallest SPM/CPM (i.e., 8.6/2.8) on
average under heavy traffic flow, while light traffic yields the
best mean SPM/CPM (12.3/3.9). This is because the driver has
limited opportunities to generate the artificial driving pattern
under the heavier traffic flow (e.g., frequent slow down). The
symbol success rate for all traffic conditions is consistently high
(above 97.5%), and it reaches 100% for light traffic.

D. User Study

We recruited 10 participants (U1-U10; aged 21-32 years old;
3 self-identified as females and 7 as males) and asked each
to disseminate messages during daily driving. Our study has
been approved by our institutional IRB. We allow each user
to disseminate the message 50 times. After the experiment,
each participant compares the demodulated and sent messages
to quantify the dissemination accuracy. Figure 14 shows the
achieved average CPMs. We see that the CPM ranges from 3.01
to 4.56. For all users, the average CPM is 3.74, with a standard
deviation of 0.57. Users 5 and 10 present higher average CPMs
(4.56 and 4.45) than the others. This is because they manipulate
the accelerator and brake pedals more frequently, thus dissem-
inating more symbols over the same driving period. Figure 15
shows the corresponding average FPR and FNR, which do not
exceed 0.60% and 0.75%, respectively. The results verify the
robustness of CommanderGPS across different users.

VI. RELATED WORK

Communication Over Covert Channel: Various covert
channels have been employed to hide message transmission.
For example, light from light-emitting-diode (LED) [12], au-
dio [43], ultrasonic signal [11], vibration [30], finger ges-
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of 10 different users.

ture [31], WiFi channel state information (CSI) [25], [33], or
human breath monitoring [2] are utilized to deliver information.

Morse Code Based Input Schemes: Morse code can be
used to disseminate messages [2], [25], [31]. For example,
[25] allows people with Motor Neuron Disease (MND) to send
Morse codes by moving their finger on a table, generating
interferences in WiFi CSI, which can be captured and in turn
translated into sent Morse codes (i.e., messages). Comman-
derGPS also disseminates messages via Morse code, while it
relies on popular GPS receivers to demodulate them.

GPS Applications in a Vehicle: GPS receivers are widely
utilized in navigation systems to help drivers find a way to
their destinations. Also, GPS data may improve the physical
security of a vehicle. It is well known that Remote Keyless
Entry Systems on modern vehicles are vulnerable to relay
attack [8]. To resist relay attacks, the user’s current GPS loca-
tion is utilized as context information for authentication [42].
Moreover, GPS data obtained by the devices in the same vehicle
can be utilized for secret key establishment [45], [46]. In
contrast, CommanderGPS is the first study to utilize GPS as a
communication modality.

VII. CONCLUSION

We propose CommanderGPS, a novel in-vehicle message
dissemination scheme where a driver can transmit an encoded
message by changing the movement state of the vehicle, and
a GPS-enabled device in the same vehicle can decode the
driver’s message. The key idea is that vehicle movement can
be utilized as a secure communication channel, as the driver
can naturally change the vehicle movement state while driving.
We develop a Morse code-based message modulation scheme
that utilizes selected artificial driving patterns, and allows the
receiver device to demodulate the observed vehicle movement
pattern in GPS data. Our real-world experiment results show
that the receiver achieves at least 96% demodulation success
rate. Meanwhile, an attacker who follows the target vehicle is
unable to intercept the messages sent by the driver.
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