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Abstract— The Internet Engineering Task Force has developed o Inefficient routing [2]: In base MIP, large amount of data
Mobile IP to handle mobility of Internet hosts at the network is routed to the HA, and then tunnelled to the MH. This
layer. Mobile IP, however, suffers from a number of drawbacks wastes network resources and requires high processing

such as high handover latency, packet loss, and conflict with . . . .
network security solutions. In this paper, we describeTr aSH, a power at mobile agents (HA and FA). This may give rise

new Transport Layer Seamless_tandover solution to mobility. to scalability issues as the number of MHs managed by a
Tr aSH utilizes multi-homing to achieve a seamless handover of HA increases. Moreover, the failure of a single HA may
a mobile host, and is designed to solve many of the drawbacks prevent a large number of mobile users from receiving

of Mobile IP. Various aspects, such as handover, signalling, forwarded packets from the HA unless a backup scheme
location management, data transfer, and security consideratios

of TraSH are discussed. The Stream Control Transmission like a}Jtom_atlc HA dlscovery IS Used,-
Protocol (SCTP), with built-in multi-homing capability, is used « Conflict with network security solutions [2]: Base MIP
to illustrate the concepts of Tr aSH. does not cooperate well when the HA is behind a fire-

wall and the MH is outside the firewall, unless firewall
transversal solution [5] is used. Moreover, base MIP has
difficulty in the presence of a foreign network implement-
ing ingress filtering, unless reverse tunnelling, where the
HA's IP address is used as the exit point of the tunnel, is
used to send data from the MH.

I. INTRODUCTION

Mobile IP (MIP) [1] is the standard proposed by IETF to
handle mobility of Internet hosts for mobile data communica
tion. For example, it enables a TCP connection to remaire aliv
and receive packets when a mobile host moves from one point
of attachment to another. Mobile IP is based on the concept
of Home Agent (HA) and Foreign Agent (FA) for routing ofA. Recent research on Mobile IP

packets from one point of attachment to the next. During the o .c.oroh efforts in Mobile IP can be generally classified

hando.verfro.m the HA to the FA,amobiIe.host (MH) will needyyiq 10 categories: reducing handover latency and packet
to register with the FA, wait for the allocation of channelad loss. Hierarchical IP [6], Hawaii [7], Cellular IP [8] use

update its location in the HA database. Hierarchical foreign agent structure to reduce the frequen

While MIPis a widely accepted concept in t?Oth fese?‘r%d latency of binding updates by handling most of the
and .|ndustry, §everallproblems exist whgn using M'P n Efndovers locally. A hierarchical FA structure also reduce
mob|_Ie Co_”?pu“”g enw_ronment. The most important issues e possibility that packets are directed to an outdated ¥A b
MIP |d_ent|f|ed to date include: multiple tunnelling process, thus reducing the packet iags.

« High handover latency [2]: A MH needs to complete the, |atency handoffs in Mobile IPv4 [4] use pre-registrato
following threg steps_before it can receive f_orward_ed daggq post-registrations by utilizing link layer event trigg to
from the previous point of attachment: (i) discovering thgaquce the handover latency. Optimized smooth handoff [9]
new Care of Address (CoA), (ii) registering the new CoAyot only uses the hierarchical FA structure, but also makes
with the HA, and (iii) forwarding packets from the HAhe previously visited FA buffer to forward packets to MH'’s
to the current CoA. _ ~ new location. To facilitate packet rerouting after handove

« High packet loss rate [3], [4]: During the HA registrationyng reduce packet losses, Jung et.al. [10] introducesidocat
period, some or all of the packets destined to the MHgatapase that maintains the time delay between the MH and
old CoA will be lost since the old point of attachmentne crossover node. Mobile Routing Table (MRT) has been
can not communicate with the MH during this periodiniroduced at the home and foreign agents in [11], and a packe
nor does it know the new point of attachment of the Mg \arding scheme similar to [9] is also used between FAs

The research reported in this paper was funded by NASA Grag3y (O reduce packet losses during handover. A reliable mobile
2922 multicast protocol (RMMP) proposed in [12] uses multicast
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to route the missing packets to adjacent subnets to ensure ©. Contributions of current research
packet loss rate resulting from MH roaming. The contributions of our paper can be outlined as follows:

_Tot_ellmllggte the tr![gngull?r rtoutln_g ,;\)Arogllen:l,b R;OUtﬁ Opti- o Propose and develop Transport Layer based Seamless
2:1|za lon (d )’tsndop g)lr\llat ca u(rje n k(t) Ide t\ll 1cathowl\s/||-z|i’ Handover TraSH) that is expected to solve several
orrespondent Node (CN) to send packets directly to the S problems faced by MIP. Here “seamless” means low

new COA addresg. RO is built in as an integrallpart of Mobile latency and low packet loss.
IPV6 [13]. In qu”e IPv6, the concept of foreign agent has o lllustrate the handover procedure and location manage-
been removed since the available IP address space is ladige an ment inTr aSH and compare them with MIP.
the N”_: carr: eel\t::y_getlfa co-Iocateﬁ COA (C(.:OA)f agdress.kAs_ Compare the data transfer pathsTefaSH and MIP.
a result, the itself acts as the exit point of the packet : : . .
tunnel. Like the Hierarchical IP [6] in MIPv4, Hierarchical » Discuss the security considerations of the new scheme.
MIPv6 mobility management [14] also introduces a hierarchy
of mobile agents to reduce the registration latency and tRe Paper structure
possibility of an outdated CCOA address. The rest of this paper is structured as follows: Sec. II
gives a brief introduction to SCTP’s multi-homing feature,
B. Motivation ofTr aSH Sec. Il ou'tlines the hand.over signalling proceduresriaSH,
Sec. IV discusses location management method that can be

As the percentage of real-time traffic over wireless networlsed withTr aSH and the data transfer path used ByaSH
keeps growing, the deficiencies of the network layer basggter the handover. Performance comparison betwieeaSH
Mobile IP in terms of high latency and packet loss becomegd MIP is provided in Sec. V. Sec. VI discusses the security

more obvious. The question that naturally arises is: Can Wgnsiderations ofTr aSH. Finally, concluding remarks are
find an alternative approach to network layer based sol#ion presented in Sec. VII.

mobility support? Since most of the applications in the rimés
are end-to-end, a transport layer mobility solution wouddab
natural candidate for an alternative approach. ] ] o )
A new transport protocol, called Stream Control Trans- Multi-homing aIIow; an association between two enq points
mission Protocol (SCTP), was proposed by IETF in Octobl span across multiple IP add_resse§ or network mt_erface
2000.The design of SCTP absorbed many of the strengf¥ds- An example of SCTP multi-homing is shown in Fig. 1,
of TCPthat led to its success during the explosive growmhere the two end points are connected through twq er_eless
of the Internet. Moreover, SCTP incorporated several nedgCeSS networks. The correspondent node (CN) is single-
features that are not available in TCP. Due to its new atweact N°Med, while the Mobile Host (MH) is multi-homed. The
features, SCTP has recently received much attention frem f§ can use one or two interface cards as long as the two

research community, and has become one of the hot topicdfin@ddresses can be bound into the association. One of the
networking technology [15], [16], [17]. MH’s IP addresses is designated as the primary destination

Multi-homing is one of the most prominent features o@ddress for the transmission of data by the CN, while the

SCTP. The built-in multi-homing support in SCTP was injother one can be used as a backup in the case of failure of the

tially designed to exploit network redundancy to meet thimary address, or when the upper layer application at the
requirements of high-availability applications (such asne CN explicitly requests the use of the backup address.
munication between SS7 signalling points). But this featur

can also be very useful in mobile computing environments. As o
pointed out in Sec. I, with only one COA address in MIP, the
MH cannot communicate with the old mobile agent while the
MH is registering with the new mobile agent. This restrintio 7

II. A BRIEF INTRODUCTION TOSCTPMULTI-HOMING

N One SCTP
T Association

~ uter

gives rise tohigh handover latencynd high packet losses <z/$// Re\g,
Even if the various proposed improvements [6]-[14] for MIP / ”\v’
are used, this fundamental restriction can not be overcome, edbes \ Aecsee
since different MIP extensions still use only one interffme ”e""\‘"“ flomere
communication. P~ l 7

The objective of this paper is to propose a new scheme ocess \\AP.,PZ _ =7 Fowee
for supporting mobility called_Tmsport Layer _$amless ® Mum_home:
Handover Tr aSH) by utilizing SCTP’s multi-homing feature. In|MobueHost
Similar in principle to a number of current efforts [18], [19

[20], the basic idea offr aSH is to exploit multi-homing _ o _ ,

to keep the old path alive while setting up the new patﬁl,g' 1. An SCTP association with multi-homed mobile host.

thus achieving a seamless handover between adjacent subnet

Although we illustrateTr aSH using SCTP, it is important Retransmission of lost packets can also be performed over
to note thatTr aSH can cooperate with normal IPv4 or IPv6the backup address. SCTP’s built-in support for multi-hdme
infrastructure without the support of Mobile IP. endpoints is especially useful in environments that requir



high-availability applications, such as SS7 signalingi¢ort. C. STEP 3: Redirect data packets to new IP address
A multi-homed SCTP association can speedup the recoverjyhen MH moves further into the coverage area of wire-
. HANDOVER SIGNALLING IN Tr aSH reliable than data pathl. CN can then redirect c_iqt_a traffic to
o _ i the new IP address (IP2) to increase the possibility of data
We assume that the direction of traffic flow is from the C%eing delivered successfully to the MH. This task can be
to MH, which corresponds to services like file downloadi”ﬁccomplished by the MH sending an ASCONF chunk with the

or web browsing by mobile users. In this section, we ou“i”§et-Primary-Address parameter, which results in CN gpitin
Tr aSHS signalling procedure during the handover proces&rimary destination address to MH as IP2.

The complete handover procedure can be divided into fiverha" witical questions here are three-fold: (1) What kind

parts which are described below. The main idedASHS ot jhtormation should be used to trigger Set-Primary-Adsre

to exploit multi-homing to keep the old data path alive untill_ayer 2, Layer 3 or Layer 4 handovers? (2) Who initiates Set-

the new data path is ready to take over the data transfer, t'Wﬁnary-Address: CN or MH? (3) When is the right time to
achieve a low latency, low loss handover between adjaceffocyte Set-Primary-Address? The answers to questions (2)

subnets. and (3) depend largely on the answer to question (1). If MH
. . can utilize the information from Layer 2, such as radio link
A STEE L Obta_m new IP address ) Signal/Noise Ratio (SNR), Bit Error Rate (BER), or avaikabl
Referring to Fig. 1, the handover preparation proceduggngwidth, MH has much more information than CN about
begins when the MH moves into the overlapping radio coygnether the primary data path should be switched over to
erage area of two adjacent subnets. Once the MH receiygs new path. To compensate for the transmission/propayati
the router advertisement from the new access router (ARZ)dblay from MH to CN, the MH can send the ASCONF chunk
should initiate the procedure of obtaining a new IP addreﬁ?edictively at a time which is RTT/2 before the optimal

(IP2 in Fig. 1). This can be accomplished through severglitchover time. One disadvantage of this method is that
methods: DHCP, DHCPV6, or IPv6 Stateless Address Aut-requires cross-layer communication in the protocol lstac

configuration (SAA) [22]. The main difference between thesghich may result in difficulties in protocol deployment. If
methods lies in whether the IP address is generated by a'se(ger 2 information is not available to MH, CN and MH
(DHCP/DHCPVE) or by the MH itself (IPv6 SAA). For caseshould have the same knowledge about the link status. In this
where the MH is not concerned about the its IP address, bulse it may be preferable to let CN initiate the Set-Primary
only requires the address to be unique and routable, IPv6 SAjdress by observing the packet loss pattern over the ol dat

is a preferred method fdfr aSHto obtain a new address sinCeyath; this will have the advantage of reducing the handover
it significantly reduces the required signalling time. latency by RTT/2.

B. STEP 2: Add IP addrc_esges _to_a_s_somatlon D. STEP 4: Updating the Location manager
When the SCTP association is initially setup, only the CN’s . .
raSH supports location management by employing a

IP address and the MH's first IP address (IP1) are exchanged . o .
between CN and MH. After the MH obtains another IP addrei%cat'on manager that maintains a database which recoeds th

(IP2 in STEP 1), MH should bind IP2 into the association (if°"'éSPondence between MH's identity and current primary |

addition to IP1) and notify CN about the availability of theaddress. MH can use any unique information as its identity,

new IP address. such as the home address (as in MIP), domain name, or a

SCTP provides a graceful method to modify an existinBUb"C ke_y defined in the Public Key Infrast_ructure (PKI).
association when the MH wishes to notify the CN that a new Following lour dexample,fol?ceMt:e hS etl-grlm:ry—Agdrless ac-
IP address will will be added to the association and the old [I¥" 'S co,mp elte successiu i’\ h S OUIP u;()jdate t eIPgCHE;_h
addresses will be probably be taken out of the associatioa. tnanagers re gvant entry W.'t the new IP address (IP2). The
IETF Transport Area Working Group (TSVWG) is Workingpurpose of this procedure is to ensure that after MH moves
on the "SCTP Address Dynamic Reconfiguration” Interné(fom the wireless access networkl into network2, further
draft [23], which defines two new chunk types (ASCONF angSsociation setup requests can be_ routed to M.H.S new_IP
ASCONF-ACK) and several parameter types (Add IPAddres%‘,jdreSS IP2. This update has no impact on existing active

' ; ; iations.
Delete IP address, Set Primary Address, etc.). This optitin ypssocia ) )
be very useful in mobile environments for supporting sevic e can observe a important difference betw&eaSH and

reconfiguration without interrupting on-going data tramsf ]I(\/IIP:.the location r?adnagem(ra]nt qnd data trr]afnc for\r/;/ardlng
In Tr aSH, MH notifies CN that IP2 is available for data unctions are coupled together in MIP, whereas they are

transmission by sending an ASCONF chunk to CN witg)ECOUpIGd inTrasSH FO speedup handover and make the
parameter type set to 0xC001 (Add IP Address). On receipt eronment more flexible

this chunk, CN will add IP2 to its local control block for the )

association and reply to MH with an ASCONF-ACK chuniE- STEP 5: Delete or deactivate obsolete IP address
indicating the success of the IP addition. At this time, IRla When MH moves out of the coverage of wireless access
IP2 are both ready for receiving data transmitted from CN toetworkl, nonew or retransmitteddata packets should be
MH. directed to address IP1. [fr aSH, MH can notifies CN that



IP1 is out of service for data transmission by sending gerform vertical handovers from WLAN to a cellular network,

ASCONF chunk to CN with parameter type set to 0xC002nd then to a satellite network. The multi-homed mobile host
(Delete IP Address). Once received, CN will delete IP1 fromm Tr aSH is equipped with multiple interface cards that can
its local association control block and reply to MH withbind IP addresses allocated from different kinds of wirgles

an ASCONF-ACK chunk indicating the success of the IRetwork access technologies.

deletion.

A less aggressive way to prevent CN from sending data ;L ______________ ,
to IP1 is for the MH to advertise zero receiver window Corresgondent< R
(corresponding to IP1) to CN [24]. This will give CN an N°Ee AN AN
impression that the interface (on which IP1 is bound) buifer \ AN e o Nework X
full and can not receive any more data. By deactivatingesust Y \ [ANetwork |
of deleting the IP addres3y aSH can adapt more gracefully \\ f ®
to MH'’s zigzag (often referred to as ping pong) movement Y ‘ 'x
patterns, and reuse the previously obtained IP addresy 1 8021/~ _ (P2
long as the lifetime of IP1 has not expired. This will reduce vl | gg
the latency and signalling traffic that would have otherwise o’ Multi-homed

Mobile Host

been caused by obtaining a new IP address.

F. Timing diagram offr aSH Fig. 3. \Vertical handover usingr aSH.
Fig. 2 summarizes the signalling sequences involved in
Tr aSH. Here we assume IPv6 SAA and MH initiated Set-

Primary-Address. Timing diagrams for other scenarios aan q
iy V. L OCATION MANAGEMENT AND DATA TRANSFER PATH
drawn similarly, but are not shown here because of space

L IN Tr aSH
limitations. .
A. Location management
N ARLame g Comgmnen As mentioned in Sec. I1I-DTr aSH needs to setup a loca-
I e tion manager for maintaining a database of the correspaeden
ertipee™ new ’ H H B .
‘% = 1. Comphie the new P Address by newip between MH's identity and its current primary IP address.
B et it e i Unlike MIP, the location manager ifir aSH is not restricted
W\”\ to the same subnet as MH’s home network (in faotaSH
I I B has not concept of home or foreign network). This will make
——— [ 2. Send ASCONF-ACK Chunk .
: B the deployment offr aSH much more flexible than MIP.
—-Send ASCONE Chuak i et the pefpined en When a location manager is used, the location management
s primary dpstination — A H H 1 1
£ ;,/W update can be done in the following sequence as shown in Fig. 4:
_Send APCONE . X
g&ﬂ’ 1) MH updates the location manager with the current
I T [ primary IP address. -
e Sanq ASCONE CK Chunk (46119 2) When CN wants to setup a new association with MH,
CN first sends a query to the location manager with
Fig. 2. Timeline of Tr aSH MH’s identity (home address, domain name, or public
key, etc.)

In this figure, the numbers before the events correspond t

o) . . . .
the step numbers in Sec. lll-A to IlI-E, respectively. 3) Location manager replies to CN with the current primary

IP address of MH.

4) CN sends an SCTP INIT chunk to MH’s new primary
G. Vertical handover between different technologies IP address to setup the association.

Different types of access network technologies can belf we use the domain name as MH’s identity, then we can
integrated with each other to give mobile users a transparemerge the location manager into a DNS server. The idea of
view of the Internet. Handover is no longer only limited taising a DNS server to locate mobile users can be traced back
between two subnets in WLAN, or between two cells in # [26]. The advantage of this approach is its transparency
cellular network (horizontal handover). In the future, @b to existing network applications that use domain name to IP
users will expect seamless handover between heterogenesmgress mapping.
access networks (vertical handover). Since MIP requires that the location management entity

Since MIP operates in Layer 3 and is independent of tmeust reside on the HA, this location manager (DNS server)
underlying access network technology, MIP may be usd&dsed method is not applicable to MIP. In contrast to MIP,
in a heterogeneous environment. However, there are someaSH decouples location management from data traffic for-
disadvantages in using Mobile IP for vertical handoverd.[25varding and hence can use this DNS server based location

Tr aSHis well suited to meeting the requirements of verticahanagement. An Internet administrative domain can akocat
handover. Fig. 3 illustrates an example of usifigaSH to one or more location servers for its registered mobile users
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Fig. 6. Simulation topology.

preliminary version offr aSH in ns-2simulator, and th&s-2

.fz'gjgm,;,@d patch for MIP [27] from U.C. Berkeley is used for simulating
BN MIP’s performance. To make a fair comparison, we have used
\.\ SCTP as the transport protocol for both MIP afidaSH.
Access Router Fig. 6 shows the network topology used for the simulation.

of Current Domain \

The link bandwidth and propagation delay are listed alomg th
links. An FTP source agent is attached to CN and a sink agent
is attached at the MH. Each base station has a coverage of
40 meters in radius, and the overlapping region between two
base stations is 10 meters. The MH moves between the two
domains with a ping-pong style, with a handover frequency
ranging from 5 to 30 handovers per minute.

Fig. 7(a) shows that when the location update delay (the
delay between MH and HA in case of mobile IP, between
MH and location manager in case ®f aSH) is high, Tr aSH

, , has an obvious higher throughput over MIP. This is because
Compared to MIP’s requirement that each subnet must hav%raaSH eliminated the tri-angular routing in MIP and in

location management entity (HAJr aSH can reduce system 1 5 gy My can receive packets arriving from the old path

complexity and operating cost significantly by not havingtsu while registering through the new path. Also the segment
a requirementTr aSH, however, requires a mobile user to(h

. , rops caused by handover Tm aSH is significantly less than
provide the IP address of the location manager when he/she\ opile 1P due to theTr aSHs ability to receive packets
publish his/her identity.

coming from the old path during handover (see Fig. 7(b)).
When the location update delay is low, the throughput of
B. Data transfer path MIP andTr aSH is similar, due to the effect of triangular rout-

The data transfer path aftefTa aSH handover is illustrated ing in MIP bei_ng Ie_ss (s_ee Fig. 7.(C))' However, the segment
in Fig. 5. The difference betweefir aSH and MIP is that drops in MIP is still noticeably higher thafir aSH due to

TraSH sends data packets directly to the MH instead MIP's inability t.o receive packets_ in fly during the regigiom
going through the HA. This eliminates the infamous triaiagul P'ocesS (see Fig. 7(d)). In both Figs. 7(b) and 7(d), the segm

routing problem encountered in MIP. Note thatTinaSH, the drops first increase as the handover frequency increadss; th

retransmitted packets (due to packets lost during the hemyio is due to the preparation time for handover becoming less. Th
from CN should also be directed to MH's new IP addres€gment drops then decrease after a threshold; this is $®cau
since the old IP address is very likely unreachable. In esntr gf SkQTP sﬁcong((ajstlon corlltroll taking the dominance and CN
to Mobile IP, there is no Home or Foreign agerits:aSH, P2acking off to reduce packet losses.

however, requires a location manager for the CN to locate the

O o . V1. SECURITY CONSIDERATIONS
current position of the MH when a new association setup |s_|_h o di ¢ bil irel )
initiated by the CN. e communication medium of mobile wireless environ-

ment is openly exposed to intruders, which makes the mobile
network more vulnerable to malicious attacks than a wired
network. A protocol supporting user mobility must consider

In this section, we will present performance compariscassociated security risks. In this section, we consideers¢v
results based oms-2 simulation. We have implemented thesecurity-related issues ifir aSH.

Location
Manager

L Tt
(=

);'lll(ﬂ'._
VARRASE:

Fig. 5. Data transfer path afterTa aSH handover.

V. PERFORMANCE COMPARISON
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VIl. CONCLUSIONS

The Stream Control Transmission Protocol is a standard-
track transport layer protocol proposed by IETF. This &atic
introduces a new mobile handover scheme call@SH,
which utilizes the multi-homing feature of SCTP to keep the
old data path alive while setting up the new data path. This
scheme can cooperate with normal IPv4 or IPv6 infrastrectur
without the support of Mobile IP. Different aspects of the
scheme are discussed including handover signalling ptweed
location management, data transfer pathes, handoverrperfo
mance comparison with Mobile IP and security considera-
tions.
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